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SECTION 1. DIGITAL ECONOMY: TOOLS, MODELS AND METHODS /4 [
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SECTION 3. CYBER SECURITY FACILITIES ON HARDWARE AND SOFTWARE
LEVELS/ [ s3Iwge IR ") [ RCLI1IC swWwirgtady¥rAw 1 ¢ ¢1

s Tt Jatefvffo twliyicm

vl s 004.056 5
r,II rcrvce frovdfrwl uvitelfJuwrce s{traevvIl
s} rtvdw HRHvrllel RLfuld v wm 1t

tref wy ¢Awg
LtejBjd# ¢ 1.1., dOECBoad?2 Cjt' oadd§ [
ddeslsOYy'vv HOdE 2 tetsBtsls' sy  dzgjdets jJWJjSIlsdods Mls
CstedMmiskzo OYUOdsd, totsLH' dzjdedn L O M jydw' S dzO
f t6 s

CtcOMBdzs L OM' B kY tcOo dz' dzde"O Cisye dabs IOpdO g disdts HIBD0R
sdzt ytseo ' : mMidastedPmiskzo Oy, ©Oolsj delsdWw ™ COy' w, ts
L LOBEOR HBMAZ HYJ dzdz? HJletsOdzOdz' L 59 Odats dzOfr]
TfijbsHd "HjdsdW SOy IO QolsjdadsdW¥W'®  CoOoy"  : |
Single SigrOn (SS0), Mult-Factor Authentication (MFA).

ifJlsHud EftOs dz' dzdzBased Bhdgést Gontdgl (RBAG)| Rrivieged
Access Management (PAM), Attribugased Access Control (ABAC).

iIfilssHd OdzOdz' Lz SO EZftcOodz dzdz" B LY JCBBE L
(UEBA), Security Information and Event Management (SIEM), Data Loss Prevention (DLP).

T[] BH J dZ' BjLYJjSSd: Zero Trust Security Model
(CASB), Vulnerability Management (VM).

rdzv Ctsydes™ L " HEtkYy B LAzt d¥ dLOdKa| | deth j Cdsed s
HOdzd - By IstsH 8. 1 dyuUud dROojHJjdets o' HYtsd): Hdz ted L

v OB dzd ywvw 1

[y €0 dBilstsH'' @8 'HidelsdW' €SOy " ° 0ol
stedlsj o' 2 IAM SSO MFA
(WJiSClksdedz fMls: On ¢ 8 7 9
yOfm tsBtesBSCd L O dK 7 9 6
bHOIsdo dz' Mmis! S 9 6 9
it ejde Ltokzydatsfls 6 10 7
1 HOIdz Mils! HEs ' dzls | 9 8 9
#lsOB ' dz dz' Mis! 8 7 8
4jtoj HdW Y &€ 0 7,83 7,83 8

|l AM " HatsHdIs! HdA&Y MCZOHddr SCttef stcOIsdo dzd n

cdzz y¢ " Mls!, SSOjwwpysddizd2 HYy &Z¢ dz¥ yso B * L tclzyd

iyentseod?2 o0t Odzls Hdzwv Ctedlsdydets 90Oy dzdodm MdMmilsd
v OB d&zd yvw 2
Jy dzf 0 BijlstsH' &9 EftcOodz dedzw HEMiskzY

stedlsj o' 2 RBAC PAM ABAC
| ez ys " mis! 6 7 9
HZ B Mmaf &s s d.C O B 8 8 9
polssdzOIsdL Oy' v { tof 7 7 9
[ sy d&zde " s &Bsd 7 9 8
l csflsslsO OH® d2 M 7 7 5
] "Hitce Hd Mis! Mmisd 9 9 9
Hjtoj Hdz" Y dzf O 7,33 7,83 8,16
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E MW ijtOr, HJ] hhdsesdkd ko000 ftedH' dzv ' Iss Mw L O~
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Jy dz2€ 0 dtsHjdzj?2 BJjLYJSCd

stedlsj tc’ 2 ZTSM CASB VM

lteddeydtfd o3 dzg' dsOdz/| 10 8 7

dbzHdls IsO € tsdzls tc ts dz! 9 8 7

OOz’ L otcOL dzd o sk 7 8 10

| &2 y¢ ' mMls! Otcn ' Isj { 8 8 7

[tsydzde ' Mis! odwe dzj 9 9 6

l " Hftse Hdz MiIs! 6] g 9 9 8

g4 jtojHdW tsy' dgf O 8,67 8,33 7,5
ZTSM sflsddzO0dz dedd3s ' M | dzdgwishlzlsuc@Hiazy H asdfilptizqy &
OHOf Isdo detsfls HiS OdzesdzOdz' 2, CASB O0OSIskzOdz' dzd 2
mMidHtseodh ' 9o ' Hftse Hdesfls' twjekdzwiststedzd 3 o d B
BJLYJSCSd '"dWBtedgOy' 2dets’ MdMmMlsjdBd L syscd Ltk B
V ftosERBOMIEOd L Oy &ZzO Python dzOw o dz S H dzts

( MFA) |
f Ot s dz¥

100

HemMiskzy dz20 GmMdese
fjtejH dz2OHOdzdz" &3 HEsMiskY k2

KopuctyBa4y Bob sapeectpoBanmwii: {'department’: ‘Finance', 'clearance’': 'medium’,

'clearance’:

"high',

Kopuctyeau Charlie zapeectpoeamwit: {'department': "Finance', "low",
Kopuctyeau Dave =zapeectpoeanuii: {'department’: "HR', ‘clearance':
KopuctyBau Eve 3apeectpoeanwii: {'department': 'IT',
Pecypc HR_Document pogano: {'department’: 'HR', 'clearance':
Pecypc Finance_ Report popano: {'department’:
Pecypc Company Policy popano: {'department’: 'HR',
Pecypc Budget Report gogamo: {'department’': "Finance', 'clearance': "high’',

t d.fhy OHOdadzf MEBo OYOd3 °

‘clearance’: 'medium’,
‘high',

‘clearance’:

'position’:
‘Finance”, ‘medium’,

"clearance':

‘medium’,

OstcdBlzls* ©@ o' HH'

‘position”:
'position':
‘position’:
‘position’:
‘manager”}
"position’:
‘position’:
"position’:

©j MkeMOd Oltdsll

&k
(ZTSM) ;3): B dz' Ist

‘assistant’}

'assistant'}
'assistant’}
‘technician'}

"analyst'}
‘assistant’'}
‘manager '}
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=== [OnoBHe MeHw ===

1. Yeiatu

2. 3aeepuntn poboty

Bubepite onuiw: 1

Im'Aa kopucTyeaua: Bob

Maponk:

OTP kom HapicnaHo: 487949

Beepite OTP kop: 487949

Kopucrtyeau Bob ycniwno aeteHtmdikosanwii.

=== [OnoBHe MeHw ===

¥Bihwnm sk: Bob

1. Jloctyn mo pecypcy

2. BuiiTw 2= akayHTy

3. 3aeepuutu pobory

Bubepite onuiw: 1

BeealTs HazBy pecypcy ana goctyny: Finance
BeegiTk maponke AAA AOCTyNy [0 pecypcy: ---

{ B BqC &ZOH OolbsiedL Oy ' ' Mmfwessd H

Subject Object Event Interpretation
N/A MFA Success AsTenTuikauin npoigena ycniwHo- MoniTopwHr noaans
2024-18-31 18:45:48 Finance_Report Failed Access Monepemxenta npo Heegany cnpoby gocTyny. lepeBipTe EBTEHTHHHICTE KOPHCTYE@Ha.

2024-18-31 18:45:52 N/A End Of Session 3aBepewenns cecil kopucTyBaya B cucTemi. Ananiz i nporsrom cecii.

2024-18-31 18:46:67 i N/A MFA Success AstenTudikayia npoigena ycniwHo- MoHiTOpWHr NoAanbwol aKTMBHOCTI .
2024-10-31 18:46:07 i N/A Admin Session MoyaTok npouecy apMiHICTPYBaHHA CHCTEMM. PeTenwhuii aHaniz noganbumx Ali.

t dBf sdg ssteddze ftsH' 2 E Mdmisjy &3 OH A d

I dideso§dsyj, bk ©ORSOR HOMs' tsetlsd Bkds od
Mz yofmdzed n d3j Is CHES tod figlyf oD@ O ddaflzve IssySd L tstelz tof L dz
LO Htftdsetss ddLSd o '  Hftse Hdedr SCtdlsjte’ " o. [
Bsots¥® Python t'hjdzdgw, hts ' Hdzk® o MmtsB' d2O2 |
®jkssHd: MFA, ABAC, SIEM ' ZTSM
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2017 2021
A01:2021-Broken Access Control
> AD2:2021-Cryptographic Failures

A03:2017-Sensitive Data Exposure A03:2021-Injection

AD04:2017-XML External Entities (XXE) (New) A04:2021-Insecure Design

A05:2017-Broken Access Control > A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration = A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization . lew) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities - > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey
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CONCEPTUAL MODEL FOR WEB 3.0 INFRASTRUCTURE IN DOMAIN -
SPECIFIC SCENARIO PROCESSING
Andrii Patsora, scientific supervisor Vadym Shkarupylo

Introduction. The advent of Web 3.0 has introduced a new era of decentralized internet
infrastructure, emphasizing user ownership, privacy, and distributed data control. This shiftis
particdarly impactful for emerging technologies such as the Internet of Things (loT) and
embedded systems, which rely on efficient data processing and demiaking frameworks.
Domainspecific scenario processing, which tailors system responses based ordtiie sp
requirements of an application domain, is becoming increasingly important as systems become
more interconnected and intelligent. In this context, a conceptual model for representing Web
3.0 infrastructure is crucial to facilitate the flexible, seguand scalable operation of these
systems.

Conceptual model overviewhe proposed conceptual model for Web 3.0 infrastructure
representation focuses on creating a modular and adaptive framework. This model integrates
decentralized protocols, blockchaiachnologies, and distributed computing resources,
providing a robust platform for loT and embedded systems. At its core, the model is designed
to support flexibility in data processing, allowing devices and systems to process information
locally or distritute tasks across a network as needed. The inclusion of smart contracts and
decentralized autonomous organizations (DAOs) enables automated scenario handling,
reducing the need for human intervention and increasing system autonomy.

A key feature of this maoal is its ability to seamlessly integrate with various domain
oriented architectures. By incorporating semantic web technologies addv&h decision
support systems, it can adapt to the specific needs of different industries or application areas,
such & healthcare, smart cities, or industrial automation. This flexibility ensures that the
infrastructure remains relevant and efficient in different scenarios, regardless of the unique
demands of each domain.

Application in domairoriented scenario®©ne ofthe main advantages of the conceptual
modelis its application in reaborld, domainspecific scenarios. For example, in the healthcare
sector, 10T devices and embedded systems can utilize this model to securely exchange and
process patient data in retahe. Web 3.0 technologies, such as blockchain, ensure that data
integrity and privacy are maintained, while smart contracts automate critical processes like
medical record updates, prescription renewals, or insurance claims. This decentralized approach
notonly increases efficiency but also enhances data security and compliance with regulatory
standards. In a smart city environment, the model can manage vast networks of sensors and
devices, processing data locally to make-teaé decisions regarding traéfcontrol, energy
management, or environmental monitoring. The decentralized infrastructure of Web 3.0 ensures
that these systems can continue to function effectively even if parts of the network experience
failures, as the model supports redundant aniltiged data storage and processing.

Comparison to existing modelSompared to traditional Web 2.0 infrastructure, which
relies on centralized data storage and processing, this Wdda3ddl model offers significant
improvements in terms of security, $aility, and flexibility. While Web 2.0 models often
struggle with bottlenecks and single points of failure, the decentralized nature of Web 3.0
eliminates these vulnerabilities. Furthermore, by leveraging blockchain and smart contract
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technologies, the mppposed model allows for transparent and secure interactions between
systems, enhancing trust and reducing operational risks. When compared to existing Web 3.0
models, the proposed conceptual model stands out for its focus on dspeaific scenario
processing. Many current approaches prioritize genprapose decentralization without fuly
addressing the unique requirements of individual domains. By tailoring the infrastructure to the
needs of specific sectors, this model ensures that IoT and embedtadsygan operate more
efficiently and securely, providing a competitive advantage over more generic architectures.

Conclusion. The proposed conceptual model for the Web 3.0 infrastructure in domain
specific scenario processing represents a notable aduante the design, development, and
implementation of decentralized systems. This model introduces a comprehensive framework
that addresses the increasingly complex challenges presented by modern computing
environments, particularly within the realms bktinternet of Things (IoT) and embedded
systems. By placing an emphasis on core principles such as flexibility, security, and
adaptability, this model offers a highly robust platform capable of meeting the growing and
everchanging demands of a wide rarajandustries.

One of the key strengths of this modellies in its integration of decentralized technologies,
including but not limited to blockchain and smart contracts, which significantly enhance its
ability to efficiently manage distributed environm&nthis allows for greater control over data
integrity, privacy, and the autonomy of devices operating within the network. In this regard, the
model not only ensures that data remains secure and trustworthy, but it also enables efficient
and transparent faractions across disparate systems, forming the foundation for complex,
dynamic infrastructures.

Moreover, the model ds inherent scalabilit
its versatility and potential for widespread application. Whether egmii healthcare, smart
city initiatives, or industrial automation, the model demonstrates its capacity to handle a wide
variety of application scenarios with ease. This scalability is particularly critical for addressing
the diverse requirements of reabrld systems, where interoperability between platforms and
technologies is essential for achieving efficient, 4teak decisiormaking.
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