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SECTION 1. MODELS, METHODS AND INFORMATION TECHNOLOGIES IN
ECONOMICS / MOJEJI, METOIM TA IHOOPMAIIVMHI TEXHOJIOT'Ti B
EKOHOMIIII

Tersana Kosaib

K. ¢.-M. H., nO1IeHT KadeapH EKOHOMIYHOI KiOEpHETHKN
HYVYBill Ykpainn, ¢paxynsrer IT
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MOJIEJTFOBAHHS PUHKY OJIIMHUX KYJIBTYP B YMOBAX BIMChKOBUX JIIH

AHortanisg. OmeXupoBUH KOMIUIEKC YKpaiHM  XapaKTepU3yeThCsl IHTEHCHBHHM
PO3BUTKOM, 3pOCTaHHSIM IepepOoOHHMX MOTYKHOCTEH Yy TPOMHUCIOBOCTI Ta MOCTIHHUM
30UIBIICHASM IUTON TIOCIBY OJIIMHUX KYJIbTYp HaBiTh B Mepiox BiChKOBHX [iil. Taka cutyartis
3YMOBJIIO€ BEJIHMKE 3HAYCHHS OJIIEKHPOBOTO KOMIUIGKCY B CHCTEMi arponpoMHUCIOBOTO
KOMILIEKCY YKpaiHH Ta 3yMOBJIIO€ BUCOKHH piBEHb aKTyalbHOCTI HAYKOBUX JOCIIIDKSHb Y Ll

coepi.
Kiro4uoBi ciioBa: oniiiHi KynbTypH, pUHOK, OOCSTH BUPOOHUIITBA, PiBE€Hb IPHUOYTKOBOCTI,
eKCIIOPT.

BCTYII

OmifiHl KyJbTYypH MalOTh BEIMYE3HE EKOHOMIYHE 3HAa4YeHHA. 3 IXHbOIO HAacCiHHSA
BUTOTOBJISIIOTh POCIMHHI OJIii, SIKIi BHKOPHCTOBYIOTHCSI B TaKHX Taly3siX, SIK XapyoBa,
nakodapOoBa, TEKCTHJIbHA, IIKipsAHA, EJICKTPOTEXHIYHA Ta MEAWYHA TPOMHUCIIOBICTb.
3pocTaHHs KOHKYPEHIIiT Ha PUHKY COHSIIHUKOBOI OJii MOCHIMIIO HEOOXIAHICTh CTBOPCHHS Ta
peasizaiii eKOHOMIYHHUX MOXKJIMBOCTEW MAJISl MiJBUIIEHHS €(PEKTUBHOCTI Ta MPOAYKTUBHOCTI
OJIIEXKUPOBOTO KOMILIEKCY Ta 3a0€3MeYeHHs HOro KOHKYPEHTOCTIPOMOMKHOCTI.

[TocTanoBka mpobIeMH.

OctanHi nojii CyTT€BO BIUIMHYJIM Ha CUTYallll0 Ha YKPaiHCHKOMY PHUHKY OJIHHHX
KynpTyp. BiiliHa Ta okymamis Teputopii YKpaiHM Npu3BeNIM A0 3MiH Yy CTPYKTYpl PHUHKY
OJIIMHUX KYNbTYp. MoJientoBaHHS Ta MPOTHO3YBAaHHS PUHKY OJNIMHUX KYJIbTYp B YKpaiHi Jae
3MOTYy 3HIBEJIIOBATH PU3UKH, OB’ 513aH1 3 BUPOLYBAHHAM OMIMHUX KYJIBTYP.

AHaji3  ocraHHiXx  jgochaimkenb, 1 myOaikamiii.  baraTonepcnexkTMBHUMU
dbyHIaMEHTAIbHUMU JTOCTIDKEHHSAMH BUPOOHMIITBA COHSIIHUKY 3aiiMalOThCS BITUM3HSIHI
BUEeHI Ta ekoHomicTH: B. AmOpocos, B. Annpiituyk, O.Boponsinceka, IL.Taiinynpkuii, B.
boiiko, M. T'magiii, O.I'yn3uncekuii, . Homamenko, M.3y6eun, O.Kpucanbumii, M.
Kponusko [.JIykinos, I1. Makapenko, M. Manxorpa, B. Tkauyk, M.Manik, A. IBanko JI.
Mapmyns, II. Cabnyk, €. Kupumox, M. Xopynxuii, JI. Yepniok, /. Illapma O. Inuyak,
B.IOpunmmH.

Meta my6aikanii. [IpoananizyBatu Ta JOCHIAUTH PUHOK ONIMHMX KYNbTyp YKpaiHW,
BHU3HAUEHHS MPOOJIeM 1 IePCIEKTUB HOT0 PO3BUTKY.

PE3YJIbTATHU TA OBI'OBOPEHHS

Punok coHsmHUKY B VYKpaiHi Mae cTpaTeriyHe 3HauyeHHsA. BiH Mae HaiOuIbIIy
MOTYXXHICTh Ha PUHKY OJIii, 30aJlaHCOBaHUI 3a KJIIOYOBUMH 00’ €KTaMH Ta IapaMeTpami,
PO3BHHEHUII Ta HaANpaBJICHUN Ha BHYTPIIIHIA OJi€nepepoOHHI KOMIUIEKC 3 IMOAAJIBIION0
EKCITOPTHOIO JTIsUTBHICTIO. BupoOHMYi moka3Huku ctadimeHi. Beemeno 10% excroptHe MHTO
Ha COHSLIHUK.

HaiiBumii temnu pocty Mae puHOK coi B YKpaiHi. J[j1 HbOro xapakTepHi JBa BEKTOPH
11e BUPOOHUIITBO HepadiHOBaHOT 0JIii 3 MOJANBIINM €KCIIOPTOM Ta €KCIOpT HaciHHA. Excriopt
coi mae ayxe mo3utuBHy quHamiky (0% excrioptHe MHUTO). JIOBrOCTPOKOBO MEPCIIEKTUBHUI.
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Punok pinaky B YkpaiHi epeBakKHO eKCIIOPTOOpieHTOBaHuU# (1ogaTok Ha ekcriopt 0%),
HecTaOlIbHUN 1 HemepenadadyBaHWM, Mae caMi BHCOKI TEMIIH 3pPOCTaHHS BPOXKAHHOCTI.
KOopoTKOCTpOKOBO TEpPCHEKTHBHUN 3aBISKH 3POCTAHHIO BITUYM3HSHOI Taly3i IepepoOKH
pinaky. [1]

Tinbku 30UTBIIYIOUN CEPEIHIO BPOXKAWHICTH OJIHHUX KYJIBTYp B MEPCIEKTHBI MOXXHA
JIOCSTTH 301IBIIICHHS BUPOOHUIITBA. 3aBISKH 100Dy BUCOKOBPOKAMHUX T1IOPUIHUX COPTIB
MO>KHa JJOMOTTHCS ITiIBUIIICHHS BPOXAHHOCTI Ta OJIHHOCTI. YKpaiHa nocigae 2 micie y cBiTi
3a IUIONIAMU TIOCIBIB COHSIIHUKY (6,6 MIH ra). AKTUBHUI PO3BUTOK OJ€XKHUPOBOL
MIPOMHKCIIOBOCTI  TTOTpeOy€e HAJICKHOTO PIBHA 3a0€3MeUYeHHsT OJIIMHOK CHpOBHHOK. Yepes
MOMHUT HA OJIHHI KyJIbTypH Ta IXHIO NPUOYTKOBICTh MH CIOCTEPIraeMo IOCTYIOBE
PO3IIUPEHHS MOCIBHUX ILJIOLLI.

PiBenp npuOyTKOBOCTI OJiiiHUX OyB Ha piBHI Big 274 $/T o coi no 322 $/T no HaciHHIO
COHSAIIHMKA. [2]

PiBeHb MPHOYTKOBOCTI OMHHUX $/T

400 322 325
274
200 96
8
0 22 14 222, 228
COHALLHUWK Cos Pinak ozumuiA
-200

m2021 w2022 m2023

Pucynok 1. Pigenv npubymroeocmi onitinux $/m

Y 2023 pomi TUTBKH cO€Bi 000M € HAWOUTBII MPUOYTKOBUMH, XOYa COEBI 000OH
cTaHOBIATH Juine 11% BiJ 3aralbHOr0 BUPOOHUIITBA 3€pHA Ta OJMIHHUX KylbTyp. [TlopiBHSIHO
3 2021 poxoMm TmOCiBHI IUIOmI cOi 3HA4YHO 3pociu. MeHmi mnoTrpedu B 100pHBax,
BUKOPUCTAaHHS 3anaciB HaciHHsi, nonuT B €C 1 BUCOKMM BHYTPILIHIM MONMUT 3pOoOMIH IO
KYJIbTYpY OUTbII Oa)kaHOO JUIst 6ararboX rocroaapcTs.
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Pucynox 2. Ilpoenos eupobnuymea coi 6 Yrpaini, muc. m.

Haiibinbimi 3aBoju, sAKi 3aliMaloThCsl MepepoOkoro ofii B YKpaiHi po3TalioBaHi B
MukomnaiBebkiid, KipoBorpancekiil, Onecbkiil, XapkiBchKii Ta JIHIIPONETpOBChKiil 001acTsX.
UYepes obctpin Pocii Oynu nomkomkeHa iHppacTpykTypa JUuist 30epiranss, 1o MpHu3Beso 10
BEJIMKUX BTpAT MPOAYKIIT HiANTPUEMCTBAMH.

Pociiicbke BTOpraeHHs B 2022 polli BIUIMHYJIO HE TUIBKM HA MOCIBHI IUIOLI (CKOPOYEHi
3 6.6 mutH ra B 2021 porii 10 4.8 MiTH ra.). a if Ha yKpaTHChKUI BpOXKail COHSIIHUKY . [3]

BiiicbkoBi nii CyTT€BO BIUIMHYJIM Ha PUHOK ONIHHMX KyabTyp: Ha oxymoBaHux
TEPUTOPISX 3aJUIIWIACh YacTHHA MIJIPUEMCTB, OJOKaja YOPHOMOPCHKUX MOPTIB,
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CKOPOTHBCSl €KCIOPT OJii uepe3 OJIoKaay, MPU3YNUHWIOCH BHPOOHUIITBO HE TIIBKUA B
OJIM3BKOCTI 70 JiHIT 3ITKHEHHS, BHYTPIIIHI I[IHW HA COHSIIHUK 3HAYHO 3HHU3WIKHCH, IO
IPU3BENIO JI0 BEJIMKUX 0OCATIB €KCIIOPTY HACIHHS COHSLIHMKA.

BUCHOBKMU TA IIEPCIHHEKTUBH NOJAJBIINX JOCJIIIKEHb

YKpaiHChbKUH PUHOK OJIHHO-)KMPOBOI TMPOAYKIi HAa ChOTOJAHI € OJHHUM 13
HaWIEePCIEKTUBHININX HAIPSMKIB CLILCHKOTOCTIONApChKoro BupoOHuinTBa. Lle chepa BrumBy
€KOHOMIYHUX BIJHOCMH MIDX pI3HUMH TPYIIaMH CILIbCHKOTOCHOJAPCHKUX BUPOOHUKIB,
MepepoOHUKIB 1 CHOXKMBauiB TOBapiB. Jly)ke BaKIMBO HApOITyBaTH BUPOOHHUIITBO IS
BHYTPIIIHBOIO PHUHKY Ta MOCTIHO PO3LIMPIOBATH MPUCYTHICTH KpaiHU Ha MIKHAPOJHOMY
PHHKY.

3a pe3ynbTaTaMy MPOBEACHUX JOCIIKEHb 3pO0JICHO HACTYITHI BUCHOBKH:

Punok coHsmHMKY B VYKpaiHi Mae cTpaTeriyHe 3HadeHHsA. BiH mae HalOUIbIIy
MOTYXKHICTh Ha PHHKY OJNIMHUX KYJIbTYp XapaKTepH3YeThCS CTAOUIBHUMH BUPOOHUYMMHU
HOKa3HUKaMH.

Punok coi B YkpaiHi € nyke AMHAMIYHAM MOPIBHSHO 3 IHIIUMH PUHKAaMHU OJIHHHX
KyJbTyp, MalO4yd HaWBUIIl TEMIU 3POCTaHHSA 3a IUIOILEI0 Ta 3arajlbHUM YPOXKA€EM.
He3Baxarouu Ha BiliHy, COsI CTajla PiAKICHUM BUTIAIKOM 3HAYHOTO 3POCTaHHS

Punok pinaky B VYKpaiHi HepeBa)kHO EKCIOPTOOPIEHTOBAHMN Mae€ HaMBMIII TEMIH
3pocTaHHs BpokaHOCTI. IlepcrieKTWBHME 3aBASKM 3pPOCTAHHIO BITYM3HSIHOI —Tay3i
nepepoOKH pinaxy.

[TpoanamnizoBaHo BIUTUB BiMICBKOBHX JIili Ha YKpaiHi Ha MMOCIBHI IUIOIII OJIIHHUX KYJIBTYD

[TpoBeneHO aHami3 CBITOBOTO PHHKY OMIMHHUX KYJIbTYP: BUCOKA IIPOMO3UILS COI B CBITI ,
migepcebki mosumii CLIA BTpavaroTbesi; 30UTBIICHHS BHPOOHHMIITBA  POCIMHHHX OJiif;
3MEHIIEHHS MEPeXiAHUX 3aJUIIKIB HACIHHS COHSIIHUKY; BIAKPUTTS KUTAHCHKOTO PUHKY JJIs
eKCIOpTy 3 YKpaiHW COHSIIIHUKOBOIO WIPOTY; 3OUIBIIEHHS OOCSTIB  BUPOOHHUIITBA
BHCOKOOJIETHOBOTO COHSIIHUKY; BHUCOKMH IONMUT Ha COO, YINOBUIBHIOE TaJiHHSA I[IH Ha

KYJIbTYpY.

MOCUJIAHHSA (INTEPEKJIAAEHI TA TPAHCJITEPOBAHI)
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MODELLING OF SUSTAINABLE DEVELOPMENT OF UKRAINIAN AGRICULTURAL
ENTERPRISES

Abstract. The scientific work is focused on modelling the sustainable development of
agricultural enterprises in Ukraine using a taxonomic approach that allows to classify and
evaluate the interaction of the main sustainability factors. Three main sustainable development
indicators were identified: economic, social and environmental. The proposed mathematical
methods and formulas for standardising data, calculating distances to reference points and the
integral index of sustainable development allow to effectively assess enterprises' sustainability
level and determine optimal strategies for their development. Taxonomic modelling contributes
to the comprehensive analysis and optimisation of the activities of agricultural enterprises, which
is an important step towards ensuring food security and social stability in the face of global
challenges.

Keywords: sustainable development, economic and mathematical methods, taxonomic
modelling, agricultural enterprises, indicators.

1. INTRODUCTION

The agricultural sector of Ukraine is one of the key components of the national
economy, providing a significant part of the gross domestic product, export earnings and food
security. At the same time, the sustainable development of agricultural enterprises in Ukraine
is becoming increasingly relevant in the context of global changes, such as climate change,
social transformations and global economic challenges. An important problem is preserving
ecological balance while maximizing the economic efficiency of agricultural production.

Research by Ukrainian and foreign authors confirms the need to develop integrated
models of sustainable development for agricultural enterprises that combine economic,
environmental and social aspects. Such studies focus on the application of a systematic
approach and multi-criteria assessment for the analysis of the sustainability of various models
of agricultural production. In particular, Ukraine is actively developing approaches to the
integration of ecological innovations, renewable energy sources, as well as strategies to
increase the social responsibility of agricultural enterprises.

Analysis of recent research and publications. The issue of modelling the sustainable
development of Ukrainian enterprises using taxonomic analysis has been the subject of
research by many domestic and foreign scientists, in particular Kamishnikova E., Vereskun
M., Verzylova, K., Krykhovetska Z., Shchypailo S., Kropelnytska S., Lyzhnyk Y., Bocharova
Y. and others [1-3]. Their work is focused on the development of integrated models that take
into account the economic, environmental and social aspects of sustainable development, as
well as on the application of a systemic approach and multi-criteria assessment to analyse the
sustainability of agricultural enterprises.

However, taking into account the specificity of agricultural production, which is
characterized by high dependence on natural and climatic conditions, seasonality and
increased environmental risks, there is an urgent need to conduct research aimed specifically
at modelling the sustainable development of agricultural enterprises. This will allow taking
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into account the specifics of this sector and ensure an effective combination of economic
performance, environmental sustainability and social responsibility.

2. RESULTS AND DISCUSSION

This research includes modelling the sustainable development of agricultural enterprises
in Ukraine through a taxonomic approach, which allows the classification and evaluation of
the interaction of the main sustainability factors. The conducted research established that
sustainable development in the context of the agricultural sector means a combination of
economic, social and ecological aspects to ensure long-term growth. Indicators of sustainable
development were divided into three main groups: economic, social and ecological. For each
of the groups, specific criteria were defined, allowing to assess the level of sustainability of
the enterprise.

It is worth noting that economic indicators include the efficiency of resource use, the
level of profitability, and the ability to adapt to changing economic conditions. Ecological
indicators encompass factors such as the implementation of sustainable agricultural practices,
preservation of soil and water resources, carbon emissions reduction, and mitigation of other
environmental pollutants. Social indicators assess the level of development of rural
communities, the provision of social services and jobs, and the improvement of the quality of
life in the countryside.

The developed taxonomy allows to effectively classify agricultural enterprises
according to the level of sustainability and helps to choose the best ways to improve their
activities in conditions of uncertainty. Several important aspects that contribute to sustainable
development were also identified, in particular, innovative technologies, adaptation to climate
change, and efficient use of natural resources. The second stage is the creation of an
observation matrix, which displays the values of the selected indicators for each enterprise for
certain periods. This stage also standardises the data to compare the results between different
enterprises.

Various mathematical approaches can be used to conduct a taxonomic analysis of the
sustainable development of agricultural enterprises, in particular, to assess the level of
sustainability using taxonomic indices. To compare indicators that have different units of
measurement, they need to be normalised [1-2].

X
'
'J{z'_;u' =

o —minlX;
] e | !

maxl_ﬁ_l-]—mlnlﬁ_l-ll

1)

where: Xjj - the value of the jth indicator for the ith object (enterprise or period)

min (Xi;) max (Xj) - the minimum and maximum value of indicator j among all objects.

We use the Euclidean distance to determine the distance between each object and a
reference point to obtain the overall level of sustainable development.

I
Cio = H||E;'!:1(zij — Zg;)" )

where Cijj — is a multidimensional Euclidean distance between individual observations
and a vector reference for each distinct indicator of the enterprise development level.

Zij — is the standardized value of j in the i object.

Zoj — the value of the indicator at the reference point.

Formula 3 is used to determine the integral index of sustainable development based on
distances

]
ITh=1-2 (3)
Cio — the distance between the ith object and the reference point;
Co — average value of all distances to the reference point.
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Determination of the impact of each indicator on the overall level of sustainable
development.

U R (Z—Z )¢
where w,;is the value of the indicator in the evaluation of a given object for a certain

period.

These formulas will help to clearly and effectively describe the main stages of the
analysis of the sustainable development of agricultural enterprises using the taxonomic
method.

3. CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

To ensure the sustainable development of agricultural enterprises of Ukraine, it is
important to apply an integrated approach that takes into account all aspects of sustainability:
economic, ecological and social.

This approach makes it possible to form a comprehensive assessment of the
development of enterprises based on multiple indicators, taking into account economic, social
and environmental aspects. The inclusion of this method in the practice of agricultural
management will make it possible to effectively promote the transition to sustainable
development, which is key to ensuring food security and social stability in the face of global
challenges.

Therefore, the introduction of taxonomic modelling allows not only to systematize
indicators of sustainable development but also to determine of optimal strategies for
enterprises aimed at improving their efficiency and environmental responsibility.
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OLIIHKA BIUIMBY BIMHU TA THIINX IIIOKIB HA ATPOBI3ZHEC B VKPATHI

AHoTtanis. [lama poboTa mpuCBSYCHA aHAN3y Ta OMIHI PU3HKIB, XapaKTCPHHUX I
arpapHoro Oi3HeCy B yMOBaXx MAaKpPOEKOHOMIUHOi HEBH3HAYCHOCTi, TIIOB'S3aHOi 3
BIHCHKOBUMH MiIMH Ha TepUTOpii YKpaiHHM, a TaKoX OKPECICHHIO HEOOXITHOCTI Ta
MOXIJIMBHX HACHIJKIB MAiJDKWTai3auii arpapHoro cekropy. IIpoBemeHe mocimiKeHHS
BKJIFOYAJIO aHaJIi3 CTIMKOCTI arpoXoJIMHIIB B YKpaiHi 10 Ta Micis IIOKOBOTO Iepiony, a
TaKOX iX 1HBECTHUiiHOT NpUBaOIUBOCTI. JIJisi OLIHKK PHU3MKIB, MOB'A3aHUX 3 AiSIIBHICTIO
CUIBCHKOTOCIIOJIAPCHKUX ~ BHPOOHUWKIB ~ YKpaiHM B~ yMOBax  MakKpOEKOHOMIYHOI
HEBU3HAUCHOCTI, 30KpeMa B IIOKOBHU Tepion, Oyno oOpaHO HAMOULIBIII arpOXOIAHHTH
VYkpainn, akimii SKHX KOTHPYIOThCs Ha Bapmagcekiii Ta JIOHIOHCHKIH OipiKax.
[HpopmaniiiHo0 6a3010 AOCHIIKEHHS CIYT'YBAIH IMIOACHHI KOTHPYBaHHA aKIiii oOpaHHX
arpoxonguHriB. Bubipka Oyma momineHa Ha TpU mepiogwm: 1O IIOKY, SKHA
XapaKTepU3yBaBcsa IEBHUM piBHEM CTaOUIFHOCTI; MEpiol MIOKY, CIPUYMHEHOTO BiHHOIO;
TIepio/T BITHOBJICHHS MiCIS IOKY.

KirouoBi cjioBa: olliHKa pU3MKiB, HCBH3HAYCHICTh, IOKOBI TIEPi0OIU

1. BCTYII

o BilickkoBoro BTOprHeHHS P® VYikpaiHa mnepeOyBana cepel CBITOBUX JiJIEpiB 3a
€KCIOPTOM CUIBCHKOTOCIIOIAPChKUX MPOAYKTIB, Bl SKHMX 3al€XKHUTh MPOAOBOJIbYA Oe3meKa
0aratbox KpaiH, arpapHUi CEKTOp € OJHIEI0 3 TOJIOBHHUX Taly3edl YKpaiHChKOI €KOHOMIKHU.
Biiina B YkpaiHi crana TpeTiM aCUMETPUYHHUM LIOKOM, SIK Ha3UBalOTh HOTO €KOHOMICTH, KU
€BpoCoI03 MepexHB 3a OCTAHHI JIBa JECATHIITTA Micias (piHaHCOBO-eKOHOMIYHOI Kpu3u 2008
POKY Ta HaCTYIHOI Kpu3u €Bpo3oHH Ta nanjaemii COVID-19 BuokpemitoroTbest GpakTopH, AKi
MOXXYTb MaTH pYHHIBHMHM BIUIMB Ha NPOJOBOJIbUY OE3MEKy Ha €BPOINEHCHKOMY Ta
ry100anbHOMY PIBHSX, a came Ii100aibHe MOTEeIUTiHHS, 1110 MPU3BOAUTH J0 KIIMaTUYHUX 3MiH;
COVID-19 — BcecBiTHS naHaeMis Ta BiliHa B YKpaiHi.

2. TEOPETUYHI OCHOBHA

KinbKicTh €K3MCTEHIIMHUX BUKJIMKIB, 3 SKHMH CTUKHYJach arpapHa Traiy3b B
pe3yibTaTi MOBHOMAcUITaOHOI BiMHM, HaJ3BMYaifHa: BTpaTa aKTUBIB HAa THUMYacoOBO
OKYTIOBaHUX TEPUTOPISIX, 3aMIHOBAaHa 3eMJIsl, OJIOKaJa MOPTIB, OOCTpUIM Ta pYyHHYBaHHS
HOpTOBOI 1H(PACTPYKTypH, 3HUILEHHS MIJIPUEMCTB 1 TEXHIKH, OJIOKYBaHHS KOPIOHIB
3aXIJHUMH  cyciaMu, JepiuuT poOouMx pyK, BOJATUIBHICTH Ha CBITOBHX pPHUHKAaX.
Hespaxarouu Ha Te, 1110 BC1 TUIIM BUPOOHHKIB CUIBCHKOTOCIIOAAPCHKOI MPOAYKIIIT CTUKAIOTHCS
3 cepio3HUMU IpolOiieMaMu, HailbiIbla YacTKa BTpaT, MOB’SI3aHUX 3 BIMHOIO, MPHUIA/Ia€ Ha
BEJIMKHMH 1HAYCTpiabHUM arpoOi3Hec Ase HaBiTh Ha T 30MTKIB YKpPaiHCBKHI arpocexkTop
3aJyya€ 1HBECTHUIIIT, CTBOPIOE poOOUl MICIs, MOMYJIAPU3YE YKPATHChKE CLIbChKE TOCTIOAAPCTBO
y CBITi, reHepye 3HAa4YHI HaJIXOKEHHsS 10 AepkOromkeTy 1 popmye Benuky udactky BBII
Vkpainu. Tomy anHanmi3 moToyHoi cuTyanli (yHKIIOHYBaHHS arpoBHpPOOHHUKIB , OLIHKa iX
IHBECTULIIHHOI CIPOMOXHOCTI Ta NMPUBAOIMBOCTI Ta MPOTHO3YBAHHS TPEH/IB PO3BHUTKY B
YMOBaX MaKpOEKOHOMIYHOi HECTaOlIbHOCTI CTAaHOBIISITH HAYKOBUH IHTEpEC Ta IIHHICTh
NPaKTUYHOTO 3aCTOCYBaHHS. MeTO0 JOCHIJKEHHSI € aHali3 Ta OLIHKAa PHU3HUKIB arpapHoro
cekTopy YKpaiHM B yMOBaX MaKpOEKOHOMIYHOI HecTaOuIbHOCTI pi3HOI mpupoau. CyTtb
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JOCITIJKCHHS TIOJIATaE y MPOBEIEHH] aHalli3y CTIHKOCTI arpOXOJIIUHTIB YKpaiHU O Ta Micis
IIOKOBUX TMEPiOIiB, CHIPUUYUHEHUX KPU30I0 Ta BIHHOIO.

Jns  ouiHKM pHU3UKIB (YHKIIOHYBaHHS arpapHUX BUPOOHUKIB YKpaiHM 3a YMOB
MaKpOEKOHOMIYHOT HECTaOUIBHOCTI 3 BHUAUICHHSAM IIIOKOBOTO TMepiofay Oyiio oOpaHo
HaOLIbII arpoXoNIUHTH YKpaiHu, 10 TpeAcTaBieHi Ha BaprmaBcbkiil Ta JloHTOHCHKIN
oipkax: MXII (MHP), Acrapra (ASTH), Arpoton (AGTP), IMK (IMC), OBoctap (OVO),
Arponira (AGLP), KSG Arpo (KSG) ta Kepuen (KER). Indopmariiine 3abe3nedeHHs
JOCITIJKEHHS BKITIOYAJIO IIO/ICHH] IiHU aKIiii 0OpaHuXx arpoXoyiauHriB (puc.1).
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Pucynox 1. IIpoecnosysanus npubymkogocmi azpoxonounzie

Oxpemo mpoaHanizoBaHo nokaszHuku g nepiony COVID-19 Tta BiiiHuB Ykpaini BuGipka
Oyia monijeHa Ha TPU NEPIOAM: MEepioJ IO IIOKY, SKMH XapaKTEepPU3YeThCS MEBHUM PIBHEM
cTabUIBPHOCTI; TIEPioA IIOKY, Ta MepioJ BIAHOBIEHHS MIiCHs MIOKY. BilmoBigH1 AOCTIIKEHHS
IIPOBOAMIIOCH HA OCHOBI 1IHJMKATOPIB INIMOMHY IIOKY Ta PiBHS BIAHOBJIEHHS MICIs HIOKY.

JUis  XapakTepUCTUKM CHIBBIJHOLICHHS «PHU3UK-PE3yJIbTaT» B yMOBax MIOKYy OyJo
BUKOPHCTAHO JBa MOKa3HUKHU. [lepmmii mokasHWK oO3Hadae «rmuOuHy moky» (Sd), ska

costTHm
-1
L

Shock deepness =

BU3HAYaA€ThCA SIK €oStgy, 4

Costmin .« . . . .
ac, Sp - MIHIMaJIbHA I1HA B IIOKOBOMY II€p10/11,

€0Stsp-1. o3pavac CEPEeHIO I[IHY B JJOIIOKOBOMY IIE€PiO/Ii.

Hpyruil iHnukatop BimoOpaskae «piBeHb BigHOBIEHHs» (Rr), SKkuil BU3HAYA€THCA SK:

costg,
Recovery rate = b

- )
costgy,_4

e €OStsp+1- CepemHs I[iHa y MICIAIIOKOBOMY TEePIoJi.

Oco06nuBy yBary MpUIIJIEHO OIHII PHU3WKIB ISl MIOKOBOro mepioxy. [ns 1woro
BUKOPHUCTAHO JIBa MOKAa3HUKHU: TNIMOMHA IIOKY Ta PiBEeHb BiTHOBIEHHA. [IpoBeneHO OIiHKY

12



XU Misicnapoona naykogo-npaxmuuna Kongepenyis XII International scientific conference

"Inobaneri ma pezionanvbhi npobnemu inopmamusayii 8 cycninecmei i "Global and Regional problems of Informatization in Society
npupoooxkopucmysarni '2024", 21-22 aucmonada 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYbIll Vkpainu, Kuig NULES of Ukrainge, Kyiv

pu3UKy Ha 0a3i KOHIIETIIi BapiaTUBHOCTI Ta OLIIHKY PU3UKY B paMKax miaxony value at risk ta
conditional value at risk.

3. PE3YJIbTATU TA OBT'OBOPEHHSI

PosrnsinyTo iHBecTHULIHHY NMPUBAOIMBICTh arpOXOJIIUHTIB YKpaiHU B yMOBaxX MaHIeMii
Ta BIHHM, [0 CHPUYMHWIM IIOKOBUH TIEpioJl, BCTAHOBIICHO TJIMOWHY IIOKY Ta piBEHb
BIJIHOBJICHHS JISI HaOUIBIIMX arpoOXOJAWHTIB YKpaiHU. Y CepelHbOMY KOMIIaHIi Maixke He
BiJJUyJU BIUIMBY MaH/AEMIi, a Micis Hel HaBMaku Npupociu B moHan 1,5 pasu. Ha Binminy Bix
[IbOTO, BIUIMB BiHU OyB PYWHIBHMM JUIS BCIX KOMMaHIA. Y CEpeAHBOMY Yy TMEpioJ IIOKY
arpoxoyiguHTH npocimu Ha 51%, npu 1boMy BigHOBHUTHCS 3MoriH Jmme Ha 63%. Ilicns
naHjeMii cepellHs BapTiCTh akIlii 3pocia y BCIX KOMIIAHIM, 1 SKIIO J0 MaHAeMii MMOJI0OBHHA
KOMITaHId MaJyia BiJi’€MHY CEpeIHIO MPUOYTKOBICTh, TO MICJIA HEl BCl arpOXOJJMHTU Malld
MO3UTUBHY MTPUOYTKOBICTb.

Edexr BiitHu OyB OibII TOMITHUM. BifbIIicTh KOMITaHi# CYyTTEBO BTPATHIIU B CEpEAHIN
npuOyTKOBOCTI. J{OCTiKEHHSIMH TOBEICHO 3HI)KEHHS PU3UKOBOCTI 1HBECTYBaHHS: /10 BIHU
pusuk ctaHoBuB 8,2%, mik OyB mif yac mokoBoro mepiogy — 11,2% micis 4oro crpimke
3HIDKEeHHS 710 6,6%. Lle B KOTpwil pa3 CBIAYUWUTH, IO arpapHUil CEKTOp € OJHUM 3
HAWTOJIOBHIIINX CEKTOpiB YKpaiHu. Pe3ynbpraTté omiHKM pu3MKy B pamkax migxoxy VaR Ta
CVaR Takox miaATBepANIN PI3HULIIO TPUPOCTY PUUKOBOCTI B Pi3HI MEPiOd HECTAOLIBHOCTI.
Jist GinbIIocTi KOMIaHINA CIIOCTEPIraeThesl HE3HAYHE 3HMKEHHS CEPEHBOTO 00CSTY TOPTiB Y
HIOKOBUI MEpioJ, MOB'A3aHMI 3 TaHAEMi€I0 Ta 3HaUHE 301IbIICHHSIM Y MiCISIIOKOBHA MEPioI.
[lpoTunexHa cuTyaliss MTPOCTIAKOBYEThCS Yy TeEpioJ BIMHM — TOPr akUisIMH 3HAYHO
3MEHIIUBCS: )KOJTHA KOMITaHis He BITHOBUJIA PiBEHb JTOIIOKOBOTO MEPIOyi.

BUCHOBKMU TA IIEPCIIEKTUBH NIOJAJBIINUX JOCJIIIKEHb

OpuriHaibHICTh JOCHIPKEHHS MOJISITae B po3po0Ill Ta anpolarii KOMIUIEKCY MiAXO0/1B,
K1 JO3BOJISIIOTH O/IHOYACHO BPaXOBYBATH Pi3HI OCOOJIMBOCTI MPOSIBY PU3HKIB, CIPUIMHEHUX
IIOKOBHUMH IepiojiaMu pi3HOi npupou. [IpakTuyHa IIHHICTH JOCHIKEHHS MOJISATrae y aHami3i
Ta TMOPIBHSIHHI HETaTUBHOTO BIIMBY PHU3HKIB IIOKOBUX MEPIOAIB Ta OIIHI 1HBECTHIIIIHOI
npUBaOIUBOCTI arpOXOJIIMHTIB, 10 MOKE€ OYTHM BUKOPUCTAHO JUIs MPUUHSATTA pIlIEeHb Ta
IPOTHO3YBAaHHS MOJANBIINX TPAEKTOPIH KPYIMHOTO YKPAiHCBKOro arpobi3Hecy. 3arajiom
MOKEMO 3pOOUTH BHCHOBOK, IO arpOXOJAMHTH OYyiM Maibke HeypazJuBUMHU 10 MaHAeMIi 1
HaBiTh JAEMOHCTPYBAJIU MPHUPICT, MPOTE BiliHA Maya pyHHIBHUI epeKkT abCOMOTHO JUIs BCiX
komnaHii. Iloganmplni JOCHIPKEHHS MOXYTh OyTH CHpSIMOBaHI Ha IPOTHO3YBaHHS
BIJTHOBJICHHS 1HBECTULIIHOT IPUBAOIUBOCTI B MIEPi0]l TOBOEHHOTO BiPOIXKEHHS.

MOCHUJIAHHSA

[1] Kaminskyi, A., Nehrey, M. and Zomchak, L. (2021), COVID-19: crisis or new
opportunities time for the agricultural sector of Ukraine. Proc. Earth and Environmental
Science 628(1):012031. https://doi.org/10.1088/1755-1315/628/1/012031

[2] Klymenko, N., Voronenko, I., Nehrey, M., Rogoza, K., Rogoza, N.(2023). Risk
assessment of shock periods and investment attractiveness of agroholdings of Ukraine.
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OU®POBA TPAHCOOPMAILIA AIAJIBHOCTI ATPAPHUX TTIAITPUEMCTB B
VKPAIHI

AHoTtanisa. Posrmsaayro gk mmdpoBa TpaHChOpMamis MOXKE JONOMOTTH BHPIIIUTH
mpoOJIeMH arpapHOrO CEKTOpY YKpaiHH CTaTH OUTbII KOHKYPEHTOCIIPOMOXXHHUM Ha CBITOBOMY
puHKy. HaBeseHO TeopeTWuHi Ta NMpaKTUYHI acIEKTH CTaHOBJEHHS LHU(POBOI TpaHchopmarii
JISUTBHOCTI arpapHuX mianpuemcts, 30kpema TOB CII «HiOysoH», sike € CIiIbHUM YKpaiHChbKO—
YrOpCbKO—aHIIIIHCHKUM ~ CLIBCHKOT'OCIIOIAPCHKUM — MIJIPUEMCTBOM Ta PO3KPUTO HampsIMHU
BJIOCKOHAJICHHSI YIPAaBIiHHSA MiJIPUEMCTBOM Ha OCHOBI Iepexony Ha IH(POBI TEXHOJOTII.
[TpoBeneno KopensUiiiHO-perpeciiHuil aHajdi3 BUPOOHMITBA 3€pHA  IIANPUEMCTBOM, SIKE €
NPOBITHAM EKCHOPTEPOM 3EPHOBHX B KpaiHi, PEKOMEHIOBaHAa MOJENb BIUIMBY 3HAYUMHUX
(hakTOpiB, SAKi MOXKYTh OKPAIIUTH TisSUTBHICTH KOMIIaHII 32 MM HampsMkoM. HamaHi iHCTpyMeHTH
IUQpOBI3aIlil ICHYIOUHX TPHOX CBITOBUX MOJEJCH BIPOBADKECHHS IH(PPOBUX TEXHOJIOTIH, SKi
B3a€MOTIOB'sI3aHI MK CO0O0, a PiBEHb iX 3aCTOCYBAaHHS BH3HAYAETHCS KIJBKICTIO Ta SAKICTIO
B3a€MO3B'SI3KIB 3 IHIOIMMH IHCTPYMEHTAMH Ta MEXaHi3MaMH IUQPOBOi TpaHCHOpMalii BCHOTO
arpornpoMHUCIOBOrO KOMIUIEKCY.

KoarouoBi cioBa: nudposizauis; arpapHuii cekTop; LUppOBUI IPOCTIp.

BCTYII

B cydacHMX ymoOBax, KOJHM pPO3BUBAETHCS IIoOanbHE iH(OpMaliiiiHe CyCHiIbCTBO,
CTBOPIOETHCS HOBUN 1HMQPpoBUil ekoHOMIuHMK ykiaa. Lludposizamis mpoHuKae y Bci
€KOHOMIUHI Ta BHpPOOHMYI mHponecuChOroAHi BCIO ISUIBHICTH MIANPHUEMCTB, €()EKTHUBHE
yIpaB/liHHA HUMH TOTPIOHO OpPraHi3oBYBaTH 3 OIJISly Ha MepexiJi Ha HOBI MNPUHIMIN
nu(ppoBOi E€KOHOMIKM 3 ypaxyBaHHSM IIPOTHO31B JIsUIbHOCTI mianpueMmctsa. Lludposa
TpaHcopMallist - 11e Ipolec BIPOBAIKEHHS 1HHOBAIIHUX TEXHOJOT1H, TaKUX AK IITYYHUN
1HTeNeKT, [HTepHeT peuei, BeNMKI JaHl Ta OJIOKYEWH, JJIA TIABUIIEHHS €(EeKTUBHOCTI Ta
MPOIYKTUBHOCTI.

IlocranoBka mnpoGJemu. B VYkpaini arpapHuil CeKTOp BIAITpae BaXKIUBY pOJIb Y
EKOHOMIIl, a/pke KpaiHa € OJHUM 3 HaMOUIBLIMX EKCIOPTEepiB CUILCHKOTOCHIOAPChKOT
npoAykuii y cBiTi. OfHAK YKpaiHCBKMM arpapHUl CEKTOpP CTHKAETHCS 3 HU3KOIO MPOOJIeM,
TaKUX SIK 3aCTapull TEXHOJIOTii, HU3bKa MPOJYKTUBHICTH Mpalli Ta BUCOKA 3aJEKHICTh BiA
moncbkoro akropa. Ludposa Tpanchopmaliisi MOKe JOTTOMOTTH BUPIIIUTH 111 TPOOIEMH Ta
3po0uTH arpapHuil CeKTOp YKpaiHu OLIbII KOHKYPEHTOCIIPOMOXHUM Ha CBITOBOMY PHHKY.

AHaJii3 oCTaHHIX J0c/TiKeHb i myOJaikaniii. 3riIHO BU3HAYEHHIO Ta JIIHIBICTUYHOMY
MOXO/DKEHHIO TepMiH «uMdpoBizaiis» (Bia anri. digitalization) — sBisie co06010 NepeBeCHHS
1H(hOpMaLIMHUX TaHUX Yy YnCIOBY Gopmy [1].

Ha nymky A. Uxkan nudposizamis e YMOXXJIUBJIEHHSIM, TIOKpallleHHsIM ¢
TpaHcopmariiero Oi3Hec-onepalliid, GyHKII, Moeneil Ta AISUIBHOCTI OpraHizaiiil a Takox,
3arajioM, € IUISIXOM W METOJJOM  BHUKOPHUCTaHHS HOBITHIX IU(PPOBUX TEXHOJOTIH, M0
nepeadavae MUPOKEe BUKOPUCTAHHS 1HGoOpMarlii B omudpoBaHiii ¢popmi, 10 mepeTBopeHa Ha
IHTENEeKT i cucTeMy MPaKTUYHUX 3HaHb [2, c. 60].

binpm mupokuil nmornsan Ha nu@poBizaliio nepeadadyae BUKOPUCTAHHS I[bOTO TEPMIHY
JUI TIO3HAYEHHS MPOILIECiB, 110 BiIOYBAIOTHCS 3apa3 HE JIUIIE Ha piBHI Oi3HEC-CTPYKTYp, a i
CycmiibCcTBa, 3arajoM. Omxke, 1udpoBy TpaHCPOpMAIIO CIiJ PO3TIATATH SK MPOIIEC
nepexoy MIANPUEMCTBA Bifl 3acTapuIMX TPAAHMIIMHUX MIAXOMIB A0 BUKOPHUCTAHHS HOBUX
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cnoco0iB Ta ¢opMm opraHizamii AiIBHOCTI W MHUCIEHHS, BUKOPUCTOBYIOUM LH(POBI,
coniajabHi, MOOIJIBHI M 1HIII BUAYA HOBUX TEXHOJIOTIHN.

Mera mnyOJikaunii: po3riasHYTH TEOPETHYHI Ta NPAKTUYHI aCHEeKTH LUPPOBOL
Tpanchopmartii aisutbHOCTI arpapaux mignpueMmcts (Ha npukiani TOB CII «HiOymony, sike €
CHUIBHUM YKpaiHCHKO-YTOPCHKO-aHTIIHCHKIUM CUTBCHKOTOCTIONAPCHKUM ITiITPUEMCTBOM) Ta
3’sICyBaTH HANpPSMHU BIIOCKOHAJICHHS YIPABIIIHHS MiAIPUEMCTBOM Ha OCHOBI MEpeXoay Ha
M (poBi TEXHOJIOTI.

TEOPETUYHI OCHOBHA

3acTocyBaHHA CyYacHHX YIPABIIHCBKMX TEXHOJOTIH, MoOylIoBaHMX Ha IU(PPOBUX
MOJIeJISIX OpraHizalii CUIbCHbKOTOCIOJAPChKUX BHPOOHHUIITB, CTA€ HEBIIEMHOIO YaCTUHOIO
Cy4JacHOI0 arpapHoro cekropy Ykpainu [3, c. 175].

AHaJti3 BITYM3HSIHOTO Ta MDKHAPOIHOTO JIOCBIY MTOKA3ye, M0 3aCTOCYBAaHHS IU(PPOBUX
TEXHOJIOTIH € OJIHUM i3 BOXJIHMBHUX ()AaKTOPIB, IO 3a0€3MEUyIOTh 3pOCTaHHS MPOTYKTUBHOCTI
mpaili, pecypco30epekeHHs, CTaOlIbHOCTI BUPOOHMIITBA CUIBCHKOTOCIIONAPCHKOT MPOAYKIIiT
Ta CHPOBHHHM, 3HW)KCHHS BTpaT MPOAYKILIi y BHPOOHHYOMY JIAQHIIOKKY: BHUPOOHHIITBO-
TPaHCIIOPTYBaHH-30epiraHHs-peai3allis. Hudposizaris MEPETBOPIOE CLIIbCBKE
rOCHOJAPCTBO HA BUCOKOTEXHOJOTIYHUI CEKTOp EKOHOMIKH, € OOpOOJISIOTHCS MacHuBU
BEJIMKUX JAaHUX, 110 HAAXOASTH BiJ YMCICHHHX CEHCOpPiB, BCTAHOBJICHUX Yy TMOJi, Ha (depmi,
CLIBCHKOTOCTIOAAPCHKii TeXHilll, BiJl METEOCTAHIII{, CYITyTHHUKIB Ta iHIIUX CUCTEM.

JIst  CUTbCHKOTOCIIOAAPCHKUX TOBAPOBUPOOHUKIB OCOOJNIMBUN 1HTEpPEC CTAHOBIIATH
CHCTEMH KOHTPOJIIO Ta aHAJI3y JaHUX Y PEeXKHUMI peaabHoro yacy. CuctemMa KOHTPOIIIO TUIAaHYE
BUPOOHUYI MPOIECH, KOPUTYE IUTAHU Y XOJI iX BUKOHAHHS, 32 JOMOMOIOI0 MiAKIIOYEHUX
JaTYNKiB Ta TPWIAAIB AaBTOMAaTHYHO PEECTPYE TEPMiHM BHKOHaHHA poOiT. IIpaktuyne
3aCTOCYBaHHS pO3POOJIEHOT CUCTEMH TOKa3aio, 0 MPOAYyKTHUBHICTH MOXKE OyTH 30iJblIeHa
BJIB14l, EKOHOMIsSI MaTepialbHuX IIHHOCTEHN 10 S0 %, a BpokalHiCTh MiaBHUINYEThCS HA 10-15
% [4, c. 207].

Jia peanizauii npoueciB nudpoBoi Tpancopmallii iCHye IMUPOKUA BHUOIp pI3HUX
CyJacHUX KOHIIETIIN B YIPaBJIiHHI, SKi IPeJCTaBJIeH] Ha puc. 1.

— BitbIna KUIBKICTh JAHHX

— BukopHcTaHHS IHTEpHETY pedeit

— BuKopHCTaHHS POGOTOTEXHIKH

— XMapHI TEXHOIOTIi

— Briokdeitn

VIpaBmiHHES MAMPHEMCTBOM
|

— 1ITyJHI [HTETEKT

Pucynox 1. LJugpposuii npocmip ynpasninus nionpuemcmeom
Kommanis TOB CII «HIBYJIOH» - 1ne BiAMIHHMH TpPHUKIA] TOTOBHOCTI
arpornpoMHCIIOBOro Oi13HECY 3/1MCHIOBAaTH 1HBECTHIII] B PO3BUTOK HU(POBOro MailOyTHHOTO,
HaBiTh HE 3BA)KAIOYM HAa KPU30B1 YMOBH (DYHKIIOHYBAHHS ITiJ{ YaC BOEHHMX MOIM B YKpaiHi
1 3HaYHMX (P1HAHCOBHX Ta PECYPCHHUX BTpaT Oi3HECY.
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B cBiii yac, mpoBeACHHS JIETAJFHOTO aHaJi3y MOXXJIMBHX BapiaHTIB Ta aJbTepHATHB
peamizanii nudpoBuUx pilieHs B YIpaBIiHHI KOMIaHi€ g03BomiIo obpatu [13  Microsoft
Azure, sKe CTaJ0 ONTHMAJIBHUM Ta OXOIUTIOBAJIO BCI KIFOYOBI KPUTUYHI [T (DYHKI[IOHYBaHHS
KOMITaHii Oi3Hec-cepBiCH. 3aCTOCYBAaHHS TAKOTO PIIICHHS JTO3BOJUIIO YCYHYTH MOJKJIUBICTD
BUHUKHEHHS 3HAYHUX TepeboiB y poOoTi mignmpuemMcTBa. Takok 3 METOI pe3epByBaTH
kputnuHi kaHamu 3B's3ky TOB CII «HIBYJIOH» BcraHOBHMIIO 00JIaiHAHHS JUTSI TTiATPUMKH
cynyTHHKOBOTO 3B's13Ky Bix koMmrianii STARLINK. B 2023 porii koMrianiero O0yiio npHiHATO
pileHHs Ipo moyarok mponecy mudposoi Tpancopmarii 6iznecy. TOB CII «HIBYJIOH»
BU3HAJIO OCHOBHUM KOMMOHEHTOM cBoei IT-apxitekTypu 3ampoBajKeHHS  HOBOI
monepHizoBaHoi ERP-cuctemu, mio Oynme peanmizyBaTH iHTErpoBaHi pilICHHS, SKi
OXOIUTIOBATUMYTh BCl KJIFOUOBI MPOIIECH B AiSUTBHOCTI, CHCTEMH 3BITHOCTI M OOJIKY JTaHMX, W
TaKOXX JIO3BOJIATH €(DEKTUBHO YHPABJIATH KUTTEBUM IIMKIOM BHUKOHAHHS BCiX 3000B's3aHb
MIIMPUEMCTBA W 31HCHIOBATH KaApoBHUi 0OJiKk B kKommanii. 3 mepmioro cepnHs 2023 poky,
TOB CII «HIBYJIOH» Bupimmio mepedTH Ha MOACPHI30BaHY CHCTEMY €JIEKTPOHHOTO
JIOKYMEHTOOOITY B 4YaCTHHI Oprasi3aiii poOoTH 3 MocTayaJbHUKAMU PECYPCIB.

3 2008 poxy «HIBYJIOH» 6epe yuacts y BcecBitnili npogoBonbyiit mporpami OOH
(WFP) 1 € enuHOIO YKpailHCHKOIO KOMIIAHIEIO, aKpeIuTOBaHOW s 1iei poii. Kommanis
3pobmunia Oe3mocepenHiii BHECOK B EKCHOPT 3€pHOBUX [UIsi OOpOTHOM 3 TOJOJIOM Y
banrnanemi, Ediomii, Kenii, MaBpuTanii Ta €meHi, 30kpeMa. HamMu nmpoBeieHO KOpemsIiifHO-
perpeciiHuii  aHami3 MO0 BIUIMBY 3HAYUMHUX (AKTOPIB HA BUPOOHHUIITBO 3E€pHA
MIIIPUEMCTBOM, HaJaHa BIANMOBITHA MOJAENb, sKa JOIMOMOXKE IOKPAIIUTH isIIbHICTD
KOMITaHii 3a IIM HaIPSMKOM.

BUCHOBKHA

[Tin yac moBHOMacmTabuoro BropracHus «HIBYJIOH» cTaB HaguxarouuM MPHKIIAIOM
CTIMKOCTI Ta 3/aTHOCTI MPOJOBXKYBaTH TOAYBaTH CBIT Pa3oM 13 MapTHEpPaMH BCyIeped
pu3uKaMm BiitHU Ta BTpati 68% aKkTUBIB.

[udposizamis ynpaBiaiHHS B arpapHiil ramy3i YkpaiHM J03BOJIUTH MOOYyIyBaTu
ONTUMAJIbHY CUCTEMY BUPOOHHUIITBA, 30€piraHHs, TPaHCIOPTYBaHHS, NEpepoOKU Ta peasizaiii
IPOAYKIl, PeryjiroBaTd BHUPOOHMYI NpPOLECH B ONTUMAlbHI TEPMIHM Ta 3 HalMEHIIMMHU
BUTpaTaMy, BUKOPHUCTOBYBATH MAIIMHMU, CYMICHI 3 1H(QOpMaliiHUMU CHCTEMaMHu Ta
IpOrpaMHUM 3a0€3MeUYeHHsM, 10 BHKIIIOYa€ HETaTMBHUU BIUIMB JIIOJICBKOTO (DakTopy Ha
pe3ysbTaTu BUPOOHUIITBA .
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[TPOEKTYBAHHS IHOOPMAIIMHOI CUCTEMU JIJI OLIIHKU PU3UKY
JIETIONTYJISILIT HACEJIEHUX ITYHKTIB YKPAIHU METOJAMUW MAILIMHHOI'O
HABYAHHA

AHoranis. Jlenomyssinis HaceleHUX MYHKTIB € aKTyaJbHOIO COIL[iaJbHO-EKOHOMIYHOIO
po0JIEMOI0, 110 MPOTITOM JIECATHIIITH HETaTHBHO BIUIMBAE HA PO3BUTOK YKpaiHW. 3MEHIICHHS
YHCETHHOCTI HACEJICHHA B CUIBCHKIH MICIIEBOCTI Ta MaJHMX MICTaxX MPU3BOAUTH O 3HIKCHHS
€KOHOMIYHOI aKTHUBHOCTi, TOTipIICHHS IHQPACTPYKTYPH Ta BTPaTH KYJIbTYpPHOI CIIAAIIHHH.
Icropuuni (akTopm, Taki SAK MONITHKA '"TiraHTOMaHIi" COBEIBKOTO PEXUMY Ta IHTCHCHBHA
ypOaHi3amis, CyTTEBO CHPHUIIN AeMorpadidHiil Kpu3i B CUIBCHKHUX perioHax Ykpainu. CydacHi
METOJY MAIIMHHOI'O HaBYaHHS HAJAIOTh HOBI MOXJIMBOCTI JUIS aHali3y Ta IPOTHO3YBaHHS
JeMorpadiuHuX 3MiH, JO3BOJISIFOUM OOPOOJIATH BEIUKI OOCSTH MaHWX Ta BHSBIIATH CKIAIHI
B32€EMO3B'SI3KM MK JieMOrpadiYHUMH, €eKOHOMIYHUMH Ta COLaJbHUMH (akropamu. OnHaK Ui
e(heKTUBHOTO 3aCTOCYBAHHS IIMX TEXHOJIOTii HEOOX1IHO PO3poOUTH iHPOpPMaLiHY TEXHOJIOTIIO,
sgKa 3MOXKE BpaxyBaTH LIMPOKUH CHEKTP NHTaHb NPOOJIEMATHKH JETOMyJsiii HaceJIeHUX
MYHKTIB YKpailHM Ta JOCTYNHI BigKpUTI AaHi. Y JaHOMY JOCIHIJKEHHI, 32 JONOMOTOI0
MeTonoorii gyHKIioHanpHOTO MomemoBanHs IDEF(0, ommcano mportoTwm iH(opMamidHOL
CHCTEMHU ISl OWIHKM PHU3UKY ACHOMYIALil HAaCeNCHWX IYHKTIB YKpaiHHM 3 BHKOPHUCTAaHHSAM
METOIB MAaITMHHOTO HAaBYaHHA. B MeTomoorito poOOTH 3 JaHUMH B iHQOpMAITiifHIA TEXHOIOTIT
BKITIOYCHI €Tamy TIOoNepenHboi OOpOOKM HaHWX, IX BaJijamis Ta OYHIICHHS, KOIYBaHHS
KaTeropialbHUX O3HaK Ta OamaHCyBaHHS KiaciB 3a gomomoroio Merony SMOTE,
KinacuikamidHi alTOPUTMH MAITMHHOTO HaBYaHH:A, 30KpeMa, XGBoost Ta morictuyna perpecis.
IIpoToTun iHpopMaIliiiHa TEXHOJOTIS CKIANAEThCS 3 TPhOX 0A30BHX €TAIliB: BUBAHTAXKCHHS Ta
0o0poOka pmaHuX, kiacu(ikallis HaCeJICHHUX IYHKTIB Ta OIiHKAa pHU3WKY Jenomyssmii Tta
dbopmyBaHHs 3BITiB. Pe3ynbTaToM I1bOr0 JJOCHIDKCHHS CTaHE (QYHKI[IOHATbHA MOJCIh
npoToTHIy iHpOpMaIliiiHOi TexHooril. [lomganpi HOCTiHKeHHS Ta iH(pOpMAaIliiiHa TEXHOJIOTIsN
CIPUATUMYTH OUIbII palliOHAJBHOMY BHKOPHCTAaHHIO OOMEXEHUX (IHAHCOBHX pecypciB
Ykpaiau, 0co0JIMBO B YMOBAaxX KpH3M, CIPHUYMHEHO! TOBHOMACIITAaOHMM BTOPTHEHHSM, Ta
MOXYTb OyTH BHKOpHCTaHIi, SIK PEKOMEHJalliiiHa cucrema, IJIsl CTPATEeTiYHOTO IUTaHyBaHHS
PO3BHUTKY PETiOHIB Ta ONTHMi3aMii po3moairy 0OMeXeHUX PecypciB.

KarouoBi cioBa: pemomyisimisi; nemorpadis; MallMHHE HaBYaHHS, (YHKIIIOHAJTBHA
MoJIelTb; iHpopManiiiHa cucTema.

1. BCTYII

Jlenonynsiiisi HACeNIEHUX MyHKTIB 3aBXkIU OyJa 1 3aJIUIIA€ThCS aKTYaIbHOIO COIliaIbHO-
€KOHOMIYHOIO TIPOOJIEMOI0, sIKa JECATWIITTSIMH BILUIMBAE HA PO3BUTOK YKpaiHH. 3MEHICHHS
YHCENBbHOCTI HACEJICHHS B CUIbCHKIM MICIIEBOCTI Ta MajJMX MiICTaX MPHU3BOAUTH J0 3HUKEHHS
€KOHOMIYHOI aKTHUBHOCTI B perioHax, MOTIPHICHHIO 1HQPACTPYKTYpHU Ta BTpaTi KyJIbTYypHOI
cnaamuuu. CydacHi TEXHOJOTii MAIIMHHOTO HaBYaHHS 3[aTHI TOKPAIIUTH TPOIEeC
JOCTI/DKEHHS Ta aHaTi3y IbOTO MUTAHHS, 10, HA MO0 JyMKY, Ma€ TPU3BECTH J0 BUPIMICHHS
1HIIOT CTOPOHHU MpPOOJEMATUKU — HEe(EKTUBHOIO BUKOPHCTAHHS OOMEXEHUX (iHAHCOBHX
pecypciB YKpaiHu, 0 € 0COOJIMBO aKTyaJbHUM ITiJ1 YaC TTOBHOMACIITA0HOTO BTOPTHEHHS.

IMocTanoBka mnpodJemu. Jlenomymsmiss HAaceleHUX IYHKTIB YKpaiHM B CUIbCHKIN
MICIIEBOCTI € CKJIQJHUM Ta OaraTOrpaHHUM SIBHINEM, SIKE MAa€ 3HAYHWM BIUIMB Ha COIIaJIbHO-
€KOHOMIUHUH PO3BUTOK KpaiHu. Jlemomysmsiiis — 1e mpoiiec, TOOTO BIACTEKUTH HOTO MOXKHA,
CIIOCTEPIraouu MPOTATOM MEBHOTO Tepiofy. [ 1] dyHmaMmeHToM [j1st cydacHoi gemMorpadiaHoi
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KpU3U B CUIbCBKIM MiceBOCTI YKpaiHM cTajna MOJITHKA "TiraHTOMaHii" COBELBKOTO
okymnariiaoro pexumy 1960-x — 1-i mon. 1980-x pp. [loain ciTbChbKMX HACEICHUX MYHKTIB Ha
"mepcnexkTuBHI" W "HemepcrekTuBHI" po3movaBcs B 2-i mon. 1950-x pp., xomm Oyio
IPOBEICHO YKPYIHEHHsS APIOHMX KOJIrOCIHIB, PEe3yJIbTaTOM SIKOTO CTaJO0 BUHMKHEHHS, TaK
3BaHMX, HEMEPCHEKTHUBHHUX CUI, KOTpl MEpeTBOpIOBaIM Ha Koir. Opuramy. Taki cema
1030aBJsUIM OFOJPKETHUX aCUTHYBaHb Ha KYJIbTYPHO-OCBITHHUIBKI 3aKJIaJd 1 TOPrOBEJIBHO-
MoOyTOBI IMIANMPUEMCTBA, TaM 3aKPUBAIMCS IIKOJH, KIyOW, OYIWHKH KyIbTypu. [2]
BesymoBHO cepen npuunH ypOanizanii YKpaiHu € mie paj iHIIHUX BaXJIMBUX (akTopiB, cepen
SKUX 1HTEHCHBHa iHAycTpiamizamis y 20-30-x pp., TICIAIBOEHHA BiAOyJ0Ba HApPOIHOTO
rocrnogapcTsa i T.4. [3] Hacenennst MicT 1 cenuI MiCBKOTO THITY PO3TJIISAAI0C] OKYHAIliHUM
PEKUMOM SIK TPYAOBHUI pecypc, mapaMeTpH SKOIr0 MOBHHHI Y3IODKYBaTHUCh 13 CTPYKTYPOIO
MIPOMHUCIIOBOTO, BOEHHOTO 1 TpaHCHOPTHOro komruiekcy [4][5]. 3a iHepuiero Takuil miaxin
3QJIMIIUBCS 1 B HE3AICKHIM YKpaiHi, TOMy BapTO MOTOJUTHCS 3 TE3010, 110 BiH MPHU3BIB J0
«IeryManizamii MIChKOTO CEpeIOBHINA, 3HIDKEHHS HOro iHGOPMAIiHHOTO W KyJIbTYypHOTO
HOTEHIlially, BapBapChKOI'O CTaBJIEHHS JO ICTOpUYHOI crmamuuHu»[6]. He3Baxatounm Ha
NOTOYHUI piBeHb ypOaHizamii YKpaiHH, NOBHOMAcCHITa0HE BTOPIHEHHS Ta HAsBHICTD
YUCIEHHUX JOCHIPKeHb, CHOPSIMOBAHMX Ha aHajll3 MPUYMH Ta HACHIJKIB JIEMOIYJIIIii,
CBOTOJIHI iCHYe ToTpeda y po3podii e(heKTUBHUX IHCTPYMEHTIB JUIS IPOTHO3YBAHHS PU3HKY
JenonyJsiiii OKpeMHUX HaceleHUX MyHKTiB. CydacHi METOAM MAlIMHHOTO HaBYaHHs, 30KpeMa
MeToau KiacuikamiifHi MOJesi, HaJaroTh HOBI MOXKJIMBOCTI JUTSl aHAITI3Y Ta MPOTHO3YBAHHS
neMorpadiuHux 3MiH. BOHM 103BOJISIIOTE OOpOOJATH BEIWKI OOCSATH JaHUX, BHSBJISATH
CKJIagHI HENiHIMHI 3aleXHOCTI MDK (akropamu Ta 3abe3nedyBaTH BHCOKY TOYHICTB
nporHosiB. [IpoTe, mist ycmimHoi peanizamii MMX TEXHOJIOTIM HEOOXITHO PO3POOUTH YITKY
METOIOJIOTII0, SIKa BpaxoBye cnenudiky yKpaiHChKUX HACEIEHUX ITYHKTIB Ta BHKOPHCTOBYE
JOCTYIHI BIAKPUTI JaHi.

AHaJi3 ocTraHHiX JociailkeHb i myOaikamiii. [lutanHs nenomysmsmii HaceleHHs
CUIbCBKHX PETiOHIB YKpaiHH JOCIIIKyBaJl aBTOPUTETHI AOCIITHUKH, 30kpema LIBiryn LA y
npaui [7] mpoBoAWTH OIIHKY jAeMorpadiyHoi cUTyallii B CUIbCHKIM MICIIEBOCTI B YKpaiHi,
BU3HA4Ya€e OCHOBHI JieMorpadiuHi 3arpo3u, 1110 3yMOBJIIOIOTh MOTIPIIEHHS PO3BUTKY CLIIBCHKUX
TEPUTOPIA Ta MPOIOHYE MOPOTOBI 3HAYEHHS JeMOTPaiYHUX MOKA3HUKIB, TOCATHEHHS SKUX
JIO3BOJIMThH MOKPALIUTH JieMorpadidHy CUTYAIlil0 B CUIbCBKIA MicueBOcTi. ABTOpu TOMYYK,
O.B. boituenko, B.C. y po6orti [8] chopmMyntoBanu pekoMeHallii mo/10 YiTKOi 11eHTudiKarii
MICT 3 aKIEHTOM Ha THUIII3AIiio, M0 € BaXJIMBUM IHCTPYMEHTOM IIpH BUOOpi Momeni
YIOPaBJIiHHS JIIOJACBKUM TOTEHI[IAJIOM TepuTopii. 3akopaoHHI aBTOpH, 30kpema M. Pilar
Alonso, Pilar Gargallo, Luis Lample, Carlos Lopez-Escolano, Jesus A. Miguel, Manuel
Salvador y po6oTi [9] BUKOPUCTOBYIOTH MOJCIIFOBAHHS, I IEMOHCTpaIlli, IK TepUTOpiabHa
1305141i BUCTynae (QyHAaMEHTAIbHUM (AKTOPOM JENONyislii B CLIbCHKIM MiCLIEBOCTI.
Takox Daniel Jato-Espino Ta Fernando Mayor-Vitoria y po6oti [10] po3poOuman
METO/I0JIOT1I0 MOJICJIIOBAHHS PU3UKY JEMOMYJISAMii CIIbCHKOIO HACENEHHS! Ha OCHOBI 3MIHHHMX
3eMJIEKOPUCTYBAHHS Ta COL[IaJIbHO-€KOHOMIYHUX MOKa3HUKIB. ABTOpaMu OyJI0 BUKOPHCTAHO
knacudikamiiftai Mojem ans Bamigamii  gemorpacdiuHoi Kiacudikaiii Jenomysnsiii, 1o
BUKOPHCTOBYETHCS MICLIEBOIO BJa1010 B Icranii.

Mera ny6uaikamii. € rpadiyHuii ommc mpoleciB Ta cXeMaTHYHE NpPeICTaBICHHS
iHopMaLiifHOT TEXHOJOrIl, sSKa JO3BOJIUTh BHUPIIIUTH MPOOJIEMAaTUKY OIIHKH PHU3UKY
JeTONYJIsIii HaceNeHUX MyHKTIB YKpaiHu.

2. PE3YJIBTATHU TA OBI'OBOPEHHASA

Indopmariiiina TeXHONOTIS A OLIHKK PHU3UKY JEMONYJALil HAaceJeHUX IyHKTIB
VYkpaiHu MeTolaMu MAaIlIMHHOTO HaBUYaHHS CKJIAJA€Thes 3 TPhoX Oa3oBuX eramiB. Ha
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NepIIOMY eTarli BiT0yBa€eThCsl BUBAHTAKCHHS aKTyaJIbHHUX JIaHUX Ta X momnepeans oOpoOka ta
Baimijauis. Ha papyromy erami BinOyBaeThCsi 3acTOCYBaHHA Kiacu(iKalliiHUX Mojeneit
MAIIMHHOTO HABYaHHS JUIA OLIHKM BIPOTIAHOCTI JEMOMYJAIii HAceJeHHX MYyHKTIB Ta ix
knacudikanis. Ha tpetbomy etami ¢hopMmyeTbes 3BIT 3 pe3yabTaToM poOoTH iHGOopMamiiHOl
CHCTEMH.

['padiynmii onuc mpoueciB, MO0 aBTOMATH3YIOThCS 1H(QOPMALIIHOIO TEXHOJIOTIE0 IS
OLIIHKM PH3MKY JCTIONYJIAIil HAceleHUX IyHKTIB YKpaiHH, NPEACTaBICHO 3a JOIOMOTO0
metoponorii ¢pynkuionansHoro monemosanns IDEFO Ha pucynkax 1-2.

Mopens Ta METOx, Mojiesib Ta METO[,
TI/ITOTOBKH Kyacudikarii
BXITHHX JaHUX HaceJIeHHUX IIYHKTIB

CIIMCOK HaceJIeHUX

LIyHKTIB - _ 3BIT 3 OI[IHKOIO
7 OIiHKa PU3UKY AeIOoIyJIALii TeTIOmyJIsITii
ColriaJIbHO-eKOHOMIYHI laHi~_ HaceJIeHOr0 IYHKTY HACEJIeHHX
“ IIVHKTiB VKpaiHUt
Jlemorpadiumi gaHi > 0]

WEB-3acTOCyYHOK Excuepr,
OIIIHKH PU3HUKY CIIerfiaJIicT 3
ZeTIOITyJIALIil IeMorpadiunoi
HaceJIeHOTO Ipo6aeMaTHKH

Pucynox 1. Inghopmayiiina mexnonoeis oyinku puzuxy 0enonyisyii HaceieHux nyHKmis

Yxpainu (IDEF0)
Maogesab Ta MeTox Mopean Ta METOR,
IArOTOBKH wiacugikanii
BXITHHX TAHHX HACe/IEHHX IYHKTIB

Mopens
QUHIIEHHS IAHHX,
TNepeTBOPEHHA JAHHX,
KaTeropiloBaHHA JAHHX,
Feature Engineering,
Feature Selection

Mogens
"pajiieHTHOrO GYCTHHTY
XGhoost

CITHCOK HACeIeHHX
IYHKTIB

MonepeaHn

Coria - iuHi aHi obpobka
BXIAHUX AaHKUX Mogenn

KNN
1 BuaHaueHHs BiporigHocTi
JAenonynsauii HaceneHoro

NYHKTY

2

Knacudikauis HaceneHoro
NyHKTY 3a BiporigHicTio
Aenonynaui

3

3BiT 3 OLIHKOW

‘WEB-3acTOCYHOK Excnepr, Aertony s

OI[HKM PHIHKY crieniaicr 3 HaceJeHHX
Aenonyasiil nemorpagiuHol l 4 IYHKTIB YKpalH®

3BiTY

‘ BopmyBaHHA aHaNTHYHOTO

Pucynox 2. Jlexomnoszuyis npoyecy « Oyinka pusuxy 0enonyiayii HaceneHo2o nynKmy»
(IDEFO0)

3a nmomomoror MerodoJiorii  gyHKioHanpHOro MogaemtoBanHs IDEF0  Gyno
npeicTaBieHo rpadiyHuii  omuc MpoLeciB, M0 aBTOMATU3YIOThCS  1H(OpMAIiHOIO
TEXHOJIOTIEI0 ISl OIIHKYA PU3HKY JCTOMYJISIi HaceleHnX MyHKTIB YKpainu. Ha pucynky 1
rpagidHO MpeICTaBIeHO OCHOBHMUH TMpolLeC, SKUH BHUpILTyBaTUME iH(oOpMaliliHa cuctema -
OIlIHKA PU3HKY JCTONYJISIii HaceaeHoro MyHKTy. Ha pucynky 2 BimoOpakeHO TeKOMITO3HIII0
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IIbOTO TPOIIECY, KUK po3aiieHo Ha 4 porecu: 1) monepenHo 0OpoOKy BUXITHUX AAHUX; 2)
BU3HAYCHHSI WMOBIPHOCTI JETIOMYJIAIII HACEJICHOro MYyHKTY; 3) Kiacudikaiis HaceJIeHOTro
NYHKTY 32 BIPOT1IHICTIO Aenonysii; 4) popMyBaHHS aHATITUYHOTO 3BITY.

OCoOJMBICTIO 3aIPOIIOHOBAHOTO MPOTOTHUIY i1H(GOPMAIIHHOT TEXHOJOTII MoJsArae B
HEOOX1THOCTI pO3pOOKH HE TUTBKM Camoi TEXHOJOTIl, a 1 HOBUX MIAXOMIB 0 Balijarmii Ta
00poOKHK BXITHUX JAeMorpadgiyHux Ta reorpadiyHux AaHUX. TaKoXK, BaXKJIHMBUM aCIEKTOM
Mozelll € po3poOKa HOBOrO MeETOMy Kiacu(ikallii HaceleHHWX IYHKTIB 3a HWMOBIPHICTIO
nenomynsnii.  JIns BHpIMIEHHS 1HOTO 3aBJaHHS B MOAAIBIIOMY OyAe JOCHIKEHE
BUKOPHUCTAHHS CyYaCHHMX METOJIB Bajifallii, MiJrOTOBKH, OYMIICHHSI Ta OOpOOKM BXiTHHX
maHux. Takox g 1HGOpMAIiHHOT TEXHOJIOTii, Ha OCHOBI PO3POOJICHOTO METOIy
kinacudikamii, Oygae MPOBEACHO BaliJaIlil0 3aCTOCYBaHHS CyYaCHHUX METOIB MAIIMHHOTO
HaBYaHHSI, 30kpeMa Takux mojeneid, sk XGBOOST, Random Forest Ta orictuuny perpeciro.
Jns Bamigarii mozaenel Oyjae BUKOPUCTAHO OLIHKY 1X €(EeKTHBHOCTI 3a JOMOMOTOI0 METPUK
ROC AUC, F1-Score, Precision ta Recall. 3aramom, s posrisgaro many iHdopmamiiiHa
TEXHOJIOTIS, SIK OCHOBY HOBOI METOJOJIOTIi Ta MiAXOAY IJIsl OLIHKY PHU3UKY EMOMYJIsIii
HACEJICHUX MYHKTIB YKpaiHU Ha HAaHOJIMK4Yi POKH, aJ[)Ke TaHe MTUTaHHS, SIK 1, Maike, CTOITTS
TOMY, ChOTOJTHI € BKpail aKTyaJIbHUM.

BUCHOBKMU TA IEPCIHEKTUBMU ITIOJAJIBIINX JOCIIT’)KEHb

VY nauiii poboTi Oyno npeactaBieHo rpadiyHU OMUC MPOLIECIB, IO ABTOMATU3YIOTHCS
1H(pOPMAIIITHOIO TEXHOJIOTIEI0 /IS OLIHKYA PU3HKY JCTIONYJIALIl HacelleHNX MYHKTIB YKpaiHu,
MPEJICTABICHO 3a JOMOMOTOK MeTonoJorii gyHkuioHansHoro MoxaemtoBanHs IDEF0. lana
poboTa € BCTYIIOM Ta OJHIEI0 3 TEPIIUX CXOJUHOK JI0 BEIUKOTO JIOCHIKCHHS i€l
npo0iieMaTuKH, SKa i 9ac MIMPOKOMACIITAOHOrO BTOPTHEHHs B YKpaiHy cTala e Ouibiie
aKTyalbHOIO. Sl HaBMHCHE IOYaB 3 ONHCY MPOIECIB, SKIi Ma€ BHKOHYBATH IPOTOTHII
iHpopMaliifHOI cHcTeMH, aJke 1€ JacTh OCHOBY JUIsl MOJAJIBLIONO  JOCHTIJKEHHS
npobiematuku: 1) Bamiganii GakTopiB, Kl MOTPIOHO BKIOYUTU B MOJENb; 2) TOCIIIKEHHIO
Ta BIPOBA/KEHHS CyYaCHUX METOIB OOpOOKHM BXITHHMX JeMorpadiuHux Ta reorpadiuHux
JMaHux; 3) JOCHIKeHHd HaiOupm edeKTHBHOI KiacudikaniiHOi MoJenl MalIMHHOIO
HABYaHHs JUIs BUPIIICHHS MOCTaBIEHOTO 3aBAaHHA; 4) po3poOka Ta Bepuikailisi HOBOTO
niaxoay Kiacudikailli HaceleHUX IYHKTIB 3a BIPOTIIHICTIO JEMOMyJsulii; 5) mopanblie
NPOEKTYBaHHS Ta po3poOka iH(opmaiiiHoi TexHosorii; 6) Bamigauis iHGopMaiiHOT
CHUCTEMH Ta OTPUMAHHMX pE3yNbTaTiB; 7) BIPOBADKCHHS Ta TPAKTUYHE 3aCTOCYBAHHS
po3pobinenoi iHdopmaliifHOT cucTeMH Ta MeToAoJorii Kiacudikaiii HaceIeHHX IyHKTIB
VYkpainu Ha i OCHOBI.
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AHAJII3 PUHKY BMIIOI OCBITU 13 3BACTOCYBAHHSIM POWER BI TA API €[JEEO

AHoTtanis. JlocmimpkeHHS TPHUCBAYCHE aHaJi3y pPHHKY BHIIOi OCBITH YKpaiHH 3
BUKOPUCTAHHSAM aHAMTHYHUX iHCTpyMeHTiB Power BI. OcHoBHy yBary mnpuzizeHo 3MiHi
momuTy Ta mpomo3umii y cdepi ocitm B mepiom 2016-2024 pokiB, 30KpeMa BIUIHBY
moBHOMAacImTaOHOTO BTOprHeHHS 2022 poKy Ha OUHAMIKY OCBITHIX aaHuX. [IpemcraBieHO
3actocyBaHHsA Bigkpuroro peectpy €AEBO Ta moxmmBocteir APl mis cucteM yrpaBiiHHS
OCBITOIO.

KuarouoBi ciaoa: Punok Bumioi ocsitu, Power BI, anamiThka, MONMUT, MPOIO3UIIis,
OCBITHI IpOrpamMH, BIUIMB BiitHu, auHamika, API €/IEBO.

1. BCTYII

Cdepa Buioi ocBiTi YKpaiHu OCTAaHHIMH POKAMHU 3a3Haa CYTTEBUX 3MiH ITiJ] BILTABOM
COIliaIbHO-€KOHOMIYHUX BHKJIUKIB, 30kpema manjaemii COVID-19, nudposizaiii, a Takox
MOBHOMACHITAOHOTO BTOPrHEHHs pocii B 2022 pomi. 3MiHH y TIONUTI Ha OCBITHI IPOTpPaMH,
BUMYILIEHA MIrpallis HaceleHHs, pyWHYBaHHS iHQPACTPYKTYpH Ta 3MIIIEHHS aKIEHTy Ha
JMUCTaHI[IfHE HaBYaHHS BIUIMHYJIM Ha CTPYKTYpy OCBITHBOIO pPHHKY. BuKOpHCTaHHS
iHcTpyMeHTiB Power Bl no3Bonsie cucremartusyBaTH BENUKUH OOCAT HaHUX 1 BHUSBUTH
KJIFOYOB1 TEHJEHIIIT 1711 IPUNHATTS CTPATET1YHUX PIIIEHb.

IMocTanoBka npodjeMu. AKTYaJIbHICTh JOCHII)KEHHS 3yMOBJIEHA HEOOXI1HICTIO
azanTaii puHKY OCBITH /10 BUKJIMKIB BIMHH. 30KpeMa, BIUIMB MOOLILHOCTI CTYAEHTIB, 3MIHU
KUJIBKOCTI 3aKJIaJiB OCBITM B pErioHax, TpaHCpopMallis MONUTY Ha CHELialbHOCTI
noTpeOyIOTh HAYKOBO OOTPYHTOBaHMX pimieHb. OCHOBHA Tpo0sIemMa MoJsirae y HeIoCTaTHOCTI
KOMILJIEKCHOT'O aHajii3y JAWHAaMIKd 3MiH y PUHKY OCBITH Ta BIPOBaKE€HHI e(EeKTUBHUX
IHCTPYMEHTIB MOHITOPUHTY.

AHani3 ocra”Hix aociaigxenb i myOaikaniii. CyudacHi mocnimpkeHHS nudposizamii
OCBITM AaKLEHTYIOTh YBary Ha BHUKOPHUCTAHHI HOBITHIX TEXHOJOTIH [UIsl ONTHUMI3alii
OCBITHBOTO Tporecy Ta ynpaeninusa 3BO. 3okpema, 'yxsa B.M. miakpeciroe pospb low-code-
TEXHOJIOTI y CTBOPEHHI €IMHOTO 1H(QOpPMAIIIHOIO MPOCTOpYy JUIsl IHTErpauii JaHUX Mpo
JisUTbHICTB 3akiaiiB ocBiTH [1], a Kimumenko €. ta I'masyHoBa O. BKa3yloTh Ha e()eKTUBHICTb
Educational Data Mining a1 BUSBICHHS 3aKOHOMIPDHOCTEH Yy TIOBEAIHII CTYIEHTIB 1
ananTamii HaByanbHuX mporpam [2]. Kpim Toro, bimuk O.0O. pocmimpkye nudpoy
TpaHcopMallilo perioHalbHUX cucteM ocBiTH, a 3y0 X.B. mpomonye Mozeni miATpUMKH
OpUKRHATTA pilieHb BcTynHukamu 3BO.

Bukopuctanss uudpoBux miaatgopm A aHAIITUKH Y cepl OCBITH, TakuX sK €auHa
Jep’KaBHA eNeKTpoHHa 0a3a 3 mutaHb ocBiTH (€/IEBO) Ta iHCTpyMeHTH Oi3HEc-aHAITHUKH,
3okpema Power BI, BiiakpuBae HOBI MOMJIMBOCTI AJIi MOHITOPUHTY Ta aHali3y JAWHAMIKH
OCBITHBOTO pUHKY. I[IpoTe HaykoBHX Tmpalb, IO JETaJbHO BHUCBITIIOIOTh NPAKTUYHE
3aCTOCYBaHHS IIUX IHCTPYMEHTIB JIJIs aHATI3y BIUIMBY BIMHH Ha CUCTEMY OCBITH, OOMaib [5].
Ile cBiAUMTH MPO HASBHICTH HAYKOBOI MPOTAJIMHU Ta OOYMOBIIOE HOBH3HY W aKTyalbHICTh
MIPOBEICHOTO JIOCTI/DKEHHSI, SKe CIPSMOBaHE Ha 3allOBHEHHS I[i€i NMPOTATMHH IUIIXOM
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KOMILUIEKCHOTO aHaJli3y pPHUHKY BHINOI OCBITH 13 3aCTOCYBaHHSM CyYaCHHX ITU(PPOBHX
TEXHOJIOT1H.

Meta ny0Jikauii. Meroro craTTi € popmyBaHHs iHPOpMaIIHOT TaHe l TMHAMIKHI 3MiH
MONUTY Ta Mpono3ullii 3a puHKY BUIOi ocBiTH 2016-2024 poku Ta AOCTIIHKCHHS BIUIUBY

MOBHOMACIITA0OHOTO BTOPTHEHHsI HA PUHOK BHIIOI OCBITH YKpaiHM i3 3acTocyBaHHSIM Power
BI.

2. TEOPETUYHI OCHOBHA

AmHauti3 pUHKY BHIIOI OCBITH 0a3yeThCsl HA BUKOPUCTAHHI KOHLENTYaJbHUX IiIXOZIB,
10 BKJIIOYAIOTh OCHOBHI KaTeropii, Taki SK TOIHMT, MPOMO3UIlisA, IUHAMIKA 3MiH, a TaKOX
OPUHIUIKA CHUCTEMHOTO aHajizy Ta uudpoBoi Tpanchopmarii. Y pamkax TOCTIIKEHHS
BpPaxoBaHO KJIFOYOBI MOHSTTS: MOMMUT, 1110 BU3HAYAETHCS AK KUIBKICTH 3/100yBaviB OCBITH, LIO0
BCTYIAIOTh JI0 3aKJIaJ1iB BUIIOi OCBITH HA Pi3HI OCBITHI MPOTPaMH, IPOIO3UIIis, KA OXOILTIOE
JIOCTYIHI OCBITHI MPOrpaMu, KUIBKICTh 3aKJIaJ{iB OCBITH Ta IXHIO PEriOHaJIbHY JIOCTYIHICTH, a
TaKOX JUHAMiKa 3MiH, IO BimoOpakae 3MIHHM B KIJIBKOCTI 3/100yBadviB i Mporpam MpOTATOM
20162024 poxkiB i3 BpaxyBaHHSIM COILlialbHO-eKOHOMIYHUX (hakTopiB. Bukopucranus Power
Bl no3Boisie aBromatm3yBatu Tporiec 300py Ta o0poOku nmaHuX. OCHOBHI MPUHITUIIN
JMOCHIPKeHHST ~ BKJIIOYAIOTh: MPUHIUI  JOCTOBIPHOCTI, M0  3a0e3medyeTbcs — uepes
BUKOpHUCTaHHs naHux €JIEBO, nmpuHIHIT aganTUBHOCTI, IO BPAXOBYE 3MiHY YMOB, 30KpeMa
BIUIMB BiffHM, a TaKOoX NPHUHLHUI iHTerpamii HUGpPOBUX IHCTPYMEHTIB A1 €(PEKTUBHOTO
aHami3zy.

3. METOJU JOCJIIUKEHHS

Hocnimkennss Oa3zyBanocss Ha aHamizi gaamx €JJEBO 3a 2016-2024 poxkwu,
CHCTEMaTH30BaHUX 3a KaTEeropisiMM: KUIbKICTh 3100yBauiB, 3akiajiB, (opMa BIacHOCTI Ta
OCBITHI nporpamu. J{ns aHanmizy IMHaMiKM BUKOpPUCTOBYBaiucs iHcTpyMeHTu Power BI, API
€JIEBO, onucoBa cTaTUCTHKA, KOPENALIHHNN 1 perpeciiiHuii anani3. EkcriepuMenTanbHa 6a3a
BKJTFOYAJIa 3aKJIaJM BHIIOT OCBITH PI3HUX ()OPM BIIACHOCTI, a OI[IHIOBAHHS IPOBOJUIIOCS 3a
KPUTEPISIMH JIOCTOBIPHOCTI JAHMX 1 3HAYYIIOCTI pe3ynbTaTiB. JlociikeHHsS peani30BaHO B
Mexax nporpamu IudpoBoi Tpanchopmariii OCBITH, 10 TO3BOJIUIO OLIIHUTH BIUIUB BIHHU Ta
chopMyITIOBaTH pEeKOMEH/IaIlii 3 ONTUMI3allii pUHKY OCBITHIX MOCIYT.

4. PE3YJIBTATHU TA OBTTOBOPEHHSA

s pocnmimpkeHHs Oyno BUKOPUCTAaHO JaHi IIoAo obcary 3100yBauiB B po3pisi
OKpEMUX 3aKJIaJiB  OCBITM Ta iX MIANOPSAKYBaHHsS, OCBITHBOIO piBHA, 0asu
BCTYIy,CHeliagbHOCTI, (hopMu (piHaHCyBaHHS cTaHOM Ha 1 k0BTHA 3 2016 mo 2024 poxwu,
BHOIpKa BKJItOUana moHaa 299 Tuc. 3amuciB. Takoxk B3sTO JIaHI MPO 3apeecTPOBaH] 3aKiIaau
OCBITH Ta X XapaKTEepUCTHKH. BUKOpUCTaHO AaHI 3 BIIKPUTHUX pEeCTpiB. €aMHA JIepKaBHA
enekTpoHHa 0a3a 3 nmuTanb ocBiTU (€JIEBO) € ogHMM 13 TaKuX BaXXJIMBUX PEECTPIB, 110 HAJIAE
iH(pOpMallito Ipo 3aKJIaJ1 OCBITH, YUHIB Ta CTY/ACHTIB, a TAKOX 1HII IMOKAa3HUKH, MOB'A3aHI 3
(GYHKIIIOHYBaHHSIM CUCTeMH OCBITHU. Lleil peecTp € OCHOBOIO IJIsl IPUNUHATTS YIPaBIIHCHKUX
pilieHb, po3pOoOKH OCBITHBOI TOJNITUKH, TPOBEJICHHS aHANITUKU Ta 3abe3rnedeHHs
e(eKTUBHOCTI pOOOTH HaBUAIBHUX 3aKJajiB. ABTOMAaTH3aIlisl MPOIECIB OOpOOKM HaHUX €
KJIFOYOBOIO YMOBOIO JUIsl €()eKTUBHOTO YIPaBIIiHHS OCBITOIO.

Jlng  aBromaru3ailii mporecy 300py Ta OHOBJIEHHS iH(opmalii BHKOPUCTAHO
napamerpu3oBanuii 3anmut T1a APl (puc.l). Ilutanns 3acrocyBanHs APl nns anamituku
OCBITHBOI CHCTEMH € HOBHUM, 1 OTpeOye MOCIHIHKEHb 1 MPAKTUYHUX PEKOMEHJAIlli, mpoTe
icaytoya nokymenrauis €JIEBO poOute nanuii mporec JOCTYIHHM. JaHi PO KOHTHHIEHT
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CTYACHTIB € KPUTUYHO BKIMBUMU JJIs1 €PEKTUBHOTO YIPABIIHHS SIK Ha CTPATETIYHOMY, TaK 1
Ha omnepamiiiHomy piBHsAX kepiBHunTBa 3BO. 3a pesynpraTamu 300py iHopmarii
HATAIITOBAHO T[AHETh MOHITOPUHTY OCBITHIX JaHUX 3 MOXJIMBICTIO aBTOMAaTHYHOTO
OHOBJICHHS (pHUC.2).

I K = | apieatso
DM ocome | Nepersopensa  Aosamswwscosns Mo crpyenn Aosaca
il (= [ Bascrimacri
LT Posumpenni peaaktop
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Pucynox 1. Ilapamempu APl €EJEEO

Craxom Ha O6car anobyeadis cTaHOM Ha
01.07.2024
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Pucynox 2. @pacmenm namneni MOHIMOPUHSY PUHKY UL Ma nepedsunyoi oceimu

® UepriseLska o6nacTs
32,6920630... (14.15%)

VY 2016 poui KiabKiCTh 37100yBauiB y JepKaBHHUX 3aKjajJaxX BUIIOI OCBITM CTaHOBMJIA
942,837 oci6, omgnak g0 2022 poky et mokasHuk 3MeHmuBcsa 10 909,436 ocio (-3,5%).
OcHOBHUMM (aKTOpaMHU 3HIDKEHHS CTald Mirpailisi HacelleHHs, BMKIMKaHa BiifHOIO, Ta
CKOPOYEHHsSI KOHTHMHIEHTY 3100yBaudiB y CXIIHMX perioHax KpaiHu. BogHouac mnpuBaTHi
3aKJIaM JIEMOHCTPYBAJIM IIOCTYNOBE BiAHOBJIEHHS Micis 3HauHoro cmaay y 2020 poui
(101,239 oci6). Cranom Ha 2023 pik KUIbKICTh 3700yBaviB y MPUBATHHUX 3aKJIaJax 3pocia J0
119,313 ocib, mo BigoOpaxae mpupict Ha 17,8%. Lle Moke Bka3zyBaTH MpO alanTHBHICTh
MPUBATHOTO CEKTOPY JO BUKJIMKIB Yacy Ta 3MIHH B CTPYKTYpl MOMMUTY Ha OCBITHI MOCIYTH.
KinbkicTh AaepxaBHUX 3akjiaaiB ocBite 3pocia 3 204 y 2016 pori mo 214 y 2022 porii, 1m0
00yMOBJIEHO TMEPEHECEHHSIM YH IHTETpaIll€l0 3aKJajiB 13 30H aKTUBHUX OOMOBHX i [0
OinpIn Oe3neyHMX perioHiB. Taka nuHamika BioOpaskae MparHeHHs AEp)kKaBU 3a0e3NeyuTd
CTaOUIBHICTh OCBITHBOI 1H(QPACTPYKTYpPH HaBITh y CKJIQJHUX yMoBax BiiiHU. HaromicTh
NPUBATHI 3aKJ1a1 BUSBHIN HECTaOLIbHY IMHAMIKY: KUIBKICTh 3aKIa/iB 3pocia 10 166 y 2021
porti, ane 3rogom 3aM3UIacs 10 159 y 2024 pori. Lle moxke OyTr moOB’s13aHO 13 €KOHOMIYHOIO
HECTAaOUIBHICTIO Ta BUKJIMKAMHU y MIATPUMII JISJIBHOCTI TaKUX YCTAaHOB y KPU30BUH Hepioj

(puc.3).
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Pucynox 3. Junamira obcsazy 3000y6auie ma 3axkiaoie 0jisi puHKY 8Uoi oceimu

2016

[loBHOMacmTabHa BiliHA 3HAYHO 3MIHWJIA CTPYKTYpPY IMONHUTY Ha OCBITHI TOCIYTH.
Criocrepiraerbcsi 3pOCTaHHS 1HTEpecy 10 IUCTaHUIMHMX (OpM HaBYaHHSA, OCOOJIUBO Y
ramy3sx [T Ta exkoHOMiKM, TOAI K TONHWT HA TMeJaroriyi cmeuianbHOCTi y 2022 pori
3HM3MBCA Ha 8%. BonHouac BigOyocs nepeopieHTyBaHHS CTYIEHTIB 13 CX1IHUX PErioHiB /10
HEHTpaIbHUX 1 3axigHux obnacreil. IHctpymentn Power BI 3a0esneuninm iHTEpakTHBHY
Bi3yaJli3allil0 IIMX 3MiH, 30KpeMa JMHAMIKi KOHTUHIE€HTY 3/100yBauiB 3a pOKaMH, KOPeJsLil
MK KUTBKICTIO 3aKiaiB 1 3700yBauiB (R?=0.87), a Takok MpOrHO3yBaHHs 00CSTIB 3/100yBayiB
Ha 2025 pik 13 BUKOPUCTAaHHAM perpeciiiHoi moneni. Lle no3Bossie npuitmatu 0OrpyHTOBaHI
YIIPaBIIHCHKI PIlICHHS IS OJANIBIION0 PO3BUTKY PUHKY OCBITH.

BUCHOBKMU TA IIEPCIIEKTUBMU ITIOJAJBIINX JOCJIIKEHD

AHali3 pUHKY OCBITH TOKa3aB CYTTE€BI 3MiHM y TONHTI Ta IPOIO3MINI BHACHIJOK
BIUIMBY BiliHU. Buxopucranus Power BI crpoliye MOHITOpPUHI i NMPOrHO3yBaHHS 3MIH Y
PUHKY OCBITH, III0 € BAXXJIMBUM JIJIS aaNTaIlii OCBITHROI CHCTEMH JI0 HOBHX yMOB. [Tomambmni
JIOCIIJKeHHsT OyJyTh 30CEpe/DKEeHI Ha IHTerpamii perioHajJbHUX JaHHWX Ta OLIHLI BIUIUBY
OCBITHIX pedopM.
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EKOHOMIYHI ACITEKTH 3ACTOCYBAHHSA IHTEPHET-TEXHOJIOT TN JIJ1
AT'PAPHOI'O CEKTOPY EKOHOMIKH

AHoTamnis. JociKeHHs IpUCBIYeHe CKOHOMIUHIH OIiHII BIUIMBY iHTEPHET-TEXHOJOTIH
Ha arpapHuii cekrop ekoHoMiku. OCHOBHa yBara TpHUAICHa aHAM3y e(QeKTUBHOCTI
3aCTOCYBaHHSI TaKUX IHCTPYMEHTIB, SIK €JIEKTPOHHA KOMEPLis, IHTepHET-MapKETHHT, aHaTiTHKa
BEJIMKUX JJAHUX TOWIO. Y POOOTI pO3MIISHYTO NMPHKJIa i BUKOPUCTAHHS IHTEPHET- TEXHOJIOTIH B
arpo0i3Heci, CHCTEMAaTH30BaHO EKOHOMIYHI MOKa3HHKH, L0 MOXYTh OYTH BUKOPHUCTaHI ISt
pPO3paxyHKy, IPOAHATI30BaHO MEPCICKTUBH BIPOBA/PKCHHS IIMX IHCTPYMEHTIB B yMOBaXx
Cy4YaCHUX BUKJIHKIB.

KirouoBi ciioBa: arpapHuii CeKTOp, IHTCPHET-TEXHOJOTI], CKOHOMIYHA C(EKTHBHICTb,
IHTEPHET-MapKETUHT, EJIEKTPOHHA KOMEPIIisi, aBTOMATU3AIlisl.

1. BCTYII

ArpapHuil ceKTop €KOHOMIKM B yMoBax LHM(poOBi3alii Ta r100aJbHUX €KOHOMIYHUX
3MiH 3a3Hae TpaHcopMallii, SIKa 3yMOBIIIOE HEOOXIAHICTh ajamnTalii 10 Cy4acHHX YMOB.
BukopucTaHHs IHTEpHET-TEXHOJIOTIH, TaKUX K €JIeKTpoHHa Komepliis, Big Data, ananituka
IoT, no3Bojsie CyTTEBO ONTUMI3YBAaTH BUTPATH Ta MNIABUIIMTH  €(PEKTHUBHICTh
CUIbCBKOTOCIIOAAPCHKOTO  BUPOOHMILITBA.  3pOCTaHHS 3HAYEHHS  1HTEPHET-MAapKETHHTY
3a0e3neuye BHXI1J arpOKOMIIaHIM HAa HOBI PUHKH, MOJIIIIYE B3a€MOMAII0 3 KJIIEHTaMHU Ta
CHpUSE CTAJIOMY PO3BUTKY Taiy3i. AKTYaJIbHICTh JOCTIKEHHS 3yMOBJIEHAa HEOOXiJHICTIO
pO3pOOKK IHHOBAIIMHUX MIAXOAIB 10 ONTHMI3alii JISUIBHOCTI arpapHUX HIANPUEMCTB 3a
pPaxyHOK 1HTEpPHET- TEXHOJIOTIH.

ITocTanoBka npob6aemu. BrpoBajkeHHs MUGPOBUX TEXHOJOTIH y arpapHUil CEKTOp
BUMAarae JeTajlbHOTO aHali3y iX e(eKTUBHOCTI Ta BIUIUBY Ha EKOHOMIYHI IOKa3HUKU
nignpueMctB. OCHOBHA MpobiemMa Mosrae y BiJICYTHOCTI CUCTEMAaTH30BaHUX JAHUX I0J0
3aCTOCYBaHHA IHTEPHET-TEXHOJIOTIH il ONTUMI3alii BHUPOOHMYMX 1 MaPKETHHIOBUX
MPOLECIB Y CLIILCHKOMY T'OCIIOIAPCTBI.

AHani3 octaHHix aociaimkens i myOJikaniii. CydacHi JAOCIIPKEHHS JI€MOHCTPYIOTh
3pocTarouuii iHTEepec M0 mudpoBi3alii arpapHOro CeKTopy, 30KpemMa, 10 IHTEepHET-
MapKEeTUHTY Ta BHUKOPHUCTaHHS UUGPOBUX IUIATGOPM Ui MiJBUIIEHHS €(EeKTUBHOCTI
nignpuemctB. M. Herpeit Ta criBaBTopu [1,2] mocniaguim cTaH arpapHOro CEKTopy YKpaiHu
70 BilfHM, MIiAKPECIWBIIM, IIO 3HAYHI MPOOJEMM, Taki SK HEJOCTaTHA CTaHAapTH3aLlis
MPOYKIIii Ta ciiadka JIoTiCTUYHA 1HQPACTPYKTypa, YCKIAIHIOTh PO3BUTOK Traimy3i. ABTOpH
TaKOX BIJ3HAYAIOTH TMO3UTHBHUI BIUIMB YPSAIOBHX IHIIIATUB Yy TEpiofA BIHH, 30Kpema
CIpOIIEHHS PEryJsIid Ta TOAATKOBUX BT, IO CHPHUSUIA BIKHBAHHIO CEKTOPY.
[TepcnexTuBu 1MQpoBi3alii po3rIfAalOTbCA AK KIIOUOBHM HAMpsIM IOAOJIAHHS BHKIIMKIB
yepe3 aBTOMaTH3alli10 MPOLECIB 1 MOKPALIEHHS! KOMYHIKallli MK yYaCHUKaMU PUHKY.
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3HayHy yBary HpUAUICHO 1HCTPYMEHTaM IHTEpHET-MapKeTUHTY, SKi, 32 pe3yJibTaTaMu
nociipkenHs H. Pesnik ta O. Jlymis [5], cipusroTh MiIBUIIEHHIO KOHKYPEHTOCTIPOMOXKHOCTI
arpapHux NiANpueMCTB. BukopucTaHHsS BeOCalTIB, COMIAILHUX MeJia Ta EJICKTPOHHOI
KOMepIlii 03BOJIsIE KOMMaHisAM 30UIbIIyBaTH TPOJAXi, 3aqydaTd HOBHX KIIIEHTIB 1
3MinHIOBaTH OpeHa. OKpeMo aKIEHTYEThCS Ha HEOOXITHOCTI PO3POOKH MEpPCOHAII30BaHUX
MapKETHHTOBUX CTpaTeriii, M0 BpaxoBYIOTh cHeUU(]IKy arpapHoro puHKY. Y CTaTTi
HAroJIOUIYeThCS Ha MOTPedi B JOJATKOBUX JOCHIIPKEHHSAX, CIPSIMOBAHUX HA IOPIBHSHHS
e(eKTUBHOCTI PI3HUX IHCTPYMEHTIB iIHTEPHET-MapKETUHTY Ta iX BIUIMBY Ha PI3HUX CErMEHTax
PHUHKY.

[MudpoBa Tpanchopmalrisi arpapHOro CEKTOpy, K 3a3Hadae DiHrep, Mae BETUYCIHUI
MOTEHIIAN JUIsl BUPIMIEHHS TaKWUX MpoOJieM, sIK HHU3bKa MPOMYKTUBHICTH 1 HEMPO30pICTh
pusky. IIpore HaykoBelb 3ayBaXKye, IO BIPOBAKCHHS HU(PPOBUX pIllIEHb 3AIEKHUTH Bil
PiBHS ITOCTYIy 10 1HGPacTpyKTypH, HUGPOBOi IpaMOTHOCTI ¢depMepiB Ta iHTErpamii Mix
3aliKaBICHUMH CTOPOHAMH. Jl0CITiKeHHS TPONIOHY€E OCWIIMTH MIATPUMKY iHHOBALIK 3 OOKY
ypAIy Ta CTUMYJIIOBATH CHIBIIpAI0 MK (pepMepaMu Ta TEXHOIOTITYHUMH KOMITaHISIMH.

[Topsim 3 TUM TOAANBIIOTO OCTIKEHHS MOTPEOYyIOTh: MOPIBHSAHHS €()EeKTUBHOCTI
IHCTPYMEHTIB 1HTepHET-MapkeTHHry, Takux sk SEO, SMM, BebGaHamiTHKa, B arpapHOMY
CEKTOpi, BUBYCHHS BIUIMBY JEpXKaBHHUX iHILIATHB Ha mpolec mudposizamii Ta MiATPUMKY
arpapHoro Oi3Hecy, po3poOka IHTerpoBaHMX IUIATGOpPM A YOpPaBIiHHSA BCiMa eTamamu
JaHIIOTa TOCTA4YaHHsS, aHali3 BIUIMBY HHUQpOBi3amii Ha CTanuid PO3BUTOK 1 EKOJOTIUHY
e(hEeKTUBHICTh arpapHOro0 BUPOOHUIITBA.

Mera nyo6aikanii. MeToro poOOTH € JIOCHIUKCHHS CKOHOMIYHHUX  AaCIIeKTiB
3aCTOCYBAaHHS IHTEPHET-TEXHOJOTI B arpapHOMy CEKTOpi €KOHOMIKM YKpaiHu [ams
HiABUIIEHHS HOro e()eKTUBHOCTI, MPUOYTKOBOCTI Ta KOHKYPEHTOCIIPOMOXKHOCTI. 30Kpema,
MPEJCTAaBUTH aKTYyaJbHICTh TaKUX IHCTPYMEHTIB, SK €JIEKTPOHHAa KOMEpIlisi, 1HTEpHEeT-
MapKETHHT, aHAJIITHKA BeMUKUX AaHuX Ta CRM-cuctemun, Ha 3HWKEHHSI BUTPAT, T1IBUIIICHHS
HNPOAYKTHUBHOCTI Ta PO3IMIMPEHHS PUHKOBUX MOKJIMBOCTEN arpapHux mianpueMcTs. OcolnrBa
yBara NpuauIS€TbCs cUcTeMaTH3allli eKOHOMIYHHUX MOKA3HUKIB MPHU 3aCTOCYBaHHI IHTEPHET-
TEXHOJIOT1H JIJIsl arpapHOro CEKTOPY EKOHOMIKH.

2. TEOPETUYHI OCHOBHA

BripoBaykeHHsI IHTEpPHET-TEXHOJIOTIH B arpapHOMY CEKTOPi CIIPSIMOBAHE Ha JTIOCATHEHHSI
ONTHUMI3allli BUTpPAT 4Yepe3 aBTOMATHU3ALII0 JIOTICTHKH, 3HUKEHHS POJl IMOCEpEeAHMKIB 1
BUKOPUCTAHHS €JIEKTPOHHUX Mai/laHYMKiB; MiJBUIICHHS NMPHUOYTKOBOCTI 3aBASKH 1HTEpHET-
mapkeTuHry, SEO, SMM Ta po3MUpEeHHIO EKCIOPTHUX MOXJIMBOCTEH; MOKpALIECHHS
yIIpaBIIiHHS 4Yepe3 1HTepaKTUBHI AamIOOpu Ta aHAJIITUYHI IHCTPYMEHTH; €KOHOMIIO Yacy 3a
JIOTIOMOTOK0  aBTOMAaTH3allli 3aMOBJIEHb, 3BITHOCTI Ta IUIAHYBaHHS; €KOHOMIIO pPECYpPCIB
3aBJISKU €JIEKTPOHHOMY JOKYMEHTOOOIry Ta 3MEHIICHHIO BUTpAT Ha peKiIaMy W MepcoHal;
aBToOMaTH3allifo mporeciB i3 BukopuctaHHIM CRM-cucrtem; posmmpeHHsS KaHaliB 30yTy
yepe3 MmIaTGOpMU EIEKTPOHHOI KOMEpIii; MiJABHUINEHHS TOYHOCTI MPOTHO3IB HAa OCHOBI
BEJIMKUX JAaHWX; ONTHMI3AIli0 JIOTICTUKU /ISl 3MEHIICHHS Yacy JIOCTaBKH Ta KOHTPOIIO
JAHIIOTIB TOCTaYaHHsA. Yce 1€ CHpHs€ MiIBUIICHHIO EKOHOMIYHOI €(eKTUBHOCTI Ta
KOHKYPEHTOCIIPOMOXKHOCTI arpapHoro cekropy. JlocimipkeHHs aKLEHTYeTbCS Ha aHali3l
BUKOPUCTAHHS €IEKTPOHHUX MaiaH4YMKiB Ta IHTEPHET-PECYpCiB KOMIIaHii SK IHCTPYMEHTIB
IHTEpPHET-MapKETHUHTY.
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3. METOAU JOCJIJ’KEHHS

VY pocnimKeHHI BUKOPUCTAHO OMKMCOBY CTAaTUCTUKY, aHATI3 KEHCIB JUIsl OLIIHKW BIUTUBY
IHTepHET-TEeXHOJIOT1i Ha (JiHAHCOBI MOKA3HUKY arpapHux mianpueMcTs. [nctpymentu Google
Analytics, Biakputi cepsicu SimilarWeb, MOZ, a takox Power Bl ta nHagOymoBu st
HanamtyBanHd APl st 3060opy, 0oOpoOKM maHuX [O3BOJSIOTH MOHITOPUTH TOBEHIHKY
CIIO’KMBAYIB B IHTEPHETI 1 ONTUMI3yBaTH MapKETHHTOB1 KaMIIaHii.

4. PE3YJIbTATH TA OBI'OBOPEHHA

Jlist mociiKEHHST €KOHOMIYHHX AacCIeKTiB BUKOPHCTAHHS I1HTEPHET-TEXHOJOTINH s
arpapHoOro CEKTOPY €KOHOMIKH Oys10 BUKOpucTaHOo AaHl OneHpatadbory, sskui 30epirae naHi 3
BigKpuTuXx peectpiB. BukopucroBytoun KBE/] tTa API Power Bl, 6yso 3i6pano iHpopmarito
PO KOMIMaHii, 110 3iHCHIOIOTh JisSUTbHICTD B c(pepi arpapHOro CEKTOpy. 3arajibHa CTaTUCTUKA
BKa3zye, mo cranoMm Ha jucronan 2024 pokxy B Cekuii A CigbChbKe TOCIIOAAPCTBO, JIICOBE
roCHOJapCcTBO Ta pUOHE TOCIOAAPCTBO MpeAcTaBieHo 9996 kommaHiil 3a pi3HUMHU (opMaMu
BiacHocti. 3174 kommanii 3aiiicHio0Th nisutbHICTh 32 KBEJ] Kitac 46.21 OnToBa Toprisis
3epHOM, HEOOpOOJEHHM TIOTIOHOM, HACiHHAM 1 kopMamu s tBapuH. Cekuis A (01)
BKJIIOYAa€ BUKOPUCTAHHS POCIMHHHUX 1 TBAPHHHUX MPHUPOTHHUX PECYPCiB, Y T. Y. MiSIBHICTD 3
BUPOIIYBaHHS  CUIbCBKOIOCHOAAPCHKUX  KYJIbTYp, BHUPOLIYBaHHS Ta  pPO3BEACHHSA
CLIBCHKOTOCTIONAPCHKUX TBAPHH, OACP)KYBaHHS JIiCOMATEpiaiiB, JICOBUX Ta IHIINX POCIHH,
TBapUH 1 MPOAYKI(Ii TBAPUHHOTO MOXO/KEHHS Ha epMax abo B MPHUPOJAHOMY CEpPEIOBHIIIL.
Knac KBE]J] 46.21 «OnrtoBa TOpriBis 3epHOM, HEOOpPOOJIEHHWM TIOTIOHOM, HACIHHSAM 1
KOpMaMH JJIsi TBapuUH» € 1€aIbHUM JJi1 KOMIAaHii, IO 3A1MCHIOITh TUCTPUOYIIIO
CUIBCHKOTOCTIONAPCHKO  MPOAYKILIi y BENUMKUX o00cArax Ta MpamlioTh Yy cdepi
arpornpomuciioBocti [3]. Tlanmemiss COVID-19 Ta BO€HHHW# CTaH CYTTEBO BIUIMHYJIHM Ha
(YHKIIIOHYBaHHS arpONpOMHCIIOBOTO KOMIUIEKCY YKpaiHHu, 30KpeMa Ha €KCHOPT MPOIYKIIii,
Akl 70 BiifHM 3a0e3neuyBaB Omuszbko 40-50% 3aranbHOrO €KCHOPTY KpaiHu Ta OyB
KIIFOYOBHM JDKEPEJIOM BAIIOTHUX HAJIXO/KeHb. Y 2021 pormi moXia Biff €KCIOPTY arpapHoi
NPOJAYKIIT Ta XapuyoBUX MPOJYKTIB moMicsis craHoBUB $2,3-2,84 mupn, 3 skux $1,3-1,62
MJIPJT IPUTIAJAIO0 HA TTPOYKTH POCIUHHOTO TToXomkeHHs. OnHak micis 24 mrotoro 2022 poxy
€KCHOPTHI HaJIXOKEHHsI CYTTEBO CKOPOTHJIMCS: €KCIOPT arpapHoi MpOJYyKIii Ta XapuyoBUX
NpOIYyKTIB 3MeHIMBCs y 3,84 pasa (3 $2,84 mupa mo $0,74 mupa Ha Micsib), a MPOAYKTIB
POCIMHHOrO Moxo/keHHsT — y 4,63 pasa (3 $1,62 mupa 1o $0,35 mupx) [1-4]. OcHoBHUMEU
npobiieMaMu  3aJMINAIOThCS  CKIAAHOUI 31 30yTOM MpOAYKLIi, HEZOCTaTHIM pO3BUTOK
JOTICTUKH, @ TaKOX BIJCYTHICTb T'ypTOBUX 3aKyMIBEJIbHHUKIB Ul JpiOHUX (hepMepCchbKUX
rocrnoaapcTB. BupimeHHs nux mnpobieM mnoTrpedye KOMIUIEKCHOTO MiAXOAY, BKIIIOUAIOUYU
PO3pOOKY CydacHUX IHTEPHET-PECypCiB AJI arpapHUX KOMIIaHIH, ONTHUMI3AIiI0 JIOTICTUYHHUX
JIQHITIOT1B Ta BIPOBA/KEHHS CTAHAPTIB SIKOCTI MPOAYKIII].

B ymoBax BHCOKOT KOHKYpEHIlii Ha arpOpHHKY MEpexia 10 BUKOPUCTAHHS 1HTEpHET-
TEXHOJIOT1 CTa€ KPUTHUYHO BAXKIWBHUM. 3aCTOCYBaHHS BJIACHOTO BeOCaWTy J03BOJISIE
KOMITaHISIM pO3IIMPIOBaTH reorpadito KIIIE€HTIB, IHTErpyBaTHCS B TJIOOAJIbHI PUHKHU Ta
M1JBUIIYBATH BII3HaBaHICTh OpeH1y. OCHOBHUMH (YHKI[ISIMU TaKUX CalTIB € IPEICTaBICHHS
TOBApiB, MOXJIUBICTh O(QOPMIICHHS 3aMOBJIEHb, IHTETpalis 3 PEKJIaMHMMHU KaMIaHISIMH Ta
aHaliTHKa B3aemonii 3 kiieHTamu. KpiM Toro, mnpeiacTaBieHHs Ha eJIEeKTPOHHUX
TOProBeJIbHUX TuaTgopmax, Takux sk Prom.ua yu SPILCA, 3abe3neuye 10CTyn 10 HOBHX
KaHaJiB 30yTy, 3HWXKY€e BUTpPATH Ha peKjiaMy Ta JI03BOJISIE ONEPATHBHO pearyBaTh Ha 3MIHY
HOIIUTY.

CrexTp IHTEpHET-TEXHOJIOTIH, SKi HEOOXITHI JJIi PO3BUTKY arpoOi3Hecy, BKIIOYAE
SEO-onrtumizanito, KoHTEeKCTHY peknamy, CRM-cuctemu, aHaliTU4HI I1HCTPYMEHTH Ta
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IHTepaKTHBHI IHTEpHET-Mara3uHu. 3aCTOCYBAaHHS E€NEKTPOHHHUX IUIaTGOpM 301IbIIyE 00CITH
MpoJIaXKiB Ta 3abe3medyye 00’ €KTUBHY aHAITUKY PUHKY. Y TaOauill 1 mpencraBiieHO KIFOYOBi
IHTEPHET-TEXHOJIOTIi Ta IX BILUIUB Ha €(PEKTUBHICTH arpapHOro Oi3Hecy.

Taoauns 1. KiilouoBi iHTEepHET-TeXHOJIOTII 1JIs1 arpapHoro 0izHecy

InTepner- . .
P Ipuznayenns OuikyBaHuii egekt
TEeXHOJIOTist
Brnacuuit [IpencraBneHHs  MPOAYKIIi, OHJIAIH- 301abLIEHAS MIPOJAXIB,
BeOcailT 3aMOBJICHHSI, IHTErpallisi 3 MApKETUHIOM (dbopMyBaHHs OpeHITy
. L Pozmmpenns PHHKIB
EnextponHi 3ajqydeHHs  HOBHX  KIIEHTIB  4epe3
. . L 30yTy, 3HWKEHHS BHTpaT Ha
mwathopMu IHTEPaKTHBHI TOPrOBelIbHI MalIaHINKH .
MOCEePETHHUKIB
SEO- [ToxpamieHHs BUAMMOCTI Y TIOIIYKOBHX [MigBuieHas opraHigHOTO
ONITUMI3aIlist cUCcTEeMax Tpadiky
KonrekctHa TapreToBaHa pekjamMa Ha pEICBaHTHY 3anyueHHs KJTI€HTIB,
peknama ayJTUTOPIIO ABUIIICHHS KOHBEPCIT
CRM- YrpaBiiHHS KIIEHTCHKOIO 0a30t0, 00poOKa IMokparmieHHs B3aemomii 3
CUCTEMH 3aMOBJIEHb KIIIEHTAMU
AmnanitnuHi 30ip JmaHMX TNpPO  KIIIEHTIB, aHai3 Onrumizanis cTparerii
wiatgopmu TIOBEJIIHKH Ta e()eKTUBHOCTI PeKIaMHU MPOJIAXKIB

BripoBajykeHHsI 1HTEpHET-TEXHOJOIIM B arpapHoMy CceKTopi 3ale3nedye 3HauHe
HiABUIIEHHS e(EeKTUBHOCTI Oi3HECY, CKOPOUCHHS BUTPAT Ta BIAKPHUTTS HOBUX MOKIMBOCTEH
JUI BUXOJy Ha MDKHApOIHI pUHKH. 3aCTOCYBAaHHS IHTEpHET-TEXHOJIOTIH JEMOHCTpYeE Taki
pe3ynapTatd. Bapro 3a3HauuTH, IO OCOOJIMBO TOCTPHUM CTOITH MUTAaHHSA 300py AAaHUX 3a
JTAHOI0 TEMAaTHKOIO, IMOpPsA 3 TUM 4YacTKOBI JaHI JAEMOCTPYIOTh AaKTYalbHICTh MHUTaHHS.
Kommanis "HiOymon" 36inmpmmmia onnaifH-npoaaxi Ha 30% micns BmpoBamkenas SEO Ta
KOHTEHT-MapkeTHHry. John Deere moBigomisie mpo 3pocTaHHs HpojaaxiB Ha 25% 3aBIsku
KaMIaHisiM 3 BigeomapkeTuHry [4]. B mporieci mocimipkeHHsT CHCTEMAaTH30BaHO €KOHOMIYHI
NOKa3HUKH, M0 BiZOOpakaloTh €(EKTUBHICTh 3aCTOCYBAHHS IHTEPHET-TEXHOJIOTIH [yIs
arpapHOro CeKTopy eKOHOMIkH (Ta0i.2).

Tabmuusa 2. OcHOBHi NOKa3HUKM e(eKTHBHOCTI 3aCcTOCYBaHHS iHTepHeT-
TEeXHOJIOTii B arpapHOMY CeKTOpi

IToka3Huk | Dopmyia | 3micT
3araJibHOMPHUUHSATI €eKOHOMIYHI TOKA3HUKH
Penrabesbui OriHioe Bimgady Big BUTpaT Ha
ctb iBectuiii ROI ROI=(Yucmuii npubymorx/Bump | . H sty AP
IHTepHET-MapKETHHIOB1 KaMITaHil, HATIPUKJIA/,
(Return on | amu)*x100 .
€JeKTPOHHI mIaTdopMmu.
Investment)
CAC . Bu3Havae BapTiCTh 3aJlydeHHS OITHOTO
CAC=3azanvni sumpamu Ha ma . P Jany A
(Customer KIIiEHTa Yepe3 eJNEeKTPOHHI MalJaHdNKU Yd

premune/ Kimo nosux knienmis

Acquisition Cost) IHTEpHET-pecypcHu.

PenrabenbHi . . . .
oTh S —— ROS=(Hucmuii npubymor//Joxio [Moka3zye mpUOYTKOBICTh IPOJAXKIB,
(ROS) p 810 npooasicie) X100 3[IMCHEHNX Yepe3 iHTepHeT-MalJaHIuKH.

Yacmka inmepnem- .
. . . Buznauae Y4acTKy MPOJIaXKiB,

YacTka npooaoicie=(06cs2 npodadici uepes i .y . .

. . . ; 3[IMCHEHNX dYepe3 €JEeKTPOHHI KaHalM, Bij
IHTEpHET-NIpoJaXiB | mepuem/3azanrvruil 06¢cse npooaicia) * .
100 3arajbHOTO 00CATY MPOJIaXiB.
[Tokazye, HACKIIbKA  3MEHIIUIUCS

Exomomist S=Pecypcu 6e3 mexnonoziti— BUTPAaTH pecypciB, HANPHUKIAA, EKOHOMIIO

. Pecypcu i3 mexnonoziamu qac 3aBASKM  aBTOMaTH3amii  IpoIeciB
pecypciB (S) P Y p ’

HampHUKIa[, IUTAHYBaHHA TIOCTaBOK  abo
00pOOKH 3aMOBJICHB.
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3pocTaHHA
npoaaxiB(GS)

GS=(IIpooasci nicais mexnono2i

Ipodaoici 0o mexuonoeii)/
Ilpoodaoici 0o mexuonoezii
%100

BinoOpaxkae mpupicT MpojaaxiB Micis
BIPOBA/DKCHHSI  IHTEPHET-MapKETHUHTY YU
SJIEKTPOHHHUX IIaTdGopM 30yTYy.

BysbKkocnenianizoBaHi IOKa3HUKH JUIsl IHTEpPHET-TEXHOJIO

T

CR
(Conversion Rate)

CR=(Kinvxicmo 0t (noxynok)/
Kinvxicmo siosioysauie catimy) x 100

BinoOpaxkae e(peKTHBHICTH I1HTEpHET-
pecypcy B IEpeTBOPEHHI BiiBiAyBauiB Ha
MTOKYTIIIIB.

CTR (Click-
Through Rate)

CTR=(Kinvxicmo xnixie/Kinvkic
mb nokasie) <100

Ominroe e(eKTUBHICTh pekjIaMH Ha
eIIEKTPOHHNX MAaHJaH4YWKaXx 1 B iHTEpPHET-

pecypcax.

Bounce Rate=(Kinvxicms 6i0sio

Ioxaznux . . Lo BusHauae  sKicTh ~ KOHTEHTY — Ta
. yeauis, sKi NOKUHYU catim nicis nepean | . - . )

BIIMOB (Bounce o X NS BIATIOBITHICTB calrty OYiKYBaHHSAM
Rate) A0y 00Hiei cmopinku)/3azanvha KinbKic N
mb 8iosidysauie 100 Y )

Yacmka inmepnem- .
. . . Busnauae 4acTKy IIPOJAXIB,
Yactka npooadxcie=(06cse npodasicie uepes in

IHTEpHET-NIPOJaXiB

mepnem/3azanbHutl 06cs12 NPOOANCia) X
100

3MIACHEHUX Yepe3 CJCKTPOHHI KaHAIM, Bif
3arajbHOTO 00CATY MPOJIAXIB.

BinsinyBani
CThb caity
(3aranpHuil Tpadik,
V)

V=3
Kinvkicmo ynixanvnux 6i0gioysa
yie Ha 006y

KinpkicTh yHIKaTbPHHX KOPHUCTYBAUiB,
SKi BIABIIYIOTH CalT KOMIIAHII MPOTATOM
BU3HAYCHOTO MEPioay.

Cepeniii
yac  mnepeOyBaHHs
Ha caiiti (AvgT)

AvgT= 3acanvuuii yac ycix ceciti
(cyma mpusarocmi 8cix 8i08i0y8aHb
caumy)/ 3aeanvHa  KiibKicmb  cecill
(8i06idy8ans catimy).

OrmiHroe 3ary4eHicTh KOPUCTYBAYiB 10
KOHTEHTY iHTepHET-Pecypcy KOMIIaHil.

KinbkicTb
MOBEPHEHb
KOpPHUCTYBayiB

Tosepnenua=(Kinvxicms nosmo
PpHUX 8i06i0y8auis/
3acanvua Kinvkicmo 8i0gioysauis) %100

OIiHIOE  JIOSUTBHICTE  KIJTIE€HTIB
EJIEKTPOHHOT'0 PECypCy KOMIaHii.

J0

CucrtemaTn30BaHi MOKa3HUKHA €()EKTUBHOCTI BIPOBAKEHHS 1HTEPHET-TEXHOJOTIH B

arpapHOMy CEKTOpl JEMOHCTPYIOTH TMOTEHIlal Jisi ONTHMI3aIlii BUTpPAT, IiIBUIICHHS
npUOYTKOBOCTI Ta MOKPAIEHHs YIPaBIIHCHKUX poleciB. B Tabnuii 3 HaBeAeHO ycepeaHeH1
NMOKa3HUKHU 3a koBTeHb 2024 poky mist TOII arpoxonauHriB YkpaiHu, J€ KUIbKICTh
BIJIBilyBauiB Ta 0OCAT MEPErVISHYTUX CTOPIHOK BKa3yIOTh Ha 3pOCTAalOuy pPOJIb IHTEpHET-
TexHoJjorii. PiBeHs opraniyHoro Tpadiky BKasye Ha iHTepec 3 OOKY 3BUYaiHMX KOPUCTYBayiB
Iarepner (puc.1).

Tabmmus 3. Iloka3HMKM BHKOPUCTAHHA IHTEPHET-TEXHOJIOTiH Ha
xopnoparuBHuX caiitiB 1iast TOII 3 Arpoxosaunris 3a xauumu SimilarWeb

Engagement

NPUKJIATI

® mhp.com.ua nibulon. com ® kel
101,949 50,910
N/A

N/A

00:08:27 00:04:37

20.29 5.10

Pages per visit

32.45% 41.17% 34.7%

Bounce rate

Page Views 2.068M 259,648 243,647

Deduplicated audience €Ty ain & i UPGRADE
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Channels overview
Oct 2024 Worldwide All traffic

& mhp.com.ua 101,949

0K nibulon.com 50,210

kernel.ua 62,517

. _ [ | - _ _
irect Referra Socia Organic searc Paid searc Display ads

Pucynox 1. [loicepena mpaghixy ons kopnopamusrux caumis oas TOIl 3 Aepoxonouneis
3a oanumu SimilarWeb

Buxopucranns inctpymeHTiB, Takux sk CRM-cucremn, SEO, KOHTEKCTHA pekiiamMa Ta
AQHATITUKA BEJMKUX JaHHX, CIIPHUSIE 3HIKEHHIO BUTPAT HA JIOTICTUKY, MAPKETUHT 1 MEPCOHA,
BOJHOYAC JIO3BOJISIIOYM  arpomignpueMcTBaM e(eKTHBHIIIE TIJIaHYBaTU [ISIBHICTH 1
ONEpPaTUBHO pearyBaTd Ha 3MiHM PHUHKY. EJEKTpoHHI MmiatopMu poO3MIMPIOIOTH KaHAIN
30yTy, 3a0e3meuyroud JOCTyH [0 IJIOOAIbHUX PHUHKIB 1 CKOPOYYIOUM 3aJ€KHICTh BiJ
MOCEPEHHKIB. 3aBASKM aBTOMATH3allii TPOLECIB Ta IHTEPAaKTUBHUM I1HCTPYMEHTaM
yhpaBiiHHS Oi3HEC MOKE€ €KOHOMHUTH Yac 1 pecypcH, OJHOYACHO MiABUIIYIOYH TOYHICTh
MPOTHO3IB Ta MPO30PICTh JIOTICTUYHKX Omepailid. TakuM YUHOM, KOMILIEKCHE BIIPOBAKECHHS
IHTEPHET-TEXHOJIOT1H (OpMy€e OCHOBY Il KOHKYPEHTOCHPOMOKHOCTI Ta CTAJIOTO PO3BUTKY
arpapHoOro CeKTOpYy.

BUCHOBKMU TA IIEPCIIEKTUBH ITIOJAJIBIINX JOCJIIKEHD

[HTepHET-TeXHOMNOTIi € BAXIMBUM I1HCTPYMEHTOM JUISl IiJBUIICHHS EKOHOMIYHOT
e(EeKTUBHOCTI arpapHOro cekropy. BrpoBamkeHHs HH(POBUX pillleHb CIpHsIE€ ONTUMI3aLl
BUTpAT, ITiIBUIIEHHIO MPOJTYKTUBHOCTI Ta PO3MIUPEHHIO PHHKOBHX MOXIIUBOCTECH arpapHUX
nignpuemcTB. [loganemii mocmimkeHHs OyayTh 30CEpeKeHI Ha i1HTerpaiii aHaTiTUYHUX
CHUCTEM 1 po3po011i peKkoMeHAalil 1J1d Malnux (epMepChbKUX TOCIOJapCTB.
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EKOHOMETPUYHHI AHAJII3 IU®POBOI'O MAPKETUHI'Y TA PEKJIAMU

AHotanig. CydacHMII MapKeTHHI Ta peKiamMa HeMOXIuBI  0e3
BUKOPUCTaHHS EKOHOMETPUYHHMX MeTodiB. I[IIBUIKHI pO3BUTOK TEXHOJIOTIH,
ocobnuBO B obnacti iHpopMmamiifHuX Ta KoMmyHikamiiaux Ttexnomoriii (IKT),
MPU3BIB JI0 MOSIBU HOBUX 1HCTPYMEHTIB Ta METOJIB 300py Ta aHaNi3y aHUX MPO
NOBEIIHKY croxwuBayiB. Lle, B CBOIO uepry, BiAKpHBa€E HOBI MOXKIIMBOCTI JUIS
onTuMizarii MapKETHUHTOBUX KaMIaH1i Ta [ ABUALIEHHS X
e(eKTUBHOCTI.MapKEeTHHTOBI TEXHOJIOTIi, Taki K IHTEPHET-MAPKETHHT, aHaNi3
JaHUX, COIllalbHI MeJia, CTald HEBII €MHOK YaCTUHOIO YCHIIIHOTO Oi3Hecy.
BoHu 103BONISIFOTH HE TIIBKK 30MpaTH Ta aHATI3yBaTH JIaHi, ajie i 3aCTOCOBYBATH
E€KOHOMETPHYHI MOJIEIN JJIsi TOKPAIIEHHS CTpPAaTeriii MapKeTHHTY, NMPUBEPTaHHS
HOBHX KIIIEHTIB Ta 30€peKeHHs iICHyI0oUnX. B cTaTTi 311lICHEHO eKOHOMETPHYHUIA
aHali3 pPUHKY pekiaMu B YKpaiHi, nocnimkeHo dactky BBII Big peknamu B
VYkpaini, 31iHCHEHO POTHO3 MaOyTHIX TEHACHIINA PO3BUTKY PUHKY pEKJIaMH B
VYkpaiHi, BU3HAYEHO KIIIOUOBiI (hakTOpH, 110 BIUIMBAaIOTH Ha 4dacTky BBII Bix
pexinaMu B YKpaiHi.

KuarouoBi ciaoBa: 1uppoBuil MapKeTHHI, peKiaMa, €KOHOMETpUYHE
MO/ICITFOBAHHSI.

CyuacHuii MapKeTHHT Ta peKJiaMa HEMOXJIMBI 0€3 BHKOPHCTaHHS €KOHOMETPHYHHUX
meroaiB. IlIBUAKWI pPO3BUTOK TEXHONOTIH, ocoOnmuBO B obmacti iHGopMmauiiHUX Ta
koMyHikaliitHux texHonoriil (IKT), mpu3BiB 10 MOSBU HOBUX IHCTPYMEHTIB Ta METO/IIB 300py
Ta aHali3y JaHUX MpO TMOBEAIHKY crnoxupadiB. lle, B cBOw uepry, BIIKpHUBa€e HOBI
MO>KJIMBOCTI JUIsl ONTUMI3allli MAapKETUHIOBUX KaMITaH1i Ta MiABUILEHHS X e(EeKTUBHOCTI.

MapkeTHHroBi TEXHOJIOTIi, Taki SK IHTEpHET-MapKEeTHUHI, aHali3 JaHUX, COLIAIbHI
MeJia, CTaJld HEBIJ €MHOI0 YacCTHHOIO YCHIIIHOTO Oi3Hecy. BOHM 103BONSIOTH HE TIIBKU
30upaTu Ta aHaNi3yBaTH JlaHi, ajie i 3aCTOCOBYBATH €KOHOMETPUYHI MOJIEINI JUIs TOKPAILIEHHS
CTpaTeriii MapKeTUHTY, IPUBEPTAHHS HOBUX KIJIIEHTIB Ta 30€pekKEHHS ICHYIOUUX.

IMocranoBka mnpodaemu. Ilocrae HEOOXiTHICTH 3aCTOCYBAaHHS EKOHOMETPHUYHUX
METO/IIB JUIsl BAMIPIOBaHHS €(PEeKTUBHOCTI pEKJIaMHHUX KaMIlaHii, ONTUMI3allii MapKETUHTOBUX
ButpaTr Ta migBuimieHHs ROI. Takox Oyzme nociifkeHO BIUIMB HHM(POBUX MapKETHHTOBHX
TEXHOJIOT1M Ha CMOKHUBYY MOBEAIHKY Ta IPUUHSTTS PIILIECHb.

JlocmiKeHHsl Ma€e BaXJIMBE MPAKTUYHE 3HAYECHHs, OCKUIBKU JO3BOJIUTH MiAMPUEMCTBAM
BUKOPHCTOBYBaTH E€KOHOMETPUYHI IHCTPYMEHTHU MJis JOCATHEHHS MAapKETUHTOBUX IJIeH 1
HiABUILEHHS KOHKYPEHTOCIIPOMOKHOCTI B YMOBAX M (PPOBOT €eKOHOMIKH.

AHaJi3 ocTaHHIX Joc/igxkeHb i myOJikauniii. BuBueHHsIM pekiaMu SIK €KOHOMIYHOT
KaTeropii 3aiiManucst Taki BiZioMi CBiTOBI BueHi Ta peknamictu: b. bepubax [1], b. 'apdinn
[3], A. Orinsi [2], Ta iH. [IpoTe gocaimkeHHs 3aiexHOCTeH y cepi LudpoBOro MapKkeTHHTY 3
BUKOPUCTaHHSAM €KOHOMETPUYHOI'O MOJIEITIOBAHHS MPOBOAMIOCH HA HEAOCTATHROMY PiBH.

Mera ny6aikaunii. MeTolo cTaTTl € IPOBEAEHHS KOMILJIEKCHOTO JOCIHIKEHHS PUHKY
pexiiamMu B YKpaiHi, HOro CTpyKTypH, TUHAMIKH PO3BUTKY Ta BIUIMBY Ha €KOHOMIKY KpaiHH.
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3aBISKM E€KOHOMETPUYHOMY aHalli3y Ta NPOTHO3YBAaHHIO TEHJAEHIIM PpO3BUTKY PpHUHKY,
IUTAHYETHhCSI BU3HAUUTH KITFOYOB1 (PakTOpH, 110 BILTMBAIOTh Ha yacTky BBII Bin pexiamu, Ta
pO3pooHUTH peKOMEH Al OO ii 301IbIIeHHS. B OCHOBI MapKETHHTOBHUX TEXHOJIOTIN JIEKUThH
i71ess TIOBHOI KEepOBAaHOCTI MapKETMHTOBUM MPOLECOM, HOT0 MPOEKTYBaHHS 1 MOKJIHMBICTh
aHaJi3y OUIAXOM TIOETAallHOTO BiITBOPEHHA. IHTEpHET-MAapKETHHI SK TapreTMBHOTO U
IHTEPaKTUBHOTO MApKETHUHTY TOBapiB 1 MOCIYT, 1110 BUKOPUCTOBYE IU(POBI TEXHOJOTII s
3ay4yeHHs MOTEHLIMHMX KIIE€HTIB 1 yTpUMaHHS iX K CHOXXKKMBayiB. BHU3HaueHO OCHOBHI
MapKETUHTOBI MPOIIECH, AKI Peai3ylOThCs 32 JOMOMOT0I0 TEXHOJIOTiH [HTepHeT-MapKeTHHTY,
JI0 SIKMX Hajie)KaTh MapKETHHTOBI JOCIHI/DKEHHS B IHTepHETI, MapKETHMHIOBI KOMYHIKaIlli B
Inrepueri Ta mpocyBaHHs 1 30yT mpoaykuii yepe3 InTepHer. BucraBku Ta spmapku Oynu
MEPIIUM €TarioM B PO3BUTKY MAapKETHHTY, TPUBaB BiH 10 cepeArHH 20-T0 CTONITTS, BOHU B
CBOIO yepry Oy/lM OCHOBHMMHM MailaHYMKaMU JJIsl IPOJAKy TOBApiB Ta MOCIYT HAa TOW dYac.
YYyacHUKHM BHUCTAaBKOBOTO OI3HECY 3aJIyJaJIUCS JO Y4acTl IUIIXOM ITyOJIIYHOTO OTOJIOIICHHS,
1HOJII yepe3 pelniriiiHi Ta KyJbTypHI 3aX0JH. 3 4acoM peKiiaMa 3’SBHUJIach y TPOMaJCEKOMY
TPAHCIIOPTI Ta peKiIaMHuX ImuTax. [lapaneabHo 3 pO3BUTKOM PEKJIaMU BUHUKIIU U PEKIaAMHUX
muTtax. [lapamenbHO 3 PO3BUTKOM pPEKJIAMH BHHUKIM 1 TIEpIIl HPUKIAId MacOBOTO
BUPOOHUITBA Ta MapkeTHHTY. Y 1930-x pokax 3'sBuimcs nepiui KoH(epeHIl 3 MapKeTUHTY
Ta npodeciitHi acomiarii, Taki sk American Marketing Association (BaXJIUBUI pecypc, IO
HaJa€ BIANOBITHY MapKETHHTOBY iH(pOpMaIlilo, 10 SKOI IIOJHS 3BEpPTAIOTHCSA JOCBIIYECHI
MapKeTOJIOTH), PO3MOYaIN CBOIO AisIbHICTH. Lle cnpusiino QopMyBaHHIO MapKETHHTY SIK
Hayku [1]. ¥V 50-x Ta 60-x pokax cranu BaxkauBumu konuernuii "4P mapkerunry" (Product —
toBap: Price — Bapricth: Place — micme: Promotion - peknama), siki 3poOHMIM aKUIEHT Ha
crokuBayiB 1 ixHi motpeOu. Ll opieHTanis Ha cHoXXMBaya cTaja OCHOBOIO Cy4acCHOTO
mapketunry. Ilix wac 70-90-x poOKiB TICHUXOJIOTiI aKTHBHO BHKOPHCTOBYBalIach
MapKeTOJIoraMH JJisi OLIBIIOr0 BIUIMBY Ha KIHIIEBUX CIIOXKHMBAYiB, CTBOPUBIIYU TaKi METOJIU K
(doKyc-TpynH Ta IHTEPB 10 3a JIOMOMOTOIO SIKUX CTajo JIETIIE Ta Kpalle po3yMiTH OakaHHS Ta
noTpeOu KIEHTIB. 3’SIBUBCS TaKOX NPSIMUN MapKeTHHT, BiH 0a3yBaBCsl Ha MEpCOHAI3aLIl 10
KOXKHOI'O CIOXHBadya oOkpeMmo. II’daTtuif, ocTaHHIM eTam y pO3BUTKY MapKETHHTOBUX
TEXHOJIOTIH Akui po3nodascs me y 2000-X pokax 1 TpUBA€E A0 ChOTOJIEHHS, BUKOPUCTOBYE
nu(poBl TEXHOJOrIT 17 MapKeTUHroBux Iuied Taki sfk: SEO — onrumizamis caity y
MOIIYKOBUX cucTeMax; SMM — comianbHuii Memia MapkeTtunr; SMO — ontumizariis ams
coumianbHux Mepex; RTB — topru B peanbHomy waci; SEM — MapkeTHHI B MOLIYKOBHUX
cuctemax; E-mail-mapketunr: Pekiama yepes enekrponny nomry. Big Data: AHaii3 BelnuKux
JaHUX Ui OPUMHATTA pimleHb B Oi3Heci. ['OJIOBHMM NpPOpPHBOM OCTaHHIX POKIB CTaB
IITYYHUH 1HTEJEKT, 3a JOIOMOIrOI0 SKOTO BEJIMKI KOPHOpalii aBTOMATU3YIOTh MPOEKTH, IO
poOuTh Oi3HEeC e(eKTHBHIIIE HUIAXOM €KOHOMIii dacy. Tako OOMyCTHUMICTh HNOMMJIOK B
MapKETUHTOBUX TMpolecax 3HWXKYETbcAd 10 HyJs, ockiipku III mae wnHabGararto Oinbiry
TOYHICT, HIK moauHa [3]. CywacHl METIOJIOTIT PpO3TISJAloTh JEKIJIbKa KII0OUYOBUX
METO/OJIOTIYHUX AacleKTiB (OpMyBaHHS MapKETHHIOBOi TEXHOJOTril. 30Kpema, pO3TJsSHYTI
noKa3HUKH peHTabenbHOocT! iHBecTulii (ROI), nosiuna uinHicTs KiieHTa (LTV), miHa 3a Kitik
(CPC) Ta Bapricts 3a kiik (CPL). ROI BusHauae edextuBHicTh iHnBectullid, LTV mo3Bonse
MPOrHO3YBaTH 4YHCTUN mpubOyToK Bin KiieHTa, CPC BuMiproe BapTicTh KJiKa Ha pekjiaMy, a
CPL Bka3ye Ha BHUTpaTH 3a KOXKEH NOTCHIIWHUN KiieHT. Ll MOKa3HWKH 10TOMararoTh
KOMIIaHISIM OIIIHIOBAaTH Ta OMNTUMI3YBaTH €(QEKTHBHICTb CBOiX MapKETHMHIOBHX CTpaTerii,
3a0e3medyroun OUTBII TOYHE YNpPaBIiHHS pecypcamu Ta OrojpkeroM. JliHiliHa perpecis €
OJTHUM 3 HANTNOMYJSIPHIIIMX METOAIB €KOHOMETPHYHOTO aHali3y, KW BHKOPHCTOBYETHCS
JUTSL BU3HAUEHHS 3B 513Ky MiXK 3aJIe)KHOI0 3MIHHOIO Ta OJIHI€I0 a00 JeKiIbkoMa He3aJIeKHUMHU
3MiHHUMH. Ochb JIeKUJIbKa MPUKJIAAIB, SIK JiHINHA perpecis Moxe OyTH 3acTocoBaHa y cdepi
mudpoBoro MapketuHry: IIporHo3yBaHHS TNpOJaXiB € KIIOYOBUM  €JIEMEHTOM Yy
CTpaTeriyHOMy IIIaHyBaHHI IU(PpoBoro MapkeTtuHry. lle He TinpbKH 103BOJSE KOMMAHISIM

33



XU Misicnapoona naykogo-npaxmuuna Kongepenyis XII International scientific conference

"Inobaneri ma pezionanvbhi npobnemu inopmamusayii 8 cycninecmei i "Global and Regional problems of Informatization in Society
npupoooxkopucmysarni '2024", 21-22 aucmonada 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYbIll Vkpainu, Kuig NULES of Ukrainge, Kyiv

BU3HAYUTU MOTEHIIHI /J0XOAM Ta OIIHUTH e(EeKTUBHICTh PEKIAMHHMX KaMIaHii, ane ¥
JIoTIOMarae yrpasJiHHIO pecypcaMu Ta onTuMizarii 0romkeTiB. Och JOKIIAIHIIIE TIPO MPOIIEC
IPOTHO3YBaHHS NMpOJaxiB: 30ip HaHUX Ta aHANi3 MUHYIMX TpeHMiB: Ilepmum KpokoM € 30ip
ICTOPMYHUX JaHUX Mpo npoaaxi. lle MokyTh OyTH JaHi MpO IIOACHHI, IIOTHXHEBI, MICSIYHI
abo piuHi mponmaxi. AHaNi3yloud Wi JaHi, MOXHAa BHSBHUTH MAaTEpPHU Ta TPEHIH, SKI
BIUTMBAIOTh HA MIPOJIAXKi, TaKi K CE30HHICTh, EKOHOMIYHI UK, 200 3MIHU B CITOKMBAIIbKUX
nepeBarax. BUKopHCTaHHS CTaTUCTMYHMX METOAIB: J[jsi MpOrHo3yBaHHs NMPOJaKiB MOKHA
3aCTOCYBATH PI3HOMAHITHI CTATUCTHUYHI METO/IM, BKIIFOUAIOYH JIHIHHY perpecito, 4acoBi psaH,
a Takok Oumbm ckiaagHi mogmeni, sk-oT ARIMA (aBToperpeciiiHi 1HTErpoBaHi MoOJENi
KOB3HOTO cepenHboro). Lli mMeroau [M03BOJNSIOTH BpaxyBaTH HE TUIBKM TPSMHIA BIUTUB
MapKEeTUHTOBUX 3YCWJIb Ha MPOJaXi, ajge W iHmI (GakTopH, sIKi MOXKYTh BIIMBATH HA TIOIIHT
[4]. Po3poOka mporno3nux mozeneii: Ha ocHOBI 3i0paHuxX OaHMX Ta BUOpAaHUX METOMIB
PO3po0IstOThCS TPOorHO3H1 Mojeni. LI Moaen MoxyTh OyTH TIpocTUMH (OAHO(PAKTOPHUMHU )
abo OaraTto(akTOpHUMH, /€ BPAaXOBYIOTbCS Di3HI HE3aJeXKHI 3MiHHI, Taki SK BUTPaTH Ha
peKiamy, KiJbKicTh KIIiKiB, BeO-Tpadik, TOIIIO.

[lepeBipka Ta Bamigamis mopeni: Ilepen TuM, SK BHKOPHCTOBYBAaTH MOJENb JUIS
MPOrHO3YBaHHSI MalOyTHIX MPOJaXiB, BAXKJIMBO MEPEBIPUTH ii TOYHICTH Ta BaiiAHICTh. Lle
MOXKHa 3pOOWTH, TIOPIBHIOIOYM IPOTHO3M MOJIENI 3 pEaJbHUMHU JTaHUMHU 32 TIONepenHi
MepioJIn.

Apanranisi Ta KopuryBaHHs crparerii: [IporHo3yBaHHS NpOAaxiB HE € OAHOPAa30BUM
3aBlaHHsAM. BOHO BHMarae mocCTiHOI ajamTailii Ta KOPUTYBaHHS BIANOBIAHO 1O 3MiH Yy
PUHKOBHX YMOBaX, CIIOXKHBAIIBKHX TepeBarax Ta e(peKTHBHOCTI MApKETHHTOBHX KaMITaHiH.

BukopuctanHs  nOporHo3iB  JuIsi  HOpUHHATTS — pimieHb:  OCTaTOYHOI — METOMO
IPOTHO3YBaHHS MPOJIAXKIB € JOMTOMOTa y MIPUIHATTI 00TpyHTOBaHUX Oi3Hec-pimeHb. Lle moxe
BKIJIIOUATH IUUIaHYBaHHS OFOJDKETIB, ONTHUMI3AIlil0 pEKJIaMHUX KaMIMaHii, yIpaBliHHA
3armacaMu, Ta 1HIII acreKkTu O13Hecy. AHalll3 YacOBUX PAIIB JOCIIIKYE aH1, 110 3MIHIOIOThHCS
3 4acoM, BUSBJISIFOUM TPEHIHM Ta CE30HHICTb, TOJI SK JIiHIN{HA perpecis BCTAHOBIIOE JiHIMHI
3B’SI3KM MDK 3MIHHMMHU Ul T[IPOTHO3YBAaHHS 3HaueHb. BuOip MDK HUMH 3aJ€KUTh BIJ
KOHTEKCTY: aHalli3 4acOBUX PAMIB KpallMi Ais JaHUX, L0 MalTh YacoBY CTPYKTYpy, a
JiHINAHA perpecis — JUIsl BUSHAYEHHS BIUIMBY OJHMX 3MIHHMX Ha 1HII. PerpeciiiHuii anami3
— 1I€ PO3JLT MaTeMaTUYHOI CTATUCTHKH, SIKUH JOCHIJKY€E 3aJI€KHICTh O/IHI€1 BETUYMHU BiJl
iHmoi. Ha BigMiHY BiA KOpENsUIHHOTO aHali3dy, perpeciiHuil aHaii3 He JIUIIEe BUSBISAE
3B’A30K MK 3MIHHMMH, aje W 3aliMaeTbCs MOLIYKOM MOJIENI LbOTO 3B’SI3KY, BUPAXKEHOI Y
¢yHKIIT perpecii. AHaii3 MoKa3aB, 110 WMOBIPHICTh KoedilieHTa MpH 3MiHHIA "/[pykoBaHi
3MI" nopiBHtoBatH O cTaHOBUTH >1%, 1m0 He mepeBullye NpuilHATHUN piBeHb 10%, ane
BCEOJIHO MOro JoBeneThcsi NpuOpaTu, B KUTTI JApykoBaHi 3MI Bxke He € Takumu
nonyasipHuMu.  OTpuMaHi pe3y/ibTaTH BIANOBIAAIOTH BCIM 3a3/aleriib BHU3HAYEHUM
KPUTEPISIM TPUHAHATTS, TOMY MOJENh BBAKAETHCS MPHUUHATHOI JUIsI BUKOPHUCTAHHSL
ExoHoMeTpHuHa MO/IEb MA€E BUTIISA;

v = —25734855623,55 + 59,53x; — 113,44x, + 155,18x, + 1645,80x; @

Je x1 - OHnaifH-pexiama, Xo- TenebaueHus, x4 — Pagio, Xs - 30BHIIIHS pekiama.

OT1xe, poOMMO BHUCHOBKH IpO Te, [0 Ipu 30utbiieHH! X1 Ha 100 oauHMLb, 1S cyma
3pocte Ha 5953. Tomy mpu 30inbmieHi oHnaiiH pekiamu Ha 100 omunie 3pocte BBII B
cepenHboMy Ha 5953 mpu cranux 3HAYCHHSX TeneOaueHHs, paaio Ta 30BHINIHBOI PEKIaMHU.
SAxmro x2 30inpmuThes Ha 100 To 1159 cyma 3MeHmuThes Ha 11344 mupa. rpH., To0TO Ha 11344
MIpa. TpH.. ToMmy mipu 301bIIeH] pekyiaMu BUaAUIeHOT Ha TenebaueHHs Ha 100 onuuanp BBII
CKOpOTUTBCS B cepeiHboMy Ha 11344 wupa. TpH.  1[pH CTaIMX 3HAYEHHSIX paaio Ta
30BHINIHBOT peksiaMu. SIKIo X4 301umbmuThest Ha 100 To 111 cyma 3pocte Ha 15518, ToO6TO Ha
15518 mupa. rpH. ToMy npu 30iibleH] BUALICHHS KOIITIB Ha panxio Ha 100 oguHub 3pocTe
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BBII B cepennbomy Ha 15518 npu cranux 3HaYSHHSX pajio Ta 30BHINIHBOI pekiIamu. SIKIIo
x5 30ubmuThCsd Ha 100 To 111 cyma 3pocte Ha 164580 mupa. rpH. Tomy mpu 30iibIIeH]
BUJIUUICHHST KOIITIB HA 30BHIMHIO pexiamy Ha 100 ogunmb 3pocte BBII B cepennpomy Ha
164580 mupa. rpH.

[ToOymoBaHna MoJienb MPOJIEMOHCTPYBaJIa BUHATKOBY siKicTh. KoedilieHT nerepminamii
(R2) 0,98 cBiguuth mpo Te, mo 98% 3MiH I[iHM PEKJIaMH TOSCHIOETHCS HE3aICHKHUMU
3MIHHUMH. MoJielb € CTaTUCTUYHO 3HAYyHIol0 3 MMOBIpHICTIO 99%, 110 MiATBEpIKYETHCS
HaJ3BUYaiiHO MayiuM 3HaueHHsM F-tecty (1,26327E-23). P-3HaueHHs Bcix Koe(illieHTIB
moaeni menmre 0,01, mo 3 iWmoBipHICTIO 99% rapaHTye iX BIAMIHHICTD BiJ 0 Ta CBITYUTH PO
CTAaTHCTUYHO 3HAYMMHI BILTUB BCIX He3anekHux 3MiHHMX Ha BBII Ykpainu. BignosigHo 1o
MOJIeNII MOXeMO 3poOuTu mporHo3 Ha 2025 pik momo ckopodyeHHs BBIT B 2025 p. i
cranoButume 103285175519,68 rpH.
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IIJITOTOBKA JAHMX I IUTYYHUWI IHTEJIEKT Y PO3POBLII IT-PILIEHb JJIS
YIIPABJIIHCHbKUX ITPOLIECIB

AHoTaunis. Po3rimsmaroTees KITF0UOBi acekTH po3poOku IT-pimieHp Ha OCHOBI IITYYHOTO
IHTETEKTY U yIOCKOHAJICHHs YIPaBIiHCHKHUX MpOIeciB B Oi3Heci, ocBiTi Ta Haymi. [Ipu mpomy
TOJIOBHE MICIe IOCIaloTh NMPOOJeMU MiATOTOBKU JIaHWX, BHKOPUCTOBYIOUM DIi3HI IX THIH Ta
Jokepena iHdopmarrii. SKicTh, HEYMEPEPKEHICTh Ta MOBHOTA JaHUX BU3HAYAIOTH JOIUIBHICTH i
TOYHICTh MOJIEJICH MAIIMHHOTO Ta TIIMOOKOTO HaBUYaHHS, a TaKOXK €(EeKTHUBHICTh YIPaBIiHCHKUX
pimens. [ToTenmian ycninuoi peasnizauii Mojeneil mojsirae Takox B 00poOLi JaHUX, e 0COOINBO
BiJI3HAYAETHCS POJIb JIFOTUHH.

Kunrouosi coBa: skicTh naHux; 00poOka TaHWX, MAIIMHHE HABYAHHSI, IITYYHHH 1HTCJICKT,
IT-pimenHs.

1.BCTYII

[TocranoBka mpobiieMu. B ymoBax cTpiMKOro 3pocTaHHs 0OCATIB AaHUX 1 MiJBUIICHHS
CKJIaTHOCT] YIpaBIiHCHKUX 3aBJaHb y Oi3HECI, OCBITI Ta HayIll 3pocTae MoTpeda y CTBOpEHHI
epextuBHux [T-pimeHp 3 BUKOpUcTaHHSAM 1mTyyHoro iHtenekty (III). BaxmuBum €
BUSIBIICHHS ICHYFOUMX B3a€MO3B’5I3KiB, 3aKOHOMIPHOCTEH, TCH/ICHIIIN 1 1T1a0IOHIB IMOBEAIHKH,
mo 3a0e3nedyeTbcss MalIMHHUM HaB4yaHHAM (MH), BKiIrodarouM HpPOTHO3HY aHANITHKY Ta
rmboke HaBuanHa (I'H) [1]. Jlns anmexkBatHOi peakimii Ha curHamu [T-pimeHHsT Moxe
BKJIIOYATH: KCIEPTHI CUCTEMH, TEXHOJIOTI{ IUIaHyBaHHS Ta CKJIaJaHHsS rpadikiB, alrOpUTMHU
ONTHUMI3alii, MeToIu OOpOOKM MPHUPOAHOT MOBU JUIsI PO3YMIHHS JIIOJICBKOI MOBHM Ta
(bopMyBaHHS BIANOBIAEH, TEXHOJIOTI] IEPETBOPEHHS ayAio B TEKCT 1 HABMAKU, KOMIT FOTEPHUIN
3ip (K3) nns ananizy 300paxenb. Tomy, po3poOka IT-pimens 3 Bukopuctanusam LI 3aans
YJIOCKOHAJIEHHS YNPaBJIIHCBKUX MPOLECIB 1 MOKpAlleHHs pPe3yJbTaTiB IisUIbHOCTI BHMarae
OTPUMAaHHS, HEPIAKO B PEXKHUMI PEAIbHOTO Yacy, AKICHUX JaHUX B JOCTaTHHOMY OOCS3I.

AHaii3 ocTaHHIX JOCHiKeHb 1 myOumikariil. [IuTaHHS MATOTOBKHM SAKICHUX JaHUX
npUTaMaHHI 0aratboM po3auiaM aHamiTHKM Ta MH: mepeBipsieTbcs BIANOBIAHICTh JaHUX
BU3HAUEHIN yNpaBIiHCHKIN Mpoliemi 1/abo MeTi JOCTIIKEHHS; OI[IHIOEThCS, HACKITBKU BOHU
€ TTIOBHUMH, TIOCJIIJIOBHUMH, BUIbHUMU BiJl JyOTIOBaHHS, TOUHUMU T4 CBOEYACHUMHM JIJIS ITI€T
MeTH [2]. 3anexHO BiA 3aBAAaHHSA M aJrOopuTMy HaBUaHHS Ui pO3POOKH Mojenedl Moke
3HQIOOMTHUCH PI3HI 32 o0cArom maHi. Bix skocTi, HEyNmepePKEHOCTI Ta TTOBHOTH ITUX JaHUX
3aJIKHUTh JTOUUIBHICTD 1 TOUYHICTh aHATITUYHUX MpoLenyp, nependoayenux IT-pimennsm [3].

B3zarauni, 111 noainstoTbea Ha ABa HanpsMu: reHepatuBHuit LI, sxuil ctBoproe HOBHIA
KOHTeHT, 1 mnporHo3uuid UII, sxuil chopsMoBaHMii Ha BHABICHHS IPUXOBAHUX
3aKOHOMIPHOCTEH, OTpUMaHHSI HOBUX 3HaHb Ta IepeadadeHHs ManOyTHix momii [4]. Tomy,
BMiHHS (axiBIiB oprasizyBaTH 30ip, MIATOTOBKY H 30epiraHHs SKICHUX JaHUX pPi3HOTO
dopMaTy € TOJOBHOIO NepeaymMoBoi0 10 3actocyBaHHs LI y BupimeHHI yrnpaBliHCBKUX
3aBJaHb. Jl0 TOro * JIIOJCHKUN JOCBIJ BIJIrpa€ BEJIHKY POJb y JOOIPALIOBAHHI KOHTEHTY,
IHTeprpeTanii pe3yabTaTiB, MIATPUMII MPUHHATTA pIlIeHb, PO3MITLI O00’€KTIB Ha
300pakeHHsX, 3a0€3MeYeHH] €THYHOTO 3aCTOCYBAHHS TEXHOJIOT1H TOLIO.

Merta nmy6mnikamii. L{st craTTs npucBsiueHa po3risly KIIOYOBUX acnekTiB po3poOku IT-
pIlIEHHs JUIsl BUPIIIEHHS YNPaBIIHCHKUX 3aBJaHb B Ol13HeCl, OCBITI Ta Haylll Ha OCHOBI
TEXHOJIOT1H IITYYHOTO IHTEJIEKTY 3 aKIIEHTOM Ha MPOOJIEMH MiITOTOBKH JaHUX.
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2. PE3YJIBTATH TA OBI'OBOPEHHS
[Tpu BripoBamkeni IT-pileHHs B yrpaBliHCHKUI MPOLIEC BAPTO BPAXOBYBATH )KUTTEBHIA
IIMKJI PO3POOKH TAKOTO PIillIEHHS, SIKUH CKIaJae€ThCs 3 HACTYITHUX €TalliB:

1. OtpumaHHA JaHUX 3 PI3HHUX JDKepen, Takux sk 0asu manux (SQL, NoSQL),
daiimu, API, natyuku i iHII1, B p&KUMI peaIbHOTO Yacy a0o IMaKeTHO.
2. [Tonepennss 0oOpoOka MaHMX, IIO BKJIIOYAE OYMINCHHS JTaHUX B IIyMy W

aHOMautiid, (iNbTpalilo, 3aOBHEHHS MPOIYCKiB, 0OpOOKY BHKHJIB, IEPETBOPEHHS MAaCHUBIB
JaHHUX 110 (opMaTy, MPUAATHOTO JJIS IOAAIIBIIIOTO MOJICITFOBAHHSI.

3. MogentoBanHss Ta NporHo3yBaHHs. Ha wnpomy erami BigOuparoTbcs Ta
CTBOPIOIOTHCSI HOBI MPETUKTOPH (O3HAKH), IMPOBOAUTHCS MaciuTaOyBaHHS iX 3HAa4YCHb
(IUIAXOM 3aCTOCYBaHHS METOJIB HOpMalli3allii Ta CTaHJapTH3allil), 3MIHCHIOETHCS HAaBYAHHS
MOJIeJIi Ha OCHOBI OOpaHMX aiaropuTMiB ML, OTpUMYIOTBCS TPOTHO3W 1 IEPEBIPSETHCA
TOYHICTb.

4, POST-00pobka, crpsiMoBaHa Ha BJOCKOHAJIIEHHS PE3yJbTaTiB MOJENI 3aJUisd
NEPEeTBOPEHHS iX Ha MpakTH4HI eQeKTHBHI pimeHHd. lle Mo)ke BKIIIOYATH IEpeBipKy Ha
aJIeKBaTHICTh, Bi3yalli3allifo, MOSCHEHHS Ta TpaHcPOpMAIlil0 BUXIAHUX [aHUX MOJENl y
dopmar, 3po3ymMisuii KiHIIEBOMY KOPUCTYBady.

5. [TpuitasaTTa 1 peamizauii pilieHb B pealibHOMY Haci abo 3 MiHIMalbHOIO
3aTPUMKOIO.
6. OTpuMaHHS 3BOPOTHOTO 3B'A3KYy BiJl KOPHCTYBayiB Ta MOHITOPUHT

IOPOJAYKTHBHOCTI MOJENi B pealbHUX yMoBax. Lle mJ03BOisie BHOCHTH KOPEKTHBH,
HOKpAIlyBaTH MOJIEJIb Ta afaNTyBaTu ii 10 3MiH y JaHHX.

Lleit nuka € iTepaTUBHUM 1 TIOBTOPIOETHCS HE TUIBKA J0 MOMEHTY BIIPOBAJKCHHS
pillIeHHs B IPOMMCIIOBY €KCILIyaTallifo, a i MpOTAroM BCbOro Iepiony oro icHyBaHHs. Lle
3YMOBJICHO THM, IO BCI MOJENI 3 4YacoM JerpaaytoTb. KoxkeH eram KXHUTTEBOTO IHKITY
HiATPUMYETHCS IUPOKUM CIIEKTPOM 1HCTPYMEHTIB Ta TEXHOJIOT1H, BKIIOYAIOUH:

* cxoBua ganux: Qaitim, SQL DB, NoSQL DB;

» MoBU TiporpamyBanHs: Python, R, Julia, Scala, Java;

* 0i0miotekn 00poOku ganux i ML: Pandas, NumPy, Matplotlib, Scikit-learn,
TensorFlow, Keras, H20, PyTorch, YOLO, LightGBM,;

* IDEs: Google Colab, Jupyter Notebook, VS Code, PyCharm, R-Studio;

* ML mnardopmu: AWS SageMaker, Google Cloud Al, Azure ML Studio, IBM Watson.

BuOip KOHKpeTHMX IHCTPYMEHTIB 3aJIEKUTh B1Jl CKJIAIHOCTI 3a/1ayi, oOCATY 1 SIKOCTI
JAHUX, HAsABHUX pECypciB Ta BHMOT JO TMPOAYKTUBHOCTI. [l HaBYalbHUX Ta
eKCIIepUMEHTAIbHUX IIIJIeH 4YacTo JOCTaTHHO BUKOPUCTAHHS OE3KOIITOBHHUX XMapHUX
cepenoBuill, Takux sk Google Colaboratory, 3 Moo mnporpamyBaHHs Python Tta
B1IMOB1THUMH O1010TeKaMu 00poOku manux 1 MH.

Tak, po3rinsHeMO NpukiIaja 3actrocyBanHs MH ans BupimeHHs 3a7adi MPOrHO3yBaHHS
HaJ0iB KOPiB. B SKOCTI BX1IHUX JTaHUX BHUKOPUCTOBYBAJHUCH TAOJIMYHI JaHl MPO KOHTPOJIbHI
Ha/101 KOpiB Ta iX JIaKTallil0, OTpUMaHi 3 GepMH, a TAKOX JaHi MPo TeMIepaTypHO-BOJIOTICTHI
YMOBHU Big MeTeocnyxOu. 3amada Oyna copmynboBaHa sk 3amada perpecii. B mporeci
HiATOTOBKM  JaHUX Oyno TOOYZOBAaHO XpOHOJOTIUHUHM paradpeiiM, BH3HAYEHO Ta
3T€HEpPOBAaHO JI0JaTKOB1 MPEAUKTOpPH, 3rPYNOBaHI 3a YOTHUpMa cueHapismu. Jlis
MOJICNIIOBaHHSI OyJaM BUKOPUCTAHI alTOPUTMH JIiHIKHHOI perpecii Ta BUIAIKOBOIO JICY 3
616miotexn Scikit-learn, a Takox anroputm rpaaientHoro Oycrtunry LightGBM. Haiikpamii
pe3ynbratu 3a MeTpukamu TouHocTi (R2, MAE ta MAPE) Gynu nocaruyTi 3 BUKOPUCTaHHIM
came LightGBM. [ns iaTepnperaiii pe3yabTaTiB MoOJEIl Ta BU3HAYCHHS HANWOUIBII
BOXJIUBUX MpeauKTOpiB Oyna BukopucraHa Oibmioreka SHAP. IlorteHuian oTpumanHs
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JOCTaTHbO BHCOKOI TOYHOCTI OyB 3akimajeHuid came y oOpoOui JaHMX 1 BH3HAYCHHI
JOJTATKOBUX MPEAUKTOPIB.

Bapro 3a3naunth, mo IT-apxitektypa pileHHs MOXe mependadaT nepeaady AaHuX 3
JIOKQJIbHUX CEPBEPIB y XMapHE CEpeIOBUILE, HANPUKIIAI, 3 BUKOPUCTAHHAM MaTdopmu MS
Azure. JlaHHI TOTPAIUISIIOTH 10 KOHTEHHepY 3 Mojeuio MH, miaroroBieHo0, HapUKIad, 3a
noniomororo Azure ML Studio. Pe3ymbratm mMopeni MOXXYTh BHUBOJUTHCS Ha JIamOOpIu
(PowerBI), sixi qocTymnH1 3a1iTHOMY B TIPOIIEC MPUUHSTTSI PIIICHHS ITEPCOHAITY.

s BupileHHs HU3KU 3aBaaHb cy4acHi IT-pimenns mawooTte Bonomitu QyHkuiero K3,
IO JI03BOJISIE aHANI3yBaTH 300pa)keHHs Ta Bifeo. [IpoTe KI0YOBOIO YMOBOIO AJIsi CTBOPEHHS
TaKUX PIIICHb € y4acTb JIIOJUHHM, fKa 3a0e3redye HaBUaHHS CHCTEMH IIJISIXOM MapKyBaHHS
nmanux. Ilpomec mapkyBaHHS mepeabOadae pydyHe a0oO HamiBaBTOMAaTHUYHE BU3HAYECHHS Ta
NO3HAYCHH 00 €KTIB Ha 300pa)KCHHAX, 1[0 BUKOPHCTOBYEThCA Uil HaBYaHHA Monenen ['H.
MapkyBaHHS € KPUTUYHO BaKJIMBUM eTarnoM He juiue i K3, ane i uis 1HIIUX HanpsMiB
I, Takux sK: po3mi3HABaHHS MOBH, aHANII3y €MOIii, poOOTOTEXHIKH, aHANI3y MOBEIIHKH
KIIIEHTIB, KaTeropisalii MpoAyKTiB, BUSBICHHS IIaxpaiicTBa. MapkyBaHHs 3aiiMae OJIM3bKO
80% wdacy pobGotm po3poOHUKiIB. TOMy MONUT Ha IMOCIYTHM MapKyBaHHS JaHUX CTPIMKO
3pocTae, 1 € TOCTIHHOIW TOoTpebor g OaraThoX KoMmmIaHiii 1 opraxizanid. Oxpim
MapKyBaHHsI, BAXJINBUM aCTIEKTOM ITiIBUIIICHHSI TOYHOCTI MOJIETICH PO3Ii3HaBaHHS 00’ €KTIB €
ayrMeHTaris 300paxkeHb. Ll TexHika m03BoJsie€ 30UIBIIMTUA OOCAT JAHUX JUIsl HABYAHHS
IUISXOM BHECEHHS 3MiH J0 ICHYIOUMX 300pakeHb, HANPHUKIIAZ, 4depe3 oOepTaHHs, 3MiHY
SACKpaBOCTi, MacIITa0yBaHHs 4M iHII TpaHcopmarllii. AyrMeHTalis CHOpUs€E IMiJABUILECHHIO
CTIMKOCTI MOJeNiell 10 BapiaTMBHOCTI BXIHUX JAHHX, II0 OCOOJIMBO aKTyallbHO IS CUCTEM
K3.

3. BUCHOBKMU TA NEPCIIEKTUBHU NOJAJBIIUX JOCJJIIIKEHb

OTtxe, po3poOka Ta BrnpoBakeHHs [T-pilieHb B ynpaBiiHCBHKI Ipolecu B Oi3Heci, a
TaKOX B HaBYallbHI Ta HAyKOBI MPOILIECH BiJIKPMBAa€ HOBI MOKJIMBOCTI MO0 TMOKpPAIEHHS
pe3yabTaTIB IsUIBHOCTI, ajie MOTPeOye peTesIbHOI pOOOTH 3 TaHUMH 3 TOUKH 30Dy iX SKOCTI Ta
HEYIEepeIKEHOCTI, CTBOPEHHS 1H(MOPMATUBHMX O3HAK, MapKyBaHHS JAaHUX 1 ayrMeHTallil
300pakeHb, a TaKoX BUOOPY BIAMOBIIHUX IHCTPYMEHTIB 1 TEXHOJIOTIH, 1, BpPELITI-perlT,
BpaxyBaHHS €TUYHHX aCIIEKTIB.
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MIAXO0 A1 10 MOAEJTIOBAHHSA TA ITPOI'HO3YBAHHA BUPOGHULITBA MOJIOKA
B YKPAIHI B YMOBAX BUKJIUKIB

AHoTauiss. MosienoBaHHS Ta MPOTHO3yBaHHS BUPOOHHUIITBA MOJIOKA B YKpaiHi B CyJaCHHX YMOBaXx, KOJIA
JI0 30BHIMIHIX Ta BHYTPIIIHIX, BXXE 3BHUYHUX, BUKJIHKIB HomaBcs (pakTop BIMCHKOBHX Mii, MO JOAATKOBO
MI/BUIIy€ PHU3UKH arpapHOTO CEKTOpPY, 30KpeMa TBApUHHUIITBA 1, Y 3B 53Ky 3 IIMM, BUPOOHHIITBA MOJIOKA, CTa€
HaJ3BUYAHO aKTyalbHMM. BHBYEHHS PHHKOBHX TpPEHJIB 32 JIOIIOMOTOI0 EKOHOMETPUYHUX MOjeNlel €
BO)XJIMBOIO YAaCTHHOIO HAYKOBHX JOCIIJKEHb, OCKIUIBKH JIOIIOMAarae mnependoayuTd MailOyTHI KOJIMBaHHA Ha
MOJIOYHOMY PHHKY, a BiJIIOBiTHO, (DePMEPCHKUM T'OCIIOAAPCTBAM Ta MEPEPOOHUM MMIANPHEMCTBAM 1 KOMIAHISIM
MPUCTOCOBYBATUCST 10 HOBHMX DPHUHKOBUX YMOB, BJOCKOHAIIIOBaTH CBOI CTparerii, MpUAMAaTH BUBaKEHI Ta
e(eKTHBHI YIPaBIiHCHKI PIICHHAS.

KarouoBi ciioBa: MOJCIIOBAHHA; IPOTHO3YBAHHA; MOJIOKO, q)aKTOpI/I; CKOHOMCTpHUYIHA MOJCIIb.

1.BCTYII

INocTanoBka npod;aemu. BupoOHUIITBO MOJIOKA, MOJOYHUX MPOAYKTIB T4 MOJIOUHUX
BUPOOIB € BaXKIIMBOIO CKJIAJIOBOIO arpapHOro CEKTOpa eKOHOMIKH YKpaiHU i, B TOH e Jac, €
KIIFOYOBHM €JIEMEHTOM Y 3a0e3Ie4eHHI MPOA0BOIbYO] O€3MeKH KpaiHu, MIATPUMII COIiaTbHO
BPA3JIMBUX T'PYI HACEIIEHHS Ta JDKEPEJIOM CTaOUIBHOCTI IS CUIBCHKHX TpoMaja. Y 0ararbox
KpaiHax CBITY MOJIOYHMHM PHUHOK € MPEAMETOM OCOOIMBOIO KOHTPOJIIO JIEP’KaBHUX OpraHiB
yepe3 Horo Ba)JIMBICTh JUTs COLIANIbHOT CTA01IbHOCTI.

CyuacHMi pMHOK MOJIOKa BU3HAYAIOTh TaKi KJIFOYOBI TEHICHIIIi:

e[ 106amizamisi ~ €KOHOMIKM, 1[0  TNPU3BOAUTH  J1O0  30UIBLIEHHS  BIUIMBY
TpaHCHALIIOHAJIBHUX KOPIOpaliii Ha MOJOYHY Taly3b Ta 3HWKEHHS 3HA4yIIOCTI
TEPUTOPIAIBHUX MEX.

e 3pocTaHHs I[iH, 110 CTUMYJIIOE MI>)KHApOJIHI 1HBECTHULIIi B MOJOYHY Trajly3b KpaiH, 110
po3BHBaIOTHCS, 0co0MBO B IliBnenHo-Cxianiil Asii, Jlatuncekii Amepuni ta kpainax CH/I.

e AKTUBHUI PO3BUTOK Ha MIXKHAPOJHOMY PUHKY KUTaWChKUX arpapHUX KOMIaHiH.

¢ CyTTeBI KOJIMBaHHS I[IH Ha MOJOYHY NMPOJYKIII0 HAa CBITOBMX pUHKaxX (1HOJI BOHU
HIDKY1 32 YKPaiHCBK1).

e 3MEHIIIEHHS KUIBKOCTI KpaiH-eKCIIOPTEPIB MPHU 3pOCTaHH1 KpaiH-IMIIOPTEPIB.

¢ 301IbIIEHHS KUIBKOCTI YTOJl TIPO 3JIUTTS Ta MOTJIMHAHHS Ha CBITOBOMY PUHKY MOJIOKA.

VY nux ymoBax, 3aBJaHHS IPOTHO3YBaHHS 00CATIB BUPOOHUIITBA MOJIOKA B 3AJIEKHOCTI
BiJ psny (pakTopiB, K MArOTh Pi3HUN BIUIUB, IO JO3BOJUTH 3HU3UTHU PU3UKH Ta I ABUIIUTH
KOHKYPEHTOCTIPOMOKHICTh (PEepMEpPCHKUX TOCHOJAPCTB Ta NEepepoOHUX MiANPUEMCTB, €
HaJ[3BUYaiHO akTyapHOO [ 1 ].

AHani3 ocTraHHiX JociaigxkeHb i myOJikaniii. Jlocmipkyroud ramxy3b MOJOYHOTO
CKOTapcTBa B KpaiHi, HEOOXITHO OpPIEHTYBAaTUCS Ha KJIIOYOBI TEHJEHIIi Ha CBITOBOMY
MOJIOYHOMY PHMHKY, OCKUIBKM MOJIOKO Ta MOJIOYHI MPOJIYKTH 3aBXAU OYyAYyTh Ba)KJIMBOIO
YaCTUHOIO CBITOBOT'O NMPOJIOBOJILYOr0 pUHKY. CydacHi CBITOBI TE€HACHIII y BUPOOHHUITBI Ta
nepepoO1ll MOJIOKa BKA3yIOTh Ha OCUJICHHS 1HTETPallifHUX MPOIIECIB, 1110 Be/e 0 CTBOPEHHS
BEJIMKUX MOJIOYHHUX Kopropaiiii. MoJIouHUl pUHOK € OJHUM 3 HailOUIbII peryibOBaHUX Yy
CBITI, 1 LIJIECTIPSIMOBAHI JIepKaBHi 3aX0/11 3 HOro MIATPUMKH CIIPUATUMYTh HOTro cTablIbHOMY
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PO3BHUTKY, OCKUIBKM MOJIOYHA Taly3b € OJHI€I0 3 HAWCKIAIHIIIMX JUIS PEryJIOBaHHS yepes
Oe3nepepBHUI XapaKkTep BUPOOHUIITBA Ta CIIO)KUBAHHS TPOTYKIIii.

CBiTOBE BHPOOHMIITBO MOJIOKA IPOJOBXKYE 3pOCTATH, AOJAI0YM B cepenHbomy 2%
opoKy. [Hais € migepoM y BUpOOHMIITBI MOJIOKA 3 MOKa3HUKOM Osn3bko 137 muH. ToHH. Ha
apyromy micii CIHA — 94 muH ToHH, a Ha TpeTboMy KuTtaii — monan 40 mutH ToHH. bpasuis
TaKO’K € KIIFOYOBHM I'PaBIIEM Ha PUHKY — BUPOOJIsie Oibiine 33 MIH. TOHH MOJIOKA Ha pik. [ 2

].

3riiHoO 3 MOCHiPKEHHSIMHU, Y CBITI B CEpPEeIHHOMY Ha YNy HACEJICHHS BUPOOISIETHCS
6mm3bko 110 11 Mosoka Ha pik, mo Ha 10% Oinbiie, HX Yy 1990 pori. ¥V po3BuHEHHX KpaiHax
el TIOKAa3HMK CTaHOBHUTH Yy cepeaHboMy Onmu3bko 240 1 Ha pik, TOAl SIK y KpaiHax, IIO
PO3BHBAIOTHCS — JuIIe 7 1 Ha pik. B Ykpaini nei nmokasHuk ckiagae 6au3pko 220 Kr, 1 BiH
3aJIXKHTh, Y BEJIMKIN Mipi, BiJ] KYITIBEJIbHOT CIPOMOXKHOCTI HaceneHHs [ 3 ].

[Ilomo nopiBHANBHOI TUHAMIKH, BUPOOHUIITBO MOJIOKA B YKpaiHi Ta neskux kpainax EC
BU3HAYAETHCS HAacTymHMM: 3a mepion Big 2011 mo 2023 poky, BUPOOHHUIITBO MOJIOKA Ha
depmax B Ykpaini 3midroBasiocs B Mexkax Big 0,31 o 0,36. CepennHe 3HaueHHs 3a 1ieH mepios
cranoBwio 0,34, i3 cranmapTHUM BiaxwieHHSM BimHOCHO cepeanboro 0,07. Koedimient
KOpeJsiii 1o poky nopiBHIoe -0,76, 10 Bka3zye Ha HeratuBHUM TpeHa. Ha ¢oni nporo, kpainu
€C mnoxkasyroTh pi3Hi TeHaeHuii. Hampukmnan, Ipnangis mokaszye cepenHe 3HaudeHHs 3,11 3
MO3UTUBHUM TpeHA0M (KoedimieHT kopensmii 0,97). HaBiTh KpaiHu 3 HETaTUBHHM TPEHJIOM,
taki sk bonrapis (cepenne 0,34, koedimienT kopesiii -0,95), MarOTh CTAOUTBHINTY CHTYAIIIIO
MOPiBHSAHO 3 YKpaiHoto. Lle cBimuuTh mpo Te, 1mo, Xoua YKpaiHa MOAUISE NESIKI BUKIUKH 3
kpainamu €C, € UM paJ BHYTPIIIHIX PoOIeM, sKi MOTpeOyIOTh HaraJbHOrO BUPIIICHHS.

Mera ny6aikaunii. BpaxoByroun 1e, METOI0 CTAaTTi € BHCBITJIGHHA HiAXOMIB [0
MOJICIIIOBAHHSI Ta MPOTHO3YBaHHS BHUPOOHUITBA MOJIOKA, IIO JO3BOJUTH PO3POOIITH
e(eKTHUBHI cTpaTerii pO3BUTKY MOJIOYHOI Tajly3l Ta afanTyBaTH il 10 Cy4YaCHUX BUKIIUKIB.

2.PE3YJIbTATHU TA OBI'OBOPEHHS

Jlnist mporHO3yBaHHS TEHJEHIIIN HAa PUHKY MOJIOKA, BOKIIMBO BH3HAUATH B3a€MO3B'SI3KH
MK OCHOBHMMHU (paKTOpaMH, IO AACTh MOXKJIMBICTh BU3HAYMTH BIUIMB KOKHOTO 3 HHMX Ha
pe3yapTyrounii mokaszHuk. KopemsmiiiHuii aHaii3 BHUKOHAHO 3a JOMOMOTOK IPOTrpamMu
Microsoft Excel, 3a naHMMM 1po MOKa3HUKU MOJIOUHOI ranmy3i Ykpainu 3a nepiofg 3 1996 no

2023 pik (ta6m.1) [4].

Tabnuys 1
Kopeasiniiina MaTpuusi NOKa3HUKIB PUHKY MOJIOKa YKpaiHu
S < <
Sz £ g o 2 | =283 [£3¢
= = T g E SE @R E59% | e F

[Toka3HUKH 1 28 | =8 2 3 8 QST ET 4
o g o S = cA 2= Bl g B
EZ 5ozl o559 ge TGl o EE gEEs
g2 EEE AESE = AE MEZRS DR AF

IliHa 3a TOHY 1,00

[ngekc  cnokuBUMX

iH -0,17 | 1,00

BupoOHuurso

MOJIOKA, THC. TOH -0,93 | 0,29 1,00

KopoBwu, THC romis -0,78 |0,40 0,89 1,00

PenrabenapHicTh, % 0,66 -0,39 | -0,74 -0,90 1,00

Bupobuuurso

MOJIOKa Ha 0co0y

(Bik 16-64 pokiB) -0,85 0,35 0,98 0,85 -0,71 11,00

Hacenenns (Bik 16-

64 poKiB, THC. Y0J1.) -0,98 | 0,13 0,91 0,80 -0,65 |0,81 1,00
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AmnHaii3 B3a€MO3B’S3KIB  (pakTOpiB OararoakTOpHOI MOJENI 3aJeKHOCTI 00CsTiB
BUPOOHMIITBA MOJIOKA Ha OJIHY Mpare3gaTHy ocoOy BijJ HOro IiHH, 1HACKCY CIIOKHUBYHUX IIiH,
NOTOJIIB’SI KOPIB MOKa3aB HACTYIHI pe3yiabTaTH: I[iHA 3a TOHY MOJIOKA Ta IOTOJIIB’S KOpiB
MaroTh IHBEPCHUH 3B's130K Ha piBHI -0,78.

Lle o3Hauae, 1m0 31 3MEHILIEHHSIM TOTOJIB’ S KOPiB 3MEHIIYIOTHCS 00CATH BUPOOHHUIITBA,
10 MOYXKE€ MPHU3BOJIUTH 10 MeMIUTy MPOMO3UILi 1, BIAMOBIIHO, I[IHA Ha MOJIOKO 3POCTAIOTh.
3MEHIIICHHS MOTOJIiB’ S KOPIB MOB'SI3aHE 3 PSJIOM YMHHHUKIB, 30KpeMa: BIHCHKOBHUMH JISIMU B
KpaiHi, EKOHOMIYHIMH YMOBAaMH, 3MIHaMH B arpapHii MOMITUI, EKOJOTIYHUMH MPodIeMaMu
TOIILIO.

PenTabenbHicTh BUPOOHHUIITBA MOJOKA TiCHO MOB'A3aHA 3 I[IHOIO 32 TOHY MOJIOKA, 1€
Kopensiis ctaHoBUTh 0,66. Lle cBiquuTh Mpo Te, IO MIABUIICHHS LIH HA MOJOKO CIIpHsE
301IbILIEHHIO TPHOYTKOBOCTI.

Hacenenns BikoBoi kareropii 16-64 poku Mae CyTTEBUH 3B'SI30K 3 KUIBKICTIO TIOTOJIIB’ S
KopiB 3 mokazHukoM 0,80 mo Moke OyTH 3yMOBJICHO TPaIWIIHHUM YTPHUMaHHIM KOpiB. 3i
3MEHIIECHHSIM YHCEIbHOCTI HAaceNeHHS MO)KEe 3MEHIIYBAaTUCS U KUIBKICTh JOMOTOCIOJAPCTB,
10 YTPUMYIOTh KOPIiB TOIIO, BHACIIOK YOO MAja€ 1 3araJibHe MOTOJIIB'SI KOPIB.

BupoOHUIITBO MOJIOKA TICHO TOB'I3aHE 3 IOTOJIIB’SM KOPiB, JIe KOPEJAIisl CTAHOBHUTH
0,89. Lle oueBMaHUH 3B'A30K, apKe 0OCATH BUPOOJICHOTO MOJIOKAa O€3MocepeHbO 3aJIekKaTh
BiJl TIOTOJIIB S, @ OTO CKOPOYEHHS MPU3BOAUTH A0 3MEHIICHHS BHUPOOHHUIITBA MOJIOKA, IO
BIUTMBA€E HA BCIO MOJIOYHY Tairy3b KpaiHH.

[HIEeKC CHOXKHMBYKMX I[iH Ma€ HETaTUBHHU 3B'130K 3 peHTabenbHicTiO (-0,39). Ile Moxe
BKa3yBaTH Ha Te, MO 31 3pocTaHHAM iHQIMIT peHTaOenbHICTh BHPOOHHIITBA MOJIOKA
3MeHInyeThesl. [HDALiS MoXKe BIUIMBATH Ha 301bIICHHS BUTpAT (hepMepiB Ta MiANPUEMCTB,
110, B CBOIO YEPry, 3HIKYE X MPHOYTKOBICTb.

[{ina 3a TOHY Mae BHCOKY HETaTHBHY KOPEJAIiio 3 KulbKicTi0 HaceneHHs (-0,98), mo
MO€ CBIIYUTHU TIPO TE, IO 31 3MEHIICHHSIM YHUCETBbHOCTI HACEJICHHSI, a, BIMOBITHO, MOMUTY
Ha MOJIOKO, I[IHM Ha HBOTO 3POCTAIOTh. 3HMKEHHS TOMUTY, B CBOIO Yepry, BIJIMBAE Ha
PUHKOBY pPIBHOBAry, NpU3BOJSYH 10 3pOCTAHHS LIiH.

BUCHOBKMU TA IEPCHNEKTUBU NOJAJBIINX JOCJII)KEHb

Hait6inpmmii BriB Ha BUPOOHHUIITBO MOJIOKA HAa OAHY Mpale3aaTHy 0co0y MaroTh IIiHa
3a TOHHY MOJIOKa Ta MorojiB’s kopiB. OJHaK, MaciiTad 3Ha4eHb MMOKAa3HHUKIB MOJIEN] HE J1a€
MOJJIMBICTh IpUHMaTH OOIPYHTOBaHI PILIEHHS Ta MOTpedye 3acTOCYBaHHS JOAATKOBO M
IHIIUX METOJIB, HAMPUKIIAJI, TTOKA3HUKIB €IACTUYHOCTI. 30KpeMa, MOKa3HUKH €JaCTUYHOCTI
MOXYTb OYyTH KOpI/ICHI/IMI/I JUI BU3HAYEHHS B1THOCHOI YYTJIMBOCTI BUPOOHHUIITBA MOJIOKA /10
3MiH B IiHi, TOT0JIiB’T KOpiB Ta iHmMHX (akTopiB. Lle 1acTh MOXKIMBICTH Kpale po3yMiTH, sKi
(dakTOopu OUIBII CYTTEBO BIUIMBAIOTH HAa BHUPOOHMLTBO MOJOKAa 1 BU3HAUUTH HampsMHU
onTuMi3amii OTO0 TPOIECy, M0 CIPUSATHME 30€peKEHHI0 Ta €()EeKTHUBHOMY pPO3BHTKY
BITYM3HIHOT MOJIOUHO] rajly3i B yMOBaxX BUKIIMKIB, 30KpeMa 3yMOBJIEHUX BIHHOIO.
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KIBEPBE3IIEKA KPUTUYHOI IHOPACTPYKTYPU IIIJT YAC BIMICHKOBOI 3ATPO3U

Anoranisg. Kputnuna iHppacTpyKTypa € OCHOBOIO CTaliIbHOCTI OyIb-sKOi JepikaBH,
OCKIJIbKM BOHa 3a0e3leuye >KUTTEBO BaXIIMBI (DYHKLII CYCIHiJIbCTBA, 30KpeMa €HEepreTHYHi,
BOJIOTNIOCTa4aJIbHi, TPAHCHOPTHI Ta iH(popMaliiHi cuctemu. B ymMoBax cydacHux kibep3arpos ta
BIMICHKOBMX KOH(QJIIKTIB, TaKMX sK arpecis pocii mpotu Ykpainu, kibepOesneka KpPHUTHUHOI
iHppacTpykTypu HaOyBae ocobiamBoi BaxkiauBocTi. KibepaTaku MOXyTh HE TUIBKH MOPYIIUTH
poboty iH(ppacTpykTypH, ajme i TPU3BECTH OO CEpHO3HHX CKOHOMIYHHX, COIiaIbHUX Ta
TYMaHITapHUX HACIHIAKIB. Y CTAaTTi pO3TIBIIAIOTHCS OCHOBHI BHIU Kibep3arpos, 30kpema DDoS-
aTakW, IIKIJJIMBI MpOTpaMH Ta BIpyCH, aTaKd Ha EHEPreTHYHY iHQPACTPYKTypy, (piHaHCOBI
KibepaTaky, a TaKOX IIJIECTIPSIMOBaHI aTakyd Ha BIHCHKOBI 00'ekTH Ta iH(opMaliro. 30KkpeMa, B
VYkpaini mig gac BIHCHKOBOTO KOH(MIIKTY 3HAYHO 3pOCia KiIBKICTh aTak, IO BIUIMBAIOTH Ha
Jiep>KaBHI opraHy, ()iHAHCOBI YCTaHOBH Ta €HEPreTWYHI cHcTeMH. [IpHKIanoM TakMx aTak €
Bizomuii Bipyc "NotPetya", sikuii mpu3BiB JO 3HAYHUX NOIIKO/KEHb iHPOpMaLiHHUX CHCTEM Ta
¢iznuHux  00'ekTiB  iH(pacTpykTypu. 3axucT KpUTHYHOI 1HQPACTPYKTYpH BHMarae
KOMIUIEKCHOTO IIXO/y, BKJIIOYaO4YH po3po0OKy HallioHaNBHOT cTparerii kibepOe3nekw,
iHTerpamnito Kibep3axucTy B 3arajibHy CTpaTerilo HallloHaJbHOi Oe3NeKH, CTBOPEHHS CHCTEM
MOHITOPUHI'Y Ta OIEPaTHMBHOTO pearyBaHHS Ha KiOep3arpo3d, a TaKOX BIIPOBAKEHHS
PE3epBHUX CHUCTEM Ta IUIAHIB BIJHOBJICHHS IMIC/IS aTak. BaXXJIMBUM €JIEMEHTOM € TaKOX
miaroroBka QaxismiB y cepi kibepOesmeku, 30kpema gepes cIierianizoBaHi mporpaMu HaB4aHHs
Ta ceprudikamii. B yMmoBax mocrifiHux KiOep3arpo3 VYkpaiHa po3poOIiie Ta BIPOBAIKYE
pI3HOMaHITHI ~ HOPMAaTHMBHO-TIPABOBI ~ aKTH  JUIA  IIOKPAIIEHHS  3aXHCTy  KPUTHYHOL
iHppacTpykTypu. CTBOpeHHS e(EeKTHBHOI CHCTeMH KiOepOe3NeK:n € OJHUM 3 OCHOBHHX
MPIOPUTETIB I 3a0€3MeYCeHHsT HAIllOHAThHOI OE3MEeKH Ta CTAOUTPHOCTI JepKaBH B YMOBaX
Cy4acHO] BifiHH.

Karouosi cioBa: kibepbOesrniexa, KpuTHUHA iHPPACTPYKTYpa, Kibep3arposu, BiHChbKOBa
arpecisi, 3aXucT iHpOpMaLiHHIX CUCTEM.

1. BCTYII

Kputnuna iHpacTpykTypa € OCHOBOIO CTaOUIBHOCTI J€p:KaBH, OXOIUIIOIOYH
€HEepreTUKy, TPaHCIOPT, BOJONOCTaYaHHA, (piHAHCOBI YCTAaHOBU Ta 3B’A30K. Bin ii pobGotu
3aJIe)KUTh HalllOHAIbHA Oe3MeKa Ta KUTTEAISIBHICTh TPOMaJIsH. 31 3pOCTaHHAM IU(ppoBi3alii
i 00'€eKTH CTalOTh Bpa3lIMBUMHU A0 KiOep3arpo3, M0 MOXYTh MPU3BECTH 10 CEPHO3HUX
€KOHOMIYHUX 1 COIllaIbHUX HACIIIKIB, OCOOMMBO TijJ Yac BIMCHKOBUX 3arpo3, KOJIH
Ki0epaTaky MOXKYTb OyTH YaCTMHOIO TIOpUAHUX CTpaTerii arpecopa.

3ale3neueHHs KiOepOe3nekn KpUTHUHOT 1HPPACTPYKTYPU € HAI3BUYAWHO aKTyalbHUM,
0COOJMBO B YMOBax BiHHHU, KOJHM 30pOMHUN KOH(QIIKT CYNPOBOIXKYETHCS KiOepaTakaMu.
Jlep»aBu MOBHUHHI MaTH CTPATETrii 3aXUCTy KPUTUYHUX OO'€KTIB, 110 BKJIIOYAIOTh TEXHIYHI Ta
opraizauiiHi 3axoau A 3abe3neueHHs Gi3ndHoi Ta iHpopManiiiHoi 6e3nexku. BpaxoByroun
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YHCJICHHI KibepaTaku Ha yKpaiHChKiI eHepreTHyHi, (JiHaHCOBI Ta KOMYHIKAILIiHI CUCTEMH, 10
CIIPUYMHIIIA CEPHO3HI HACHIIKH, MpodiemMa Kibep3axucTy cTae OCOOJMBO BaXKJIMBOIO.
OcTtaHH1 AOCHIPKEHHS MiATBEPKYIOTh BPA3IMBICTh IIMX 00'€KTIB y BiliCBKOBOMY KOH(IIIKTI
Ta MIIKPECTIOITh HEOOX1HICTh BIIOCKOHAIICHHS CTPATETil 3aXUCTY.

Mertoro myOumikamii € aHami3 cy4acHUX KibOep3arpo3 ajsi KpUTHYHOI iH(pacTpyKTypH
Ykpainu Ta po3poOka peKOMEeHIaIlii 010 BJOCKOHAICHHS 3aX0/1iB KI0EP3axuCTy.

2. PE3YJIBTATH TA OBI'OBOPEHHA

Buou xibepsazpos nio uac 8ilicbkooi acpecii. B yMoBax BiliCbKOBOi arpecii mpoTu
VYkpainm, kidep3arpo3u HaOyBalOTh OCOOJIMBOTO 3HAYEHHS, OCKUIBKM BOHU MOXYTh OyTH
BUKOPUCTAaHI JUIs apaizauii ep>kKaBHUX 1 KOMEPIIHHUX CTPYKTYP, a TAKOXK JJIsl BTPYYaHHS B
0COOHMCTY AISUTBHICTh TpoMajisiH. BaxkimBo 3a3HaunTtH, mo 3 2014 poky YKpaiHa CTUKAETHCS 3
cepiio3HUMH Kibep3arpo3amu 3 00Ky JIEpKaBHHX Ta HEJCPKABHUX aKTOPIB, 1 OUTBIIICTh IUX
aTak 3[1HCHIOIOThCA i yac abo Ha (oH1 BiiCbKOBOTO KOHQIIKTY.

Knacuuni xibepamaxu. DD0S-araku Ta mIKiAJIMBI IPOTpaMu € CEpHO3HUMH 3arpo3aMu
JUTIsE KpUTUYHOI 1HpacTpykTypu Ykpainu. Y 2017 pomi notyxHi DDoS-ataku BIiTUHYIM Ha
poOOTYy ypsIOBUX yCTaHOB, (PIHAHCOBHX CTPYKTYp Ta EHEPreTUYHUX KOMIAHiH, MOPYIIUBIINA
(YHKLIOHYBaHHsS MOPTAJBbHUX CHCTEM Ta €JIEKTPOHHUX Hociyr. [[ng 3axucTy KpUTHYHHX
00'€KTIB BiJl TAKMX aTaK BXJIMBO PO3BUBATH MEXaHI3MU OE3MECKH, BKIIFOYAIOUN 1HTETPAIIIO 3
MDKHApOJAHUMH MepekaMu 3axucTy. OKpiM LbOro, MIKIAJUBI HpOrpamMu, Taki sSK Bipyc
"NotPetya", cTamu oxaHiero 3 HaOLIBII PYHHIBHHX aTak Ha YKpaiHCBKY iH(pacTpykTypy,
3YNUHUBIIM MiANPUEMCTBA, 3HUIIMBIIM JaHI Ta MOPYMIMBIIK pPoOOTY (HiHAHCOBUX 1
JOTICTUYHMX cucTeM. Taki araku JOBOASTH, IO KiOep3arpo3u MOXKYTh HE JIMIIE TMOPYIIUTH
iHdopMmaliifHi CUCTEeMH, a W MaTH pYyHHIBHUM BIIUB Ha (i3U4HI OO'€KTH KPUTHUYHOL
1H(DpacTpyKTypH.

Amaxu Ha enepeemuumny iH¢ppacmpykmypy. BpaxoByrouu 3aleXHICTh YKpaiHM Bij
eHepreTUyYHO1 1H(pacTpyKTypH, came 1151 cepa € OJIHIEI0 3 HAHOUTBIN ypa3auBUX. Y KpaiHChbKa
€HepreTU4Ha CUCTEMa BXKe HEOJIHOPA30BO CTaBasla MIIIEHHIO JUIsd KibepaTak, sKi CIIPUYUHSIN
BIJIKJIFOYEHHSI €JIEKTPUKHA B perioHax, L0 MiJBUILYE PU3UK BUHUKHEHHS TyMaHITapHUX
katacTpod. OKpiM IIbOrO, aTaky Ha EHEpPreTH4Hi 00’€KTH MoXe OYTH BHKOPHCTAHO MJIs
MOPYIIEHHS KUTTEIISUIBHOCTI JepKaBU Ha CTPATETIYHOMY pIBHI — 30KpeMa JUIsl 3YMHHKU
pOOOTH MiAIPUEMCTB 0OOPOHHOT TPOMHUCIIOBOCTI YU TPAHCIIOPTY.

Dinancosi xkibepamaxuy. OTHAHCOBUN CEKTOP € BAKIUBUM €JIEMEHTOM JIsl CTAOLIHHOCTI
JiepKaBM, 1 aTaku Ha (DIHAHCOBI CHCTEMM YKpaiHH MOXXYTh HPU3BECTH J0 JAecTalumizarii
€KOHOMIYHO1 cuTyanii. BpaxoByrouum BIMCHKOBI [ii Ta TPUCYTHICTH arpecopa B
KiOepIpocTopi, yKpaiHChKI OaHKM Ta IJATIKHI CHUCTEMHM CTald YacTUMHU OO0’€KTaMHu MJIst
kibepaTtak. ATakuM Ha IUIATIXHI CUCTEMH ab0 OaHKIBCHKI MIAaTGOPMHU, a TaKOXK CIPOOH
MaHIIyJIFOBATH TPAH3AKLISIMHU € CEpHO3HOI0 3arp03010 JIsi eKOHOMIUHOI Oe3MeKH KpaiHH.

Linecnpsimosani amaxu ua 6iticokosi 00'ekmu ma inghopmayiro. BiicbKOB1 00'€KTH €
CTpaTeriyHOI MILIEHHIO Ui KiOepaTak mijg vac BiHW. Ha mpukinani YkpaiHu MOXHa
no0aynTH, SK aTakd HAa KOMI'IOTEPHI Mepeki 30pOMHUX CHJI BHUKOPHCTOBYIOTBHCS IS
OTpUMaHHs KOH(iAeHLiHHOT iH(popMarlii, a Takox JuIst caboTaxy abo Je3opraxizaiii podoTu
BilicbkOBHX. B yMoBax BIliHM arpecop BHKOpPUCTOBYE KiOepaTaku i Jectabiimizamii
yIpaBIiHHSA Ta KOMaHAHUX MYHKTIB, [0 poOUTH OOPOTHOY 3 TAKMMM HaNagaMy Ba)KIMBUM
MPIOPUTETOM JJIsl HAIllOHAIBHOT OE€3MEKH.

3axucm xpumuunoi ingppacmpykmypu Yxpainu 6i0 xibepsacpo3. 3aXUCT KPUTHUHOT
iHppacTpykTypu YKpaiHu BiA Kibep3arpo3 € KIIOYOBHM AaclleKTOM HaIllOHAJbHOI Oe3MeKH.
BpaxoByroun BiiicbkoBy arpecito 3 Ooky pd, VYkpaiHa 3MylIeHa aJanTyBaTH CBOIO
ki0epcTpaTerito 10 HOBMX yMOB 1 BHKJIMKIB. P03po0OKka KOMIUIEKCHMX 3aXOJIB 3aXHUCTy
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KPUTUYHHUX OO0'€KTiB 1H(pACTPyKTypH BUMAarae He TUIBKM TEXHIYHHX, a W OpraHizamiiiHux i
MIPaBOBUX 3MiH.

Pospobra  nayionanvnoi cmpameeii  kibepbOesnexu. YKpaiHa po3poOMIa P
HOPMATHBHO-TIPABOBHX aKTIB 11 CTBOPEHHS €(EKTUBHOI cHCTEeMH KiOepOe3reku, ska
BKIIIOYAE TIpaBHJIA B3a€EMOJII JEpPKaBHUX OpraHiB, MPHUBATHOTO CEKTOPY Ta TPOMAICHKUX
opramizamiii. 30kpema, gokymeHT [1] Bu3HA4ae OCHOBHI MPUHIMIN 3a0€3MEUCHHS
KiOepOe3neKku, a TaKoXK mependavyae B3aEMOIIIO JAEpKaBU Ta 0I13HECY y MUTAHHAX 3aXUCTY BiJl
kibep3arpo3. Kpim toro, y 2021 pomi O6yno po3pobieno Crpaterio kibepbesneku YkpaiHu
[2], sixa HartiieHa Ha MOOYAOBY KOMIUIEKCHOT CHCTEMH 3aXHCTY KPUTHUYHOT iHQPACTPYKTYPH.

Iumeepayin kibepbesnexu 6 nayionanvui cmpameeii Oeznexu. TaTerparis xkibepOe3neku
B HAI[lOHAIBHI cTpaTerii Oe3meku mepemdadae CTBOPEHHS KOOPAWHAIIWHUX OpraHiB, IO
3IHCHIOIOTH TOCTIMHUN MOHITOPUHT 3arpo3 1 3a0e3MeuyloTh pearyBaHHs Ha KiOepiHIUICHTH.
B Vkpaini ctBopeno HamioHansHUN KOOpAMHAIIIMHUE IIEHTP KiOepOe3neKku, o BiAMOBIIae 3a
MOHITOPUHT CHTYamii B KiOepmpocTopi Ta Haja€ ONepaTWBHI PEKOMEHIAI] IIOJ0 3aXUCTY
KPUTHYHUX 00'€KTIB iIHOPACTPYKTYPH.

Monimopune xibepzacpoz ma onepamuene peazysanHs. MOHITOPHHT Kibep3arpos €
OCHOBOIO cucTeMu 3axucTty. B Ykpaini mis nporo Oynu po3poOsieHi cheriaiibHi IporpamHi
npoaykT Ta 1uiargpopmu, 30kpema, cuctema CERT-UA (komanma pearyBaHHsS Ha
KOMIT'IOTEPHI 1HIIMACHTH), sIKa BIIMOBiAAa€ 3a BUSBICHHS, IOIMEPEIKEHHS 1 pearyBaHHS Ha
KiOepiHIUACHTH. MOHITOPUHT 3MIMCHIOETHCS 3 BUKOPUCTAHHIM CYYaCHHX TEXHOJIOTIH, TAKMX
gk Zabbix, Nagios, Ta iHIIi, IO JO3BOJIAE 3IHCHIOBATA MPOAKTHUBHUI KOHTPOIb 32 CTAHOM
1H(pOpMAIIfHUX CUCTEM KPUTUYHHUX 00'€KTIB.

BUCHOBKMU TA IIEPCIIEKTUBMU ITIOJAJBIINX JOCJIIKEHD

KiGepOe3neka KpUTHYHOI 1H(PPACTPYKTYpH € KIIOUOBUM aCHEKTOM HAaI[lOHAJIbHOI
Oe3mexku, 0coOJIMBO B YMOBaxX BIMCBHKOBOI 3arpo3u. YKpaiHa CTHUKA€TbCA 3 MOCTIHHMMU
ki0ep3arpo3amu, BKiIrodaroun DDoS-ataku, miKiuiMBl nporpamMu Ta IUIeCpsIMOBaH1 Haraau
Ha EHepreTHyHi, (IHAHCOBI Ta IHIIN BaXJIMBI OO'€KTH. AKTYaJbHICTh YIOCKOHAJIECHHS
MEXaHI3MIB 3aXUCTY KPUTHYHUX 1H(QPACTPYKTYpPHUX CHCTEM 3pPOCTAa€E 3 KOKHUM DPOKOM,
30KpeMa uepe3 po3poOKy HOBUX HOPMAaTHBHO-NPAaBOBMX aKTIB Ta IHTErpamir 3
MDKHApOJAHUMHU CHCTEMaMHU 3aXHCTY.

Heo0xigqHO NpoaoBKyBaTH po3poOKYy HOBHMX TEXHOJOTIM Ui 3aXUCTy KPUTHYHOI
1H(QpacTpyKTypH, 30KpeMa B 00JIacTi BUSBICHHS Ta NPOTHAII HOBUM THUIIaM KiOep3arpos.
TakoX BaXXJIMBO JOCHIKYBaTH €(EKTHBHICTh HALlIOHAJBHUX CTpaTeriii kibepOes3neku Ta
PO3BHBATH HaBYaHHS 1 MIITOTOBKY KaJpiB y cdepi Ki0ep3axucTy, 10 CIPUITUME TOCUIICHHIO
CTIMKOCTI IHPpACTPYKTypH A0 KibepaTak.
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BUKOPUCTAHS I'NTMBEOKOI'O HABUYAHHS V CUCTEMAX KJIACU®DIKAILII
ITOBYTOBHUX BI/IXOAIB

AHoTanisg. 3 TOCTIHMM IOKPALICHHSAM COLIAIBHOTO Ta EKOHOMIYHOro piBHA Ta
MPUCKOPEHHSIM ypOaHizallii mpo0ieMu 3a0pyJHEHHs HaBKOJIMIIHBOTO CEPEJOBHIIA CTAIOTh BCE
O1JIbII MOMITHUMH, OCOOJIMBO Pi3Ke 30UIBLICHHS KiJIbKOCTI OOYTOBHX BiAXOMIB Ta BiJICYTHICTh
CBO€YACHOI Ta epEeKTUBHOT OYHMCTKH, 3 KO CTUKAIOThCSl 0AaraTo MicCT i Cijl Bakke 3a0pyIHEHHS
Bigxomamu. J{Jisl TOCSATHEHHS CTAIOr0 PO3BUTKY YIPaBIiHHS HABKOJIMIIHIM CEPEIOBHIIEM CTAJIO
KJIFOYOBUM ITUTaHHSM, sIKe OTpeOye BUpIlICHHs 3apa3 i B MaiiloyTHpoMy. CHCTEMOTeHe3 CUCTEM
MEHEKMEHTY CEpe/IOBUILEM BPaXOBYE CKJIaHICTh CTPYKTYPH, CHTYaTHBHHI XapakTep 3B'SI3KiB
MiXX KOMIIOHCHTaMH, CHTYalliiHUA XapakTep CIEHapiiB MOBEIIHKU 3a Pi3HUX YMOB, KiIBKICTh
mapamMeTpiB i 3MIHHHX, HEMOBHOTY 1 HEBH3HAYCHICTh JDKepen iHpopMarlii, pi3HOMaHITHICTh
iHpOopMaiHHUX 1 UMOBIPHICHHX MapaMeTpiB cepenoBHINa. Pi3HOMaHITTS MOOYTOBHUX BIIXOMIB 1
cmaOka O0OI3HAHICTh HACeJCHHSA MIOJ0 IX Kiacudikaimii, 0OyMOBIIOITh HE3aJOBUTEHINA
notouHMi eekT knacudikaiii BigxoaiB. B ocTaHHI poKH 3aCTOCYBaHHS TTTHOOKOTO HAaBYaHHS Y
cdepi kmacuikamii CMITTS CTAIO aKTyalbHUM HAIIPSIMOM JOCIiKeHb. CKIIQIHOCTI, TIOB’s13aHi 3
Bi3yaJIbHUM aHaJi30M CTaHy CEpeJOBHIIA MOXKHA TI0/I0JIATH LIISIXOM 3aCTOCYBAHHSI TEXHOJIOTIH
00pOoOKH 300pa)KCHb Ta KOMIT'FOTEPHOTO 30py. 3 OISIAy Ha Iie, y CTATTi 3alporOHOBaHA
cucTeMa pO3Mi3HaBaHHA 300pakeHb Uil Kiacudikauii moOyTOBMX BiJXO[IB, 3aCHOBaHa Ha
rmMOOKOMY HaBYaHHI, sika MOXKe €(eKTUBHO KJIAacHU(iKyBaTH pi3HI THIIM MOOYTOBHX BiJXOJiB:
BIJIXOJIH, IO MiJUIATal0Th MepepoOili, KyXOHHI BIIX0a1, HEOS3MeUHi BIAXOIM Ta IHIINI BiIXOJH.
Cucrema pealti3oBaHa 3 BUKOpUCTaHHIM (QpeiiMBopKy TensorFlow Ha 0CHOBI MOJiesi 3ropTKOBOT
Heiiponnoi mepexxi (CNN), mio Bkirouae 3ropTKOBI Iapu, Mmapud 00’€JHAHHS Ta TMOBHICTIO
3B’s3aHi mapu. Ilicns TpoBeNeHHS HAaBYAHHS, CHCTEMa JOCATIa TOYHOCTI PO3Mi3HaBaHHS
KaTeropii cMiTTs Ha piBHI 67%.

Karouosi cioBa: posnisHaBaHHA 00paziB; IIMOOKe HABYAaHHS; HEHPOHHA MEpexa;
KIacU]iKalist CMIiTTS; COPTYBAHHS CMITTS.

BCTYII

CrangapTy JKUTTEBOTO CEPEAOBHUIIA JIIOIEH MPOIOBKYIOTH MiABUILYBAaTHCS, a TOOYTOBI
BIJIXOJM, €NIEKTPOHHI BIXOJM TOINO CTAalOTh TNo0anbHOIW mpobiemoro. [ToOyToBi Bimxoau
HEBIMMMHHO HAKOMHMYYIOTHCA 1 YMHATH TUCK HA EKOJOTIYHWUU CTaH cepenoBUIma. Y 0Oaratbox
KpaiHax MPHUIUIIETHCS BEJMKa yBara yTHJi3allii CMITTS Ta 3alpOBaJuB MOJITUKY Ta MpaBUiia
kiacudikanii cMiTTs. Opranu Biajy MOCHIIOIOTH 1H(OpMaLiiHy poOoTy 1mo/10 Kiacudikamii
ta yrwmizauii cmitrd. Knacudikamis cMmiTTs 3MeHirye 3a0pyAHEHHS HaBKOJHUIIHBOTO
cepeloBHINa, a TMepepoOKa IMiJBHUINYE €KOHOMIUHI BHUTOAHW. BHWKOpHCTaHHS TIHOOKOTO

45



XU Misicnapoona naykogo-npaxmuuna Kongepenyis XII International scientific conference

"Inobaneri ma pezionanvbhi npobnemu inopmamusayii 8 cycninecmei i "Global and Regional problems of Informatization in Society
npupoooxkopucmysarni '2024", 21-22 aucmonada 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYbIll Vkpainu, Kuig NULES of Ukrainge, Kyiv

HABYAHHS Yy COPTYBaHHI BiJIXOJiB JO3BOJISI€ JIOCSITTH BUCOKOI TOYHOCTI imeHTU(IKAIii
KaTeropii 1 BUAIB CMITTHI.

IoctanoBka mnpodaeMu. BukopucTaHHs HOBUX ifed Ta TeXHIYHHX 3aco0iB
iH(pOpMaIIMHUX TEXHOJIOTIH J03BOJISE BUPIIIUTH MPOOJIEMHU YTHIII3aIlil TBEPAUX MOOYTOBHUX
BimxoaiB. CKIamHOCTI, TMOB’S3aHI 3 Bi3yaJbHUM aHAII30M CTaHy CEPEOBHINA MOXXHA
MOJI0JIATH IILJISIXOM 3aCTOCYBaHHSI TEXHOJIOT1 00pOOKH 300pakeHb Ta KOMIT FOTEPHOTO 30pY.
Po3pobxka ta BukopucTaHHs 3ac0o0iB po3mi3HaBaHHs 300paxkeHp I Kiacudikaiii mooyToBux
BIZIXO/IiB, 3aCHOBaHa Ha TTMOOKOMY HABYaHHI, TO3BOJUTH €(PEKTHUBHO KJIACH(IKyBaTH Pi3HI
TAMA TOOYTOBHX BIAXOIB: BIAXOAW, WO MIATAIOTH TEpepoOIi, KyXOHHI BIiJIXO/H,
HeOe3IeYH]l BIAXOAM Ta 1HII BIIXOIH.

AHami3 ocTra”HHiX gocaimkeHb i myoOJikaumiii. 3aranbHi TIIXOIW 3aCTOCYBaHHS
IHTENIeKTYyaIbHOT 00pOOKHU 300paxkeHb omucani y crarti [1]. Jdocmimkenns [2] mporonye
HaAIMHY MoJenb 13 BHUKOPUCTAHHSM TIJIHMOOKMX HEMPOHHHX MEpexX s aBTOMATHUYHOI
kiacuikamii cMITTS, sIKy MOYKHA 3aCTOCYBATH B IHTEJIEKTYaJIbHUX CUCTEMaXx JJIsl COPTYBaHHS
CMITTS Ha OCHOBiI 5904 300pakeHb, IO HAJIEKATh JO TPHOX PI3HHUX KJAacCiB, BKIIOYAKOYH
OpraHiuHi, HEOpraHiyHi Ta MeauuHI Bigxomu. Y mociipkeHHi [3] apxitekrypu Densenetl21,
DenseNet169, InceptionResnetV2, MobileNet, Xception BHKOpPHCTOBYBaIHCS sk HabOpy
nmanux Trashnet, a Adam i Adadelta BHKOPUCTOBYBadHCSI SIK ONTHMI3aTOp y MOMICIAX
HelipoHHUX Mepex. Ha mincTtaBi pes3ysbTaTiB, OTPUMAHHMX y LBOMY JOcCiHifxeHHi, Adam
3a0e3MmeunB Kpalry TOYHICTh TecTy mopiBHSHO 3 Adadelta. KpiMm Toro, mporec q0moBHEHHS
JaHUX OYJ0 3aCTOCOBAHO ISl MiJBUIIEHHS TOYHOCTI Kiacu(ikallii yepe3 oOMexkeHi BUOIpKU
Habopy manux Trashnet. Jocmimkenus [4] mpomonye OaraTomapoBy TiOpHIHY CHCTEMY
riubokoro HaByaHHs (MHS) nns aBTOMaTH4YHOTrO COPTYBAaHHSA BiIXOIB, SIKI YTUII3YIOTHCS
OKpPEMHUMH 0CO0aMH B MiCHKHX TPOMAJICHKHX Micisx. Llst cuctema po3roprae kamepy BUCOKOT
PO3AUTBHOT 3AaTHOCTI JUIsl 3aXOIUICHHS 300pa)KeHHsI Ta AATYUKWA AJ1 BUSBIEHHS 1HINOT
KopucHoi 1HpopMmanii npo ¢ynkuii. MHS BukopucroBye anroputm Ha ocHoBi CNN st
BUJIUICHHSI XapaKTePUCTHK 300pakeHHs Ta MeToJ OaraTomapoBux mnepcenTpoHiB (MLP) mis
KOHCOJIIJallll XapakTepUCTUK 300pakeHHs Ta 1HIIOi 1H(opMalii Ipo XapaKTepUCTUKH, 1100
KIacuQiKyBaTH BIIXOAW SK TPHUAATHI A MepepoOKH uu iHmi. Y mgocmimpkerHi [5] waGip
JAaHUX, SIKAH BUKOPUCTOBYEThCS ISl  Kiacu@ikamii BIAXOMIB, PEKOHCTPYIOEThCS 3a
nornomororo Mepexi AutoEncoder. ITotim Habopu (hyHKIIIHM BUTATYIOTBCS 32 JOITOMOTI'OIO IBOX
Ha0OpIB TaHKX 3a JIOMTOMOTOI0 apXITEKTYp 3ropTKOBO1 HelipoHHOi Mepexi (CNN), 1 111 Habopu
¢byHkuiit 00’ennyroThes. Meron perpecii Pimka (RR), Bukonanuit Ha komGiHOBaHOMY Habopi
O3HaK, 3MEHIIMB KIJIbKICTh O3HAK, a TaKOX BUSBUB €(pEeKTUBHI (yHKII. MalnHu onopHux
BeKkTOpiB (SVM) BUKOpHCTOBYBaNIUCS K KJIacu(ikaTopu B yCiX €KCIIEPUMEHTaX.

Mera nyOaikamii. MeToro npocimikKeHHS € po3poOKa MiJXOJIB JI0 CTBOPEHHS
apxiTeKTYpHUX Mojenel 1 3aco0iB kinacudikamii moOyTOBUX BiIXOIB Ha OCHOBI IIMOOKOIO
HaBYaHHSA, 5Kl JI03BOJISIIOTH IMIJABUIIUTH €(PEKTUBHICTh CHUCTEM €KOJIOTIYHOTO MEHEHKMEHTY
[UITXOM aBTOMATH3AIlii, MiABUIICHHS TOYHOCTI Ta 3MEHIIIEHHS Yacy Ha peasi3alliio MpoIeciB
COpPTYBaHHSI CMITTSI.

1. MOJEJII TA 3ACOBU CUCTEMMU COPTYBAHHA CMITTAA

CopryBaHHSI CMITTS B pPI3HMX KpaiHax 0a3yeTbCs Ha HAlLlIOHAIBHUX CTaHAapTax, LIO0
BU3HAYaIOTh KaTEropii CMITTA Ta crocobu ix mepepoOku. 3okpema, ctaHaapTu Kiacuikamii
cMmiTTs y Kutai BU3HauaroTh YOTUPHU OCHOBHI KaTEropii CMITTS: KyXOHHE CMITTS, CMITTS, SIKE
MOXKHa TepepoOuTH, HeOe3ledyHe CMITTS Ta i1HIIE CMITTS. Y IHMX YOTHPbOX KaTeropisx
PO3PI3HSIOTH 245 PI3HUX TUIIIB CMITTSI.

Jns npoBeneHHs kiacudikamii BigxoniB Oylo po3poOiieHO HporpaMmHi 3acodu 3
BUKOPUCTAHHIM PperiMBOpKy TensorFlow Ha ocHOBI Mojemi 3ropTKOBOI HEUPOHHOI Mepexi,
110 BKJIIOYAE 3TOPTKOBI MIapH, mapu o0’€THAHHS Ta MOBHICTIO 3B’s3aHi mapu. Habip manux
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pO3IIeHNH Ha HaBYaJIbHUHM HaOip 1 TecToBUil Habip BixmoBiaHO A0 8:2. Moaenb 3ropTKOBOI
HeripoHHoi Mepexi (CNN) BHUKOPHUCTOBYETbCS MJIsi BHJIYYCHHS Ta TIEPETBOPEHHS
XapaKTEPUCTHK BXIHOTO 300paKeHHS 32 JOIIOMOTOIO PiBHS 3TrOPTKHU Ta PiBHS 00’ €THAHHS.

[Tpu Bukopuctanui mozaeni CNN y 3agaui kimacudikaiiii CMITTS CJIiJI BpaXOBYBaTH TaKi
ACTICKTH:

1. OOmMmexeHicTh BHOIDKM JaHHMX: Yy TMPOBEACHOMY JOCHIDKEHHI Halip IaHuxX
ckiangaeTbest 3 80 000 300paxkeHb, NMPU CEPEHBOMY PO3MOALT Ha 245 KaTteropiii Ha KOXHY
Kareropito npunazaae nume Oam3pko 300 3paskiB. Llporo moxe OyTH HEZOCTaTHBO, 1100
MO/ICJIb IIOBHICTIO HABYMJIACS PO3ITI3HABATH OCOOJMBOCTI KOKHOI KaTeropii.

2. He36anancoBaHicTh BUOIPOK 3a KaTeropisiMu: Ko 245 Kateropiii cMiTta B Habopi
JAaHUX PO3MOJIJICHI HEPIBHOMIPHO, MOJCNIb Oyne CXWibHA mepembdadaTd Ti KaTeropii, sKki
YacTille 3yCTPIivaloThCs, IO MPHU3BOAUTH JI0 3HIDKEHHS TOYHOCTI PO3Mi3HABAHHS PIIKICHUX
kareropiii. HepiBHOMIpHICTh KaTeropiii 0cCOOJMBO BIUIMBa€ Ha TOYHICTh Yy 3ajadax
OaraTrokiacoBoi kimacudikarii.

3. I'mubuna mopeni: skmo KuibkicTh mapiB y CNN HemoctatHs abo ii CTpyKTypa
3aHAJITO TPOCTa, IIe OOMEXKY€E 3/IaTHICTh MOJCII BHUTITYBAaTH OCOOJIMBOCTI, HEOOXimHI IS
TOYHOTO PO3Ii3HABAHHS.

BUCHOBKMU TA IEPCIIEKTUBMU ITOJAJBIHINX JOCIIT)KEHb

B crarTi 3anpomnoHoBaHi apxiTeKTypa Ta 3aco0u peanizallii IpoeciB IHTEIEKTYalIbHOrO
COPTYBaHHS CMITTs 3 BUKOPUCTAHHSM 3TOPTKOBHX HEHpOHHUX Mepex. [IpoBeneHo anami3
JiTepaTypu 3 MpoOJEeMH iHTENeKTyali3alil nepepoOKH BiIXO/IB 1 BU3HAUYEHO MEPCIEKTHBHI
MiIXOAH IO peanizallii KOMIDICKCHUX CHCTEM COPTYBAHHS CMITTS. 3a3HAY€HO BIJIMIHHOCTI y
migxomax Jo kiacuikamii BiAXOAIB y PI3HUX KpaiHaxX, LI0 MOTpedye T0JaTKOBUX
HaJIAIITYBaHb CHCTEM JUIS IIBOBOTO 3aCTOCYBaHHA. [IpW HamamTyBaHHI i HABYaHHI TaKHX
cHCTeM 0COOJIMBY yBary ciiji 3BEpHYTH Ha 00’€M Ta 30a71aHCOBaHICTh HaBYAIbHUX BHOIPOK, a
TaKOX JOJaBaHHA KpPOKIB TMOMepenHboi O0OpoOKM [aHWX abo 3acTOCYBaHHS METOIY
NEpEeHEeCEeHHsI HaBUaHHs (BUKOPUCTAHHS MOJENi, ONepeHbO HaBYCHOT Ha BEIMKOMY Habopi
JTaHUX) JJIs T1ABUILEHHS TOYHOCTI PO3Mi3HABAaHHS.

@dokyc MoAanIbIINX JOCHIIKEHb MOBHHEH 30CEpe/KyBaTHCh Ha Mig00Opi Mojened Ta
po3po0i1i mporpaMHUX 3aco0iB, sIKI HaMKpalie BiAMNOBIIATUMYTh CHEIU(IYHUM BHUMOTaM
kiacudikamii BigxoaiB Ta 3abe3neunTu 30amaHcoBaHe (OpMyBaHHS HaBYaJIbHUX BUOIPOK.
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IHOOPMALIMHO-KOMYHIKALIIMHA CUCTEMA JIJ151 OIITUMIBALIIL POBOTHU
CJIYXbU HIATPUMKHN HA ITIAITPUEMCTBAX ABTOTPAHCIIOPTY

AHotaunis. B po6oti po3pobneno iHpopMaIliitHo-KOMyHIKaiiHy CHCTEMY ISl pOOOTH CITy)Ou
MiATPUMKHM aBTONApKy, sika TMOBHHHA 3a0e3nedyBaTd HACTYNHUI (QYHKIIOHAN: 30ip 3amuTiB
KOPHUCTYBauiB 3 PpI3HUX JDKEpes; aBTOMAaTWYHUHA PpO3MOJUIT 3amMTiB MDK OIeparopamu;
3a0e3MeueHHs] TEeKCTOBOI KOMYyHiKalii MK OIIepaTopoM Ta KOPHCTyBadeM; Ieperisi icTopii
3BEpPHEHb; OIlIHKA SKOCTI pOOOTH omeparopiB; (OpMyBaHHS CTAaTUCTUYHUX 3BITIB. 3amuTu
KOPHUCTYBauiB HaJIXOJASATh JI0 CHUCTEMH 3 PI3HHX JUKEpEeN B €IWHY 4epry, Jie TMOBHHHI OyTH
PO3MOINeHI MiXK HASBHUMH OIIEPaTOpaMy, IIPH [IbOMY PECYPCH CIIY>KOH MiATPUMKH BBAXKAIOTHCS
obmexxeHnMHA. OKpiM IFOTO  HEOOX1THO ONTHMI3yBaTH IX BUKOPHCTAHHS, SMCHIINBIITHN CEPEIHIH
yac 00cITyroByBaHHS a0OHEHTA Ta 30UTBIINBIIN BiJCOTOK YCIIIIHO 0OPOOICHHUX 3aIUTIB.

KarouoBi ciaoBa:  iHpopMmamifHO-KOMYyHIKaIliifHa CHCTeMa, Teopisi  MacOBOTO
00CITyroByBaHHS, MOJICITFOBAHHSI.

BCTYII

Bukopucranusa xopuctyBauaMu OyAb-SKOTO MPOAYKTY 3aBXKAU CYIPOBOUKYETHCS
YHCICHHUMHU THTAaHHSAMH 3 TPHBOJY poOOTH cucteMu abo HAasgBHHUX B HiA HemoumikiB. s
BUPIIIEHHS NPOo0JieM KOPUCTYBadiB 3a3BUYail iCHYe OKpeMHUU MiAPO3IiT B CKJIall KOMaHIU
NPOAYKTY — CIyk0a MATPUMKA, sSKa BIAMOBIZAa€ HA BCi MUTaHHS, IO BUHUKAIOTH Yy
KopuctyBauiB. [Ipote pecypcu cimyk0u miaATpUMKN 00MeXeHi, a KUIbKICTh 3BePHEHb 3a3BUYAil
Ha/JA3BHUYaiiHO BUcoka. ToMy mpu ii opranizauii noTpiOHO He JMIIE BAAJIO MiAIOpaTH KaHai
KOMYHIKalii, a i ONTMMalbHO OpPraHi3yBaTH Ii CTPYKTYpY Ta PEXUM poOOTH, 30KpeMa M
MPOIIEC PO3MOALTY Ta OOCITYTOBYBaHHS 3asIBOK.

IMocTanoBka mnpoGaemu. J[i1s po3poOKH CepBEepHOI YAaCTMHM TMOTPIOHO CTBOPUTH
MOJIENIb CIYKOM MIATPUMKH, BUPIIIUTH 33Jady ONTHUMI3allil, a TaKoX MiAiOpaTu TEXHOJIOTI],
Ha 0a3l skux Oyne peanizoBaHo cucteMy. DyHKIIOHANBHO cUCTEMa Mae 3abe3nedyBaru 30ip,
po3moaiI, nepernisia, 00poOKy, OIIHKY Ta 30epeKeHHs 3asiBOK KopucTyBadiB. CrucTeMa TaKoX
MOBMHHA MaTH MOXJIMBICTh aHalli3yBaTu 30epekeHl AaHi, (OopMyBaTh CTaTUCTUYHI 3BITH.
Joctyn n0o naHux, o 30epiraroTbCsi CHCTEMOIO, MOBUHHI MaTd JHIIE JIesKi KOPUCTyBaui,
TOMY HOTPIOHO CIIPOEKTYBATH CTpPATETIo iX 3axucTy. KiieHTchKka yacTuHa Oyzie npeacTaBieHa
y BUIVISI/II BE€O-7I0/1aTKYy.

AHaJi3 ocTaHHiX JAochaigxeHb 1 nyoOuaikamii. J{ng MoxenroBaHHS —Ipoliecy
00CIIyroByBaHHSI 3asBOK KOPHCTYBAYiB CIY)KOOI0 MIATPUMKH JOLIJIBHO BHKOPUCTOBYBATH
3aco0M Teopii MacoOBOro OOCIYyTOBYBaHHS. 3a JOMOMOIOI0 MEPEXK MAacOBOTO OOCIyrOBYBaHHS
MOXHA MOOYIyBaTu MOJIENb JOCIIPKYBAHOTO MPOIIECY Ta TEOPETUYHO JOCIIUTH MOKA3HUKU
po0OTH 11i€1 MOJIEITl, 30KpeMa CepeIHii yac 00CITyroByBaHHS 3asBOK, CEPEIHIO JTOBXKUHY Yepr
Ta BIPOTIAHICTH BiAMOBHM y oOciyroByBaHHI [1]. Pi3HOMaHITHICT TEXHOJIOTIH, IO 1ICHYIOThH
JUIst poOoTH 3 1H(OpPMAII€IO, CKIAIHICTh MPOIECiB B 1HPOpPMalIfHO-KOMYHIKAaTUBHIN cdepi
CTaJId OCHOBHOIO NMPHYUHOIO JJIS1 00’ €IHAHHS OKPEMHUX MPUCTPOIB Ta anmapaTHO-IPOTrpaMHUX
KOMILJIEKCIB B 1H(OpMaIiifHO-KOMYHIKaI[iiHI CHCTEMH, 110, B CBOIO YEPTy, MOPOIMIO HOBI
miaxonu 10 ix cTBopeHHsA Ta ympasniHHA [2]. [Iporpamue 3abe3neyeHHs A MIATPUMKH
KOpPHUCTYBauiB 3a0e3Meduye KOMYyHIKAIll0 MK KOPUCTyBa4yaMH MEBHOTO MPOJYKTY abo cepBicy
Ta Horo ciyx6010 miaATpUMKH. Onepatopy KOHCYIBTYIOTh KOPUCTYBadiB 3 MPUBOJY MUTAaHb Ta
TEXHIYHUX CKJIQIHOIIIB, SIKI BUHUKJIA Y HUX B XOJIl BUKOPUCTAHHS MPOIYKTY abo cepricy. B
SKOCTI KaHally KOMYHIKaIlii BUKOPHCTOBYETbCS Mepeka I[HTepHeT, J1e¢ KOMYHiKalis Moxe
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IPOBOAMTHUCS B TEKCTOBOMY (pOpMaTi y BUIVISAL YaTy MiX ONEpaTopoM Ta KOpHCTyBaueM abo y
rojocoBoMy ¢opmari 3a goriomoroto [P-tenedonii [3].

Meta nyo6Jikanii. MeTo0 JOCTIUKEHHSI € ONTHMI3alis poOOTH CIyXOM MiATPUMKH
aBTOTPAHCIIOPTHOTO IIAMPUEMCTBA HAa OCHOBI PO3pOOKM iH(OPMAIIHHO-KOMYHIKAI[IHHOT
CHCTEMH YIPABIIHHS 3aBIAaHHIMHU 11 POOOTH CITY>KOH MIATPUMKHU aBTOMAPKY.

1. MOAEJIOBAHHA CUCTEMMH PO3IOALITY 3AABOK

CnyxOy MiATPUMKH MOXHA 300pa3UTH y BHIISAII CHCTEMH MAacOBOTO OOCIIyTOBYBaHHS.
Toxi BXiAHUH MOTIK 3asIBOK MOYKHA 3MOJIENIIOBATH 32 JOTOMOTOI0 TIOTOKY OJHOPIIHUX MO,
110 Bi/IMOBIIa€ MMyaCCOHIBCHKOMY ITPOIIECY.

[ToTiKk OMHOPIMHUX TMOMAIA — 1€ BUMAJKOBA IMOCHIJOBHICTh MOMiH, BIOPSIKOBAHHUX 3a
3pOCTaHHSAM iX MOMEHTIB 4acy. B Takomy moToIll BCi 3asBKH PIBHOMPABHI 1 PO3TISAAIOTHCS
TITBKA MOMEHTH 4acy HaJXO/DKEHHS 3asiBOK O€3 YTOYHEHHs JeTajeil KOKHOI KOHKPETHOT
3asBKH. Yucino momii B moToli B Oyib-sIKoMy iHTepBaii yacy (t,t + X) He 3aJeKHUTh BiJ] YKMCIa

nofiii B Oynb-IKOMY 1HIIOMY IHTEpBaJli 4acy, 1[0 HEe MEPETUHAETHCS 3 JAHUM, a 3AJEKUTh
JMIIE BiJl TOBXHHHU X IIbOTO IHTEpBalTy. |HTEHCHBHICTH TaKOTO TMOTOKY MOXE 3aJeXKaTh Bix
qacy, 110 MOJIEIIO€ JOOOBI PUTMH y 3BEPHEHHIX KOPUCTYBAYiB JI0 CIYKOHU MiITPUMKH, IIPOTE
TaKWH MOTIK TOJI HEe Oy/e BBaXKATHUCS CTAI[IOHAPHUM.

Omneparopu cinykOM MiATPUMKU OyayTh OOpOOHMKaMH B JaHId CHUCTeMiI MacOBOTO
ob0ciyroByBanHs. KoxkeH 3 OOpOOHUKIB XapaKTEPU3YETHCS BIIACHOI (YHKIIEI PO3MOALTY
BUIIAJIKOBOT BEJIMUMHH — Yacy, 10 NOTPEOYEThCs Oneparopy Ha 0OCIyroByBaHHS 3asBKUA — Ta
BIpPOT1IHICTIO YCIIITHOTO OOCITyTOBYBaHHSI 3asBKH.

[Tpumyctumo, mo B Ciyk01 MIATPUMKHU Mpaiioe 3 omepaTopu mepmoi JiHii Ta 2
omeparopa npyroi iiHii. Toai cucrema MacoBOro 0OCIIyroBYBaHHSI, IO BiJIMTOBIAAE IMiK CITY»KOi
3a ONMCAaHMMH BUIIIE TIPaBUIIAMH, 300pakKeHa Ha PUCYHKY 1.

B wiii Mmoneni BXiTHOMY MOTOKY 3asiBOK BIATOBIAA€ MOTIK OAHOPIAHUX Tomiid A(t), 1o
BIJITIOBIJJa€ IyaCCOHIBCHKOMY Ipollecy 3 I1HTEHCUBHICTIO A(t), omeparopam mepuioi JiHii
HiATPUMKH — 00poOHuKU Oy 4, Oy 5, Oy 5, SKI MatOTh uepru &y 1, @y -, ¢ 3 BiANMOBiAHO. 3asBKU

13 BX1JTHOTO MOTOKY MOTPAIUIAIOTH O Yepr 0OpoOHUKIB mepiuoi JiHii piBHOIMOBIpHO. Koxen
13 OOpOOHMKIB XapaKTepU3YEThCS BIACHOI (YHKIIIEIO po3MOAlLTy Yacy oOpoOku Ta
BIPOTIJHICTIO ©¢; YCHIIIHOT OOPOOKH 3asBKH.

3 BIPOTIAHICTIO ©; 3asiBKa OOpOOISE€THCS YCHIIIHO Ta MOCTYHA€E IO BUXIAHOTO MOTOKY
yCIimIHO 00poOJieHUX 3asBOK S5;, a 3 MMOBIpHICTIO 1—¢; OOpOOHMK HE 3MOXE YCHIIIHO
00poOUTH 3asBKY, 1 BOHA HaJjalll 00pOOIATUMETHCS CUCTEMOI0 OOPOOHUKIB JPYToi JIiHii.

|
—> Qi.1 Oy 1

A——> Qi.z O12 F—>

s S

| |

Pucynox 1 — Mooenv mepesci macogozo 00ciy208y8anHs CIysHcoOU NIOMPUMKU i3 BUNAOKOBUM
PO3N00LNOM 3ASI0K MIJC CUCMEMAMU
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Omneparopu apyroi JiHil TIATPUMKHI TIpeAcTaBiIeHi B Moaei o0pooHukamu O, 4 1a 0, 5.
KoxeH 13 0OpOOHHKIB XapaKTEPHU3YETHCS BIIACHOIO (YHKIIEI PO3MOILTY Yacy oOpoOKH Ta
BIPOTIHICTIO ©¢; ycmimHoi oO0poOku 3asBku. llpum 1mbomy MareMaTuyHe OYiKyBaHHS 4Yacy

00poOku 00poOHMKAaMHU Jpyroi JiHii Oible 3a aHAJOTIYHUN MOKa3HUK (PyHKIII po3momairy
yacy 0OpoOKu oneparopaMu mepiuoi JiHii. 3asBKU 10 0OpOOHMKIB ApYroi JiHIT HAIXOAATh B
pa3si HEMOXIHMBOCTI 11X O0OpoOku omepatopamMy mepmoi JIiHiI Ta PIBHOBIPOTiIHO
PO3MONUISIOTECS Y ueprdl @, Ta @5 ,. 3 BIPOTIAHICTIO ©; omepaTop APYroi JiHil yCHilHO

00po0bsie 3asiBKY, sIKa MICIs IBOTO MOCTYHA€ O BUXIIHOTO MOTOKY YCHIIIHO OOpOOJIeHHX
3a8BOK 55, a 3 UMOBIipHICTIO 1—0¢; 00pOOHMK ApYTOi JIiHIT HE 3MOXKe 0OpOOUTH 3as1BKY, BOHA

BB2XKAETHCSI HEOOPOOJIICHOI0 CHCTEMOIO 1 TOCTymae 10 MOTOKY 3asBOK F, ski He Bmamocs
obcimyryBatu. Yac 00poOKHM 3asgBKM KOKHUM 13 OOpOOHMKIB mepiioi Ta Jpyroi JiHii
PO3MOUICHNH €KCIIOHSHIIIMHO 13 IHTEHCUBHICTIO [i;.

BUCHOBKMU TA IEPCIIEKTUBMU ITIOJAJBIINX JOCIITKEHb

B xoni BukoHaHHS poOOTH Oylla 3MOJeNIbOBaHa, CIIPOCKTOBAHA 1 pealli3oBaHa CHUCTEMa
HIATPAMKH KOPUCTYBAdiB ISl CIY)KOM MIATPUMKH Takcomapky. Jlis mporo Oymm
MpOaHaNi30BaHl peami3alii iICHyIOUUX CHCTEeM MiATPUMKH KOpPUCTyBauiB. BcraHoBieHO, 110
KOJHA 13 HHX HE MIATPUMYE AaBTOMATHYHOTO pO3MOAUTY 3asiBOK MiX OIlepaTopamH,
IPYHTYIOUMCh Ha TOKa3HMKax iX poOortu. Ilpouec oOcCiIyroByBaHHs 3asBOK CIIy:KOOO
HiATPUMKH OyIIo JeTaabHO JIociimkeHo. Ha ocHOBI oTpumaHoro GopmaisHOro onucy Oyio
CTBOPEHO MOJIeNIb CUCTEMHU 3aco0aMu Teopii MacoBoro o6ciayroByBaHHs. CTBOPEHY MOENb
OyJ0 aHATITHYHO Ta MPAKTUYHO MJOCTI/DKEHO 1 BCTAHOBJICHO, IO TIOTOYHA CTpaTeris
PO3MOALTY 3asiBOK HE 3aJJ0BOJIbHAE MOTpedaM MiANPUEMCTBA. 3alpPONOHOBAHO ONTHUMI3allil0
CTBOPEHOI MOJIEJI, MPAaKTUYHO BCTAHOBJIEHO 11 LIHHICTh. J[JI1 MOJENIOBaHHS CHCTEMH BOHA
Oyna BiATBOpeHa MHPOTPaMHO, IO JO3BOJMJIO MEPEBIPUTH 3aMPONOHOBAHY ONTHUMI3ALIIO.
CtBOpeHa MOJE/b MepeXi MacoBOrO OOCIYyroByBaHHSI MOKE€ BHMKOPHUCTOBYBATHCS ISt
MO/ICJIFOBAHHS 1HIIMX MPOLIECIB Ta CTpaTerii po3nouny 3asBok. Ha ocHOBI cTBOpeHOT Moeni
CTBOpPEHO IporpamHe 3a0e3neueHHs Uil NIATPUMKH KopucTyBadiB. CUCTEMY peani3oBaHO Ha
MOBI mporpamyBaHHs Python, BukopucroByroun ¢peiimBopk Flask sk mporpamumii kapkac
[4]. B sxocti cucremu KepyBaHHs 0a3aMu JaHHX BHKOpUCTOBYeThcss MySQL [5]. B xomi
peaizanii CUCTeMHU CTBOPEHO MOJYJi, IO BIANOBIJAIOTh 3a peani3alilo (QyHKLIA CHCTEMH.
Busnaueno miatdopMoHe3aneKHui crnocid po3ropTaHHs CUCTEMHU.

Po3pobnena cucrema BiIKpuTa 10 yJOCKOHAJICHHS Ta MAacIITa0yBaHHS.
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MODERN VIDEO GAMES ANTI-CHEATING SECURITY ISSUES ESSE

Abstract. Video game cheating seriously threatens fair play and erodes player confidence, underscoring
the need for sophisticated detection and prevention techniques. Recent investigations focus on multi-layered
anti-cheat systems that include server-side validation, behavioral monitoring, predictive analytics, and memory
integrity checks. Data-driven analysis of player activity is used to address new issues in Web3 games. Cloud-
based and massively multiplayer online games benefit from improved resource provisioning and anti-cheat
detection thanks to predictive modeling. While specific works support scalable monitoring methods inspired by
network security paradigms, existing studies in video game server security show the value of real-time
forecasting in maximizing server performance. As essential problems, there is currently a focus on limiting false
positives, balancing detection accuracy, and resolving privacy concerns. In order to develop anti-cheat solid
solutions and guarantee sustainability and fairness in online gaming, this paper emphasizes the significance of
combining machine learning, cybersecurity, and ethical issues.

Keywords: unreal engine 5, computer networks, video games, anti-cheating, server prediction, server
telemetry, data protection

1. INTRODUCTION

Memory injection is the primary method of cheating in video games, compromising fair
play and ruining the gameplay experience. Memory injection is the process of changing a
game's memory while running to obtain unfair advantages like unbounded resources or
invincibility. In order to identify and counteract such vulnerabilities, developers utilize a
variety of data protection strategies. For online multiplayer games to be played relatively,
server-side prediction and validation systems are essential. These programs examine player
inputs and movements to spot questionable activity, such as teleportation or speed hacking. In
order to identify anomalous behavior, telemetry and surveillance technologies on video game
servers gather and examine player activity data. By tracking patterns and spotting
irregularities, this method improves overall game integrity and aids anti-cheat efforts.

Lehtonen (2020) conducted a comparative study of anti-cheat mechanisms in video
games, highlighting key strategies such as memory integrity checks, server-side validation,
and player behavior analysis. These studies underscore the persistent arms race between
cheaters and developers, necessitating continuous innovation in anti-cheating methodologies
[1, 2]. Grant and Muhammad (2022) and Bethea et al. (2008) emphasized the role of server-
side verification in ensuring fair play [3]. Bethea et al. (2008) developed a server-side
approach for verifying client behavior, effectively detecting discrepancies between reported
and actual in-game actions [4]. Predictive analytics has emerged as a powerful tool for
detecting and mitigating irregularities in gaming environments. Pinto et al. (2021) introduced
a deep learning framework for cheat detection using multivariate time series, showcasing the
effectiveness of predictive models in identifying deviations from normal player behavior [5].
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This research essay emphasizes the importance of employing multi-disciplinary
approaches - cybersecurity, data analytics, and game design- to prevent or reduce video game
layer cheating and maintain fairness in online gaming.

2. MATERIALS AND METHODS

Anti-cheat systems use memory scanning tools, encryption of sensitive game data, and
kernel-level monitoring to identify and block unauthorized memory modifications. Some
systems deploy integrity checks, which verify whether critical memory regions match
expected values, and utilize obfuscation techniques to make it harder for cheaters to identify
and manipulate memory structures.

Developers implement predictive algorithms that estimate expected player actions based
on in-game physics and previous inputs. Any deviations from these predictions are flagged for
validation against the game rules. Suspicious activities, such as movement outside predefined
boundaries, trigger further scrutiny or immediate corrective measures, such as disconnection
or action rollback.

Telemetry systems continuously track player actions, such as movement speed, firing
rates, and interaction patterns. Data is processed in real-time using anomaly detection
algorithms to spot deviations from expected gameplay metrics. Heatmaps and analytics tools
provide additional insights for manual review by developers or automated enforcement
measures. The list of most commonly used methodologies and approaches in video game
security is provided in Table 1.

Table 1
Brief classification of modern video game security methodologies
Security Focus Area Techniques Used Challenges
Methodology

Memory Runtime Data Memory encryption, High resource

Protection Integrity kernel-level monitoring, integrity | consumption, potential for
checks false positives

Server-Side Gameplay Action Predictive algorithms, action Latency issues,

Validation Verification rollbacks, discrepancy analysis balancing  responsiveness
and accuracy

Behavioral Player  Activity Machine learning, anomaly Evolving cheat
Analysis Monitoring detection, pattern recognition strategies, privacy concerns

Predictive Server Time-series forecasting, load Resource over-
Resource Optimization & | balancing, resource pre-allocation provisioning, adapting to
Provisioning Scalability dynamic workloads

* based on authors research work and publicly available materials
There are many modern software tools, frameworks and algorithms that is used in the
field of video games security, among them the most prominent are the following:

e Frameworks: BattleEye - anti-cheat engine widely used in multiplayer games; Easy Anti-
Cheat - protects against cheating and unauthorized game modifications; Valve Anti-Cheat
- built for Steam games to detect and ban cheaters.

e Programming Languages: C++ - core game engine development and memory
management; JavaScript - Web3 and blockchain-based game behavior monitoring; C# -
game development with frameworks like Unity, including anti-cheat integration.

e Mathematical Algorithms: linear regression - used in predictive modeling for player
behavior and resource provisioning; support vector machines - anomaly detection in
telemetry data. Neural Networks: Deep learning for classifying cheaters and legitimate
players; Kalman filter - predictive tracking for player movements to identify irregularities;
game theory - analyze and predict cheating behaviors as strategic actions.

In all current cryptanalysis methods, the core idea of cryptanalysis is to design an
effective cipher distinguisher and use the classification results of the distinguisher to reduce
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the candidate key space, so as to reduce the difficulty of further cryptanalysis. It is often used
to distinguish between plaintext and ciphertext to assist cryptanalysis. In the traditional
differential analysis, the first thing is to find a high probability differential feature, and then
construct the differential distinguisher through the high probability differential feature. The
construction of the differential distinguisher depends more on the possible defects of the
algorithm itself, and the construction process relies heavily on manual derivation, which
greatly slows down the cryptanalysis process. In recent years, relying on automated search
technology to find differential distinguishers has gradually become the mainstream method
[4] of differential distinguisher construction.

3. STATE OF VIDEO GAMES SECURITY

Although cheating has decreased thanks to modern techniques, there are still system
performance and privacy issues. More reliable encryption methods and Al-powered detecting
systems might be future developments. Security researchers and game makers must work
together. To prevent false positives, server-side validation needs to be carefully calibrated.
Transparency and compliance with privacy laws are necessary to balance user confidence and
extensive surveillance.

Table 2
Overview of tools and techniques used to prevent video games cheating server-side
Category Focus Tools & Purpose Challenges
Techniques

Protectin Runtime Memory Prevent High
g Against Data | Data encryption, obfuscation, | unauthorized data | computational
and Memory Security integrity checks, kernel- | modifications or memory | costs, risk  of
Injections level hacks system instability

monitoring

Observin Real-Time Predictive Detect and flag False
g Suspicious | Behavior algorithms, action | unusual actions (e.g., speed | positives impacting
Player Activity Monitoring rollbacks, anomaly | hacks, teleportation) legitimate players

detection models

Building Continuou Machine learning Identify patterns of Managing
Real-Time s Player Profiling models, behavioral | cheating or bot-like | large-scale player
Player Profiles clustering, in-game | behavior data while ensuring

action tracking privacy

Telemetr Logging Event  logging, Detect and analyze Balancing
y for Irregular | and Analysis of | heatmaps, statistical | deviations from normal | surveillance  and
Gameplay Player Activity outlier detection, data | gameplay metrics player trust, data
Detection mining tools storage costs

* based on authors research work and publicly available materials

In recent years, based on the goal of improving the accuracy of neural distinguisher,
scholars have proposed a series of improvements. These improvements include using more
ciphertext pairs as input and using more complex and powerful neural networks. Gohr
proposed a neural discriminator based on residual neural network for Speck32/64 [6].
Combined with Bayesian optimization, Gohr further proposed a deep learning-based key
recovery attack, which was successfully applied to 11-round and 12-round Speck32/64.
Compared with the traditional cryptanalysis method, this new attack includes two additional
operations in addition to decryption. The first operation is to send the decrypted ciphertext
pair to the neural distinguisher and obtain the output of the neural distinguisher. The second
operation relies on Bayesian optimization to recommend a batch of key guesses that are most
likely to be correct for verification at each iteration. In addition, Gohr adopts a reinforcement
learning mechanism to dynamically allocate computing resources. During the attack, a batch
of ciphertext structures is generated for multiple iterations.
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4. MODERN METHODOLOGIES TO PREVENT PLAYER CHEATING IN
MULTIPLAYER VIDEO GAMES

Exiting methods and modern approaches have significantly reduced cheating, they
present challenges such as system performance impacts and potential privacy concerns.
Future advancements may include Al-powered detection algorithms and stronger encryption
techniques to enhance protection while maintaining system efficiency. Collaboration between
game developers and security researchers is crucial to stay ahead of evolving cheating
strategies.

Server-side validation has proven effective in reducing instances of cheating, but it
requires careful calibration to avoid false positives, which can frustrate legitimate players. As
player strategies evolve, prediction models must adapt to discern legitimate skillful behavior
from potential exploits, highlighting the importance of machine learning integration in future
systems.

Telemetry has been instrumental in identifying irregular activity, concerns over player
privacy and data security remain significant challenges. Balancing robust surveillance with
user trust requires transparency and adherence to privacy regulations. Future systems may
rely on decentralized data processing and anonymized metrics to minimize privacy risks while
maintaining effective monitoring.

* main gameplay loop
Pl ¢ game assets and materials
aye r * game/match status reports

¢ authorisation and logging

* game logic execution

G a m e * server communication and data

* anti-cheat system - memory protection
and behavior monitoring

i N sta nce + data analytics

« (dejencrytpion

G « synchronize game state
a m e ¢« validate player actions
« server-side data and actions validation

S e rve r « game rules enforcement
* predictive modeling and comms security

Figure 1. Main components of modern multiplayer video game security (based on
authors research work)

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

The integration of advanced technologies in video game security, such as memory
injection prevention, server-side validation, and telemetry-based surveillance, has
significantly improved the detection and mitigation of cheating and irregular player behavior.
These methods collectively enhance the fairness and integrity of online gaming environments.

Memory injection countermeasures, like encryption and kernel-level monitoring,
effectively reduce exploits, though they face ongoing challenges in balancing system
performance and privacy concerns. Similarly, server prediction and validation techniques
reliably identify suspicious actions but require continuous updates to prevent false positives
and adapt to evolving gameplay tactics.
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Telemetry-based player activity surveillance has emerged as a vital tool for real-time
detection of irregularities, leveraging sophisticated analytics and anomaly detection
algorithms. However, privacy concerns and the potential misuse of player data underscore the
need for transparent practices and robust data protection mechanisms. Moving forward, the
incorporation of artificial intelligence and machine learning into these systems offers
promising avenues to further refine detection accuracy and adaptability. Collaboration
between developers, researchers, and regulatory bodies will be crucial to ensure these
technologies maintain player trust while effectively combating unfair practices.
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OCOBJIMBOCTI KPUIITOAHAJII3Y CYYACHMX I'EII-®YHKIIN, IO MICATh
KPUIITOI'PA®IUHY CUIb

AHoTauis. IcHyI049l METOANKH KPUNTOAHANI3y rem-(QyHKIiH 3a0e3nedyoTh pi3HI MOMKIHBOCTI
mo iX KOMIpOMEHTamii. Y BHIAAKYy 3acCTOCYBaHHSA KpUNTOrpadigHOi coii TpamuiiitHuH
KpHIITOaHai3 Moxe OyTH BKpail HeeeKTHBHMM. Ha mpukiagl anropuTMmy eNeKTPOHHOTO
ninnucy Falcon, mo 6a3yeTbest Ha CKIIaHOCTI PO3B’sI3aHHsI 3a/1a4i HalikopoTiioro BekTopy GPV
JOCIIKYETBCS MIAX0AU 10 MOOYA0BH CTIMKMX KPUNTOTPaidyHUX CXEM 3 BUKOPUCTAHHSM Iell-
¢dyukmii. [Tokaszano, mo GPV € migxomom miaxia 10 moOyqoBHU KpunTorpadidHUX CXeM, SKUH
JIO3BOJISIE TAPAHTYBATH 3aXHUIICHICTh JAHUX BiJl KBAHTOBUX TEXHOJIOTIH 3/1aMy.

Karouosi ciioBa: kBaHTOBa KpHnTorpadis, rem-(yHKIIis, KPUIITOAHANI3, aTaK! Ha TenI-()yHKIIIT,
anreOpa rpaTok.

1. BCTYII

IcHye GaraTo TeXHIYHMX 1 KpUOTOTPaiuHUX TEXHIK aHAi3y Xeml-()YHKIH, CyTh KX
nonsArae B copobax miaiOpatd KiibKa NapoJiiB, BUKOPUCTOBYIOUM OJHY W Ty camy
OJTHOCTOPOHHIO (DYHKIIIO, @ TIOTIM MEPEBIPUTH PE3YNBTAT ISl BiTHOBICHHS ITpaodpasy.

bBinpm IMmMBHUAKUM pPI3HOBUJOM aTakd METOAOM TIpy0oi CHJIM € BUKOPUCTaHHS
«BECEJIKOBUX» Ta0OIHIIb, aie uepe3 psa GpakTopiB qaHuii MeTo PYHKIIOHYE TOBUIBHIIIE, HIXK
o0uMCIIeHHs B pealibHOMY yaci. [t yckinaaHeHHs miaoopy remis napoiiB B cuctemax UNIX
nonaetbest kpunrorpagiuda "cuip". Cinb € epEeKTUBHUM METOJOM 3aXUCTy HIM(GPOBAHUX
JTAaHMX BiJ] 37aMy — OCOOJIMBO BiJ] aTaK 3 BUKOPHCTAHHIM «BECEJIKOBUX» Tabiuup [1], ane Bix
IHITUX THUIIB aTaK «CUTb» € Hee(hEKTUBHOIO.

PosrnsHemo xem-¢pyHkuito B cucremi enektporHoro mignucy (EIT) Falcon (Falcon
Digital Signature). Bin 6a3yeThcsl Ha CKJIaJHOCTI pO3B’A3aHH 3ajja4l HAWKOPOTIIOro BEKTOpa
(Shortest Vector Problem, SVP) y rpatkax NTRU (N-th degree Truncated Polynomial Ring).

[TopiBHSHO 3 TpagUIiIHHUMU JUTsE BUKOpHCTaHHsS B cuctemax EIl ¢ynkmisx Tamy SHA
JAaHUH aJropuTM Mae€ IeBHI MepeBaru, a came: 1) BHUKOPUCTOBYE JHCKPETHE UIBHJIKE
nepetBopeHHst Dyp'e mas poboTu 3 ToJMiHOMaMHu, MO0 3a0e3medye BUCOKY IIBUAKICTH
reHepauii Ta nepeBipku EI; 2) Mae BiAHOCHO Manuii po3Mip BUX1THOTO 3HAYEHHS, 1110 POOUTH
HOoro 3pydHUM Ui BHKOPHCTAaHHS B CHCTEMax 3 OOMEKEHHMMH OOYMCIIOBAILHUMUA
pecypcamu; 3) Mae 3aXMCT BiJl KBAHTOBUX aTak, II0 POOMTH MOT0 MepCrleKTHBHUM BHOOPOM
JUTSE MaOYTHIX CHCTEM.

[TeperBopenns GPV [2], mo BukopuctoByethest B cucteMi EIl Falcon, Bumarae, 1mo6
rem-¢pyakuis H Oyna 3axuineHa Bix kouisiil. Yepe3 Taki BUMOTH po3Mip cojii B OiTax Mae
OyTu He MeHImUM 3a 2*\, me A — piBeHb Oe3MeKH, 0 BUMAaraeThcs 3rigHo [5]. Aune, 3a
ymoBamu KoHKypcy NIST [3,4] kinpkicTh 3anuTiB Ha TeHepyBanHs EIl (signature queries) He
Moke OyTu Oinmbmroro 3a qs=2%*, mo BUMarae BiANOBIZHOTO PO3Mipy COIN, SAKHMH MOKHA
chopmymoBatu Tak: A+logz(qs). B Tabm. 1 HaBeneHO BUMOTH MO0 PO3MIPIB COJI 3
BpaxyBaHHsAM BUMOT NIST s 5 — 7 piBuiB 6e3neku EII Falcon.

Sk omnmcano B po6oTi [5], ocHoBauMmu atakamu 1iist EIT Falcon € ataku Ha BiHOBIIEHHS
ocobucToro kioya 3 Bigomoro Biakputoro kmoua EIl Ta ataku, cripsMoBaHi Ha MigpoOKy
EIL.
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2. ATAKU HA BITHOBJIEHHSI OCOBUCTOI'O KJIFOYA

MoxyTh OyTH HaOUTBIIT HEOE3MEUHUMU.

VY psal KpUOTOCUCTEM, CTIHKICTh AKHX IpyHTyeTbcs Ha mpoOiemi NTRU[1], mns
BUITQJIKy, Kojiu momiHomu f Ta g MawTh koedimieHTn B mianmazoni {0, 1, —1}, BuHHKae
npobiema 3a0e3lmeyeHHs CTIMKOCTI BiJ KOMOIHOBaHMX arak. JlaHwii (akT yMOXKIUBIIOE
KOMOiHaTOpHI ataku. Tomy, Halle(heKTUBHIIIOW aTakor € TidOpuaHa ataka. BHacmiIok aTaku
BU3HAYAETHCSA YACTHHY BEKTOPY KOMOIHATOPHHUMH NUIAXaMU (32 YMOBHU HE 30UIbIICHHS
po3mipy moayis N). B [6] mokazano, 1o ajis 3aXHMCTy BiJ Takoi atakd TpeOa 301IbIINTH
piBerb Oesmeku mo 2°%2 . IIpotu amroputmy Falcon Taki aTaku HEMOXJIMBi, OCKiJBKH
nojiHoMu f, g oOMpAIOTHCS 3TiAHO 3 HOPMAJIBHUM PO3IMOJLIOM MO 3aJaHUM IapaMeTpaM.
3anumaeTbes TIIBKU NPSIMUH NUISX BiJIHOBJICHHS 0OCOOMCTOrO KIFOYa 3 HASBHOTO BiJKPHUTOTO
KJTFOYa IIJISIXOM PeAyKIIil 0a3ucy penriTku, o omnucano B [2,7-9].

Tabnuys 1
Bumoru mopao po3mipis 10 ais S — 7 piBuiB 0e3nexku EII Falcon
Po3mip rema ta po3mip coui (r) Po3mip coJi 3 BpaxyBanus sumor NIST
256+512 320
384+768 448
512+1024 576

3. ATAKHN HA BE3IIOCEPE/IHBO ITIIPOBKY EII

[Tpu peamizamii qaHoi aTaku Tpebda BUSHAYUTH JOCTATHBO KOPOTKHiA BEeKTOp S. CTIHKICT
HaHKpAIOro airOpMTMy MONIYKY HAWMEHIIOro BEKTOpY oLiHroeThes uucio 20228 ne B —
po3Mip OJIOKY iTeparisx penaykmii. SKmo s KpUITOAHATI3y 3aCTOCOBYBATH AalTOPHTM
I'poBepa, MiHiManpHA OIiHKA CTiHiKOCTi mpH po3mipi 256 6it ckxmamae 2°2%°8 xpanToBOI
CTIMKOCTI (KJ1acuyHa CTIMKICTh JopiBHIOE 256 01T). Tomy, ans anroputMmis EIl, 1o 3acHoBaHi
Ha pelliTKaX KBaHTOBA CTIMKICTh B pa3i KIACHYHOI CTiliKocTi 256 OIT € CyTTEBO OLIBILIOIO 3a
128 6ir.

Oruinku KpumnrocTiiikocTi B po6oti [10] oTpumyBamucs 3 po3mipy OJIOKY JOBKHHOIO
0,265B Ta 0,292B [2, 3]. Ase Taki OLIIHKU € JOCUTh TPYOUMHU.

3HavyeHHs1 MapaMmeTpiB, HaBeleHl B [11], mpu 3actocyBanHi B MexaHi3Mmi Dilithium ne
3abe3neuyroTh CTiHKicTh Ell Bij KjTacHYHMX aTak 3a JOBXHHOO Xxemry 256 0itiB. B pasi, skiio
po3mip N=512, yac QopmyBaHHS HIANUCY € 3aHAATO BEIMKUM — B TakoMmy pa3i Tpeba
30UIBIIMTH 3HaYEHHS ( MPUOIN3HO B JIBa pa3u.

[Tpu BUOOPI po3MipiB 3arajJbHUX MapaMeTpiB Ta KIIOYIB BUHHUKA€E 3HAUYHUN KOHQIIKT
Mk xapaktepuctukamu ctanaaprtiB EIl Falcon Ta Dilithium, 30kpema oo ix criiikocTi Ta
CKJIaJHOCTI OO4MCIeHb. 3O0UIBLICHHS pO3MIpiB MapaMeTpiB 1 KIIOYIB MNPHU3BOIUTH 0
MIJBUIIEHHS CKJIAJHOCTI OOYHMCIIIOBAbLHUX TIepeTBOpeHb, 1 HaBmaku. Illo crocyerbes
TEOPETUYHHX MIAXOJIB A0 MOOYI0BH 3arajdbHuX mapamerpiB Ta kimtouiB ans EIl Falcon Ta
Dilithium, To BoHU 3arajioMm € 3po3yMUINMH, a 33 YMOBHU BUKOpucTauHs [2, 12, 10, 11], Toxi
ICHY€ MOJIMBICTh MOOYTyBaTH iX Tak camo 1 Jjs1 OUIbII BUCOKMX piBHIB Oe3mneku (6-ro ta 7-
ro). Came Ha muX pIBHIX MOXe OyTH 3a0e3medeHo HeoOXiTHI po3psaHocTi comi B 384 1 512
01T 3aXUCTY BiJl KJITACUYHUX aTak, 192 Ta 256 6iT 3aXUCTy BiJ] KBAHTOBUX aTak.

BUCHOBKHA

MoxHa crBepaxkyBatu, mo GPV e miaxomom minxia 10 moOyaoBH KpUNTOTrpadiuHuX
cxem. JlaHmit miaXia 103BOJISIE TAPAHTYBATH 3aXHINEHICTh JAHUX BiJ KBAHTOBHX TEXHOJIOTIH
3namy. B Toii cammii uac marematuuni metoau Falcon ta Dilithium € TeopeTndHOI0 OCHOBOIO
JUIsL CTBOPEHHS [TOCTKBAHTOBHX MpOeKTiB 1o ctangapram EIl Falcon ta Dilithium.
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KOMIT'IOTEPHO-IHTETPOBAHA CUCTEMA VIIPABJIIHHA TEITVIMLIEIO

Anoranisa. Temnuni € omHUM 3 HalOLIbII eeKTUBHUX 3aco0iB Uil BUPOLIYBaHHS
POCIIHH, OCKUIBKH BOHH CTBOPIOIOTH CIIPUSTIMBI YMOBH I iXHBOTO POCTY Ta pO3BUTKY. OnHAK
Ui 3a0e3MeYeHHs  MaKCHMAalbHOI  MPOAYKTHBHOCTI  TEIUTMIF  HEOOXIMHO  TMOCTIHHO
KOHTPOJIOBATH Pi3HI MapaMeTpu CEpeAOBHUINa, TaKi K TeMIepaTypa, BOJIOTICTh, OCBITICHICTD, a
TaKOX 1HII (QaKTopH, AKi Oe3MOCepeHhO BILTMBAIOTH HA 3IOPOB'SA Ta MPOAYKTHUBHICTH POCIHH.
VY 3B’3Ky 3 LIUM CTBOPESHHS KOMII'FOTEPHO-IHTEIPOBAHOI CUCTEMH YNPABJIiHHS TEIUTHLCIO CTAE
BOXJIUBMM 3aBIJAaHHAM, OCKUIBKH II€ JO3BOJIIE aBTOMAaTH3yBaTH Ta ONTHMI3yBaTd IPOIECH
BUPOLIYBaHHS POCIMH. METO NOCHIIKeHHS! € po3poOka eeKTUBHOI 1 HaAilHOI CHCTEMH
YIPaBJIiHHS TEIUTUIIEIO, SKa O MOTJIa aBTOMAaTHYHO 30MpaTH Ta aHajIi3yBaTH JIaHi [Ipo rapameTpu
MikpokiiMaty. OCHOBHI IapameTpH, siki HEOOXiJIHO KOHTPOJIIOBATH, BKIIOYAIOTh TEMIIEPaTypy
TMOBITPSI, BOJIOTICTh Ta OCBITJICHICTh. Ha OCHOBI OTpHMaHHMX AaHMX CHUCTEMa Ma€ MOXIIHMBICTh
ABTOMAaTHYHO KOPHTYBaTH MIKPOKJIIMAT y TEIUIMI, BUKOHYIOYM HAaJAIITYyBaHHA JUI TaKHX
KOMIIOHCHTIB, SIK BEHTHIATOPH, CHCTEMH IOJIMBY Ta OCBITJICHHS. Lle nae 3Mory miaTpuMyBaTH
ONTUMANIFHI YMOBHU ISl POCTY Ta PO3BUTKY POCIWH, MiABHIIYIOYH iXHIA OOCST MPOIyKii Ta
AKICTh. 3allpOTIOHOBaHA CHCTEMa MOXKe OyTH 3acTOCOBaHa B PI3HHX Tally3iX CIIbCHKOTO
TOCIO/apCTBa Ta TEIUIMYHOTO TOCHOAApPCTBA, 30KPEMa B IHAMBIAYaJbHHX (EpMEPCHKUX
TOCIO/IAPCTBAX Ta KOMEPUIHHMX TEIUIMIPIX, IO JO3BOJISIE aBTOMATH3YyBaTW KOHTPOJb 1
pErymOBaHHA MIKPOKJIIMATy y TEIUIMIX Ta IHIIUX 3aKpUTHX HpuMimeHHsx. lle He mmme
CIPOCTHUTHh POOOTY arpOHOMIB, ajie i J03BOJIUTH 30€perTH pecypcH Ta MiBUIIUTH e(EeKTHBHICTh
BUpOOHMITBA. [ ycHimHOT po3poOKM CHUCTEMM YIIPaBIiHHS TEIUIMLEI0 3 BHKOPUCTAHHSIM
KOMIT FOTEPHHUX TEXHOJIOTiH HEOOXiJTHO BUKOHATH KiJIbKa KIFOUOBHX €TaIliB AociikeHHs. [lepi
3a Bce, HEOOXiTHO NpOBeCTH BHOIp Ta aHaJi3 MJATYUKIB, 110 BUKOPHUCTOBYIOTHCS JIJIs
BUMIPIOBaHHS MapameTpiB Mikpokiimaty. [lani ciif cTBOpUTH IporpamHe 3a0e3rnedeHHs s
300py IaHMX Ta YNPaBIiHHS YCTATKyBaHHSM, sIKE€ JIO3BOJINTh 3pydHille Ta edexTHBHIIIE
KOHTPOJIIOBATH YMOBM B TEIUIMII. BaXJIMBMM e€TalmoM € BCTaHOBIEHHS HEOOXiIHOTO
obiasHaHHs, sKe 3a0e3nednTh (YHKUIOHYBAaHHA CHCTEMH, a TaKOX IPOBEJCHHS
EKCIIEPUMEHTAIBHUX JOCIIDKEHb 3 METOI0 MHEpEeBIPKH €(PEeKTUBHOCTI pO3pPOOJICHOT CHCTEMH.
TakuMm 4ymHOM, AaHa poOoTa Mae 3a MeTy 3a0e3MeYNTH IHHOBAIIMHWH MiOXiJ M0 yIPaBIiHHI
TEIUIMILIMH, aKTHBHO BIIPOBA/DKYIOUM KOMIT FOTEPHI TEXHOJIOTI] y CUIBChKE TOCHOAAPCTBO LIS
JIOCSITHEHHSI MAKCUMaJILHOT IPOAYKTUBHOCTI Ta ONITHMI3allii pecypcis.

KoarouoBi ciioBa: Teruumist; ynpapiiHHS MIKpOKIIMAaTOM; aBTOMAru3allis; KOMI'IOTEpHI
TEXHOJIOTIl; KOMIT'FOTEPHI ~CHUCTEMHU; CIJIbCbKE TOCIONAPCTBO;, JATYHUKH, MPOrPaMHE
3a0e3neueHHs.

1. BCTYII

Temnuui € 3HAYHUM JIOCSTHEHHSIM y cdepl CUIbCHbKOTOCHOJApChKUX TEXHOJOTIH,
OCKIUJIBKM BOHH JI03BOJISIIOTH BUPOIIYBATH POCIMHU B KOHTPOJIBOBAHOMY CEpPEIOBHILI, 1[0 HE
3QJIEKUTh BIJ 3MIHM TIip POKYy 4YHM KIIMaTHYHUX YMOB. lle 3abe3medye MOKIMBICTh
MiATPUMYBATH ONITUMAJIbHI YMOBH JJIs POCTY POCIHUH, IO € OCOOIMBO BAXKIMBUM Yy perioHax
31 CKJIIAMHUMH KJIIMaTHYHUMHA yYMOBaMH a00 OOMEXKEHHWM JOCTYIOM [0 SIKICHHX
CUIbCBKOTOCTIOAAPCHKUX 3eMelb. [IpOMHUCIIOBI TEIUIMII CTajdd HEBiA'€MHOI0 YaCTHHOIO
CITBCBKOTOCTIONNAPCHKOI  IHPPACTPYKTYpHU, OCKUIBKHM BOHH  3a0€3Me4Yyl0Th CTaOUIbHE
MOCTa4yaHHs CBIKHMX OBOYIB 1 (PPYKTIB MPOTATOM ychoro poky. Lle, B cBoo uepry, mo3uTHBHO
BIUTMBA€ HAa Xap4yBaHHS HACEJCHHS, HAJar0YM HEOOXiJHI BITaMIHM Ta MIKPOEJIEMEHTH B
parrioHi 6e3 3aJeKHOCTI BiJl TOPU POKY.
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IMocranoBka mnpodjemMu. OCHOBHOIO METOI0 JAHOTO JOCHIKEHHS € CTBOPEHHS
e(EeKTUBHOI CUCTEMH yIpaBiiHHA Terummsamu. s peamizanii 1iei metu Oyae HEoOXiTHO
pPO3pOOHTH KOMITIOTEpHY CHCTEMY, SKa aBTOMaTHYHO 30upae 1 aHamizye Jadi mpo
MIKPOKJIIMAaTH4HI YMOBH, TaKi SIK TeMIIepaTypa, BOJOTICTh MOBITPS Ta PIBEHb OCBITICHOCTI.
BukopucToByroun 1i JaHi, cHCTEMa 3MOXE AaBTOMAaTHYHO YIPABIATA MIKPOKIIMATOM
TEIUIHILI1, KOHTPOJIIOIOYH POOOTY BEHTHJIATOPIB, CUCTEM MOJIUBY Ta OCBITICHHS.

AHami3 ocTaHHiX gocaimxkenb i myOuaikamiii. Hapasi cmocrepira€TbCsi aKTUBHHIMA
PO3BHUTOK KOMIT'FOTEPHO-IHTETPOBAHUX CHCTEM JUI YIPABIiHHS TEIUIULSMH, IO IEMOHCTPYE
BOKJIMBICTh aBTOMATH3allli B arpapHOMy cekTopi. barato mocmimkeHb MiIKPECIIOTh, 10
BIIPOBA/DKEHHS TAKMX CHUCTEM MOXKE CYTTE€BO MOJIMIIATH MIKPOKIIMATUYHI YMOBH B
TEIUMISIX, 110, B CBOK 4Yepry, CHOpUs€ MiJBUIICHHIO BpOXallHOCTI Ta  SKOCTI
CUIbCHKOTOCTIONAPCHKUX KylbTyp. Hampuknaa, y po6oti [1] aBTopu Big3HA4aroTh, IO
ABTOMATHU30BaHI CHCTEMH KOHTPOJIIO [MapaMmeTpiB KIiMaTy JO3BOJISIOTH  JOCSTaTH
ONTUMAILHUX YMOB JUIS POCTY POCIHMH, IIO BEAE [0 3HAYHOTO 30UIBIICHHS BPOXKAIO.
JlocaimkeHHs MOKa3yIoTh, 110 BUKOPUCTAHHS MPOTrPAMHOT0 3a0e3MeYeHHs Al aBTOMaTHU3aIlil
YIIPaBIIiHHS CHCTEMaMHU TaKOXX BEJIE 10 3MEHIIEHHS BUTPAT Ha pECypcH, €KOHOMIii yacy Ta
3pocTaHHs e(EeKTUBHOCTI CUIbCHKOTOCIIOAAPCHKUX TMporeciB. Y CTarTi [2] IOCHiTHUKU
JIEMOHCTPYIOTh, SIK BIIPOBA/DKCHHS AJITOPUTMIB YIPABIiHHSI B PEaTbHOMY Yaci IMO3UTHUBHO
BILJIMBAE HA TOTPEOU POCINH, 3HIKYIOUH MIPHU [IbOMY €HEePreTUYHi Ta BOJHI BUTPATH.

Kpim Toro, iHTEepec a0 iHTerpalii HOBITHIX TeXHOJOTIH, TakuX sk [aTepHer peueit (IoT)
Ta wrtyyHuil intenekt (Al), 3poctae. Y wiit cdepi, 3rigno 3 gocmimkeHHsM [3], iHTepdeiic
MK CEHCOpaMHM Ta YIPaBIIHCHKAM MPOTPAMHUM 3a0€3MEYCHHSM JO3BOJISIE 3/1IHCHIOBATH HE
JUIIIe MOHITOPUHT, a i MPOTHO3yBaHHS 3MIHU YMOB CEPEIOBUIIA, 1[0 € KPUTUYHO BAKIUBUM
JUTS TIATPAMKH ONTUMAIBHOTO MIKPOKIIIMATY Ta aJarTaliii 10 3MiH.

[lepcriekTHBY MOJANBIINX JOCHIIKEHb BKIIOYAIOTh HE JIMIIE BIOCKOHAJICHHS
QITOPUTMIB aBTOMAaTU30BAHOTO YIPaBIIHHSA, a W BHUBYEHHS EKOHOMIYHHMX AaCIIEKTIB
BIIPOBA/KEHHS KOMIT'FOTEPHUX CUCTEM. 3T1AHO 3 JOCHITKEeHHSIM [4], CHCTeMHUN MiApaXyHOK
BUTPAT Ta BHUTOJ TPH aBTOMATH3alii TEIUIMIb MOXE TOIMOMOITH OIIHUTH EKOHOMIYHY
e(EeKTUBHICTb IIUX TEXHOJIOT1H 1 PEKOMEHIyBaTH IX BIIPOBAKEHHS IS CLIIbIOCIIBUPOOHUKIB.

Meta ny6aikamii. OpnepxkaHi pe3yiabTaTH MOXYTh OYTH HIMPOKO 3aCTOCOBaHI B
PI3HOMAaHITHMX THUIAX TEIUIMIb 3aBISKH THYYKOCTI Ta MAacHITabOBaHOCTI PO3pO0JIEHOT
KOMIT FOTEPHOI CHCTEMH YIIPABIIIHHS.

2. TEOPETUYHI OCHOBH

Komn'toTepHO-1HTErpoBaHi CUCTEMHU JUJIsl YNPaBIIHHS TEIUIMLSAMU BUKOPHUCTOBYIOTH
MIKpOIIPOLIECOPHI KOHTpOJepH, Taki sk Arduino, pa3oMm i3 AaT4MKaMH JUIi MOHITOPUHTY
3pocTaHHs pociuH. Lli KoHTposepu aBTOMaTH4YHO 30MpalOTh JaHl PO TeMIeparypy,
BOJIOTICTh Ta PIBEHb OCBITJIEHOCTI. 3aBJsKU TexHonoriaM InTepHery peueit (IoT), moxxnuBuit
JUCTAHIIIMHUI KOHTPOJIb 1 YIIPABIIiHHS CUCTEMaMH B pealibHOMY 4aci. [Iporpamui anropurmu
aHaJI3yIOTh JlaHi JJIS ONTHMi3alii yMOB pOCTY POCIHH, MiJBUINYIOUM IXHIO BPOXKaWHICTb 1
3MEHIIYIOUN BUTpaTu pecypciB. OTxe, BUKOPUCTaHHS MiKpokoHTpoJiepiB Ta loT y Temnuisax
CHpusi€ aBTOMATU3allli Ta MiABUILEHHIO €()eKTUBHOCTI arpOBUPOOHUIITBA.

3. METOAU JOC/IIKEHHSA

ExcnepumenTtanbHa 0a3za JOCHIDKEHb BKJIIOYA€ BHUKOPUCTaHHS MIKPOMPOLIECOPHUX
KOHTpOJIEpiB, TakuxX AK Arduino, siKi cIy’KaThb OCHOBOIO JJIsi 300py Ta aHali3y AaHUX MPO
YMOBHU B TEIUIMLSAX. Y paMKaX €KCIIEPUMEHTY BCTAaHOBJIIOIOTHCS PI3HOMAHITHI JaTYUKHU IS
BUMIPIOBAHHS KJIIOYOBHMX IapaMETpiB CEPEeJOBHINA, 30KpeMa TemIepaTypH, BOJIOTOCTI,
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ociTienocti i piBHs CO2. JlogaTKOBO BUKOPUCTOBYIOTBCS aKCcecyapH, Taki sIK pene Juis
YIIPABIIiHHSA CHCTEMaMH IIOJIMBY Ta BEHTWJISALIi, IO J03BOJISIE aBTOMATH3YBaTH INPOLECH Ha
OCHOBI OTpuMaHHX MgaHuX. lHTerpamis 3 maardopmamu loT nmae 3mory 3aiiicHioBaTH
MOHITOPMHT Yy peaJbHOMY 4Yaci Ta 30epiraTd JaHi i1 TOJAIBIIOTO  aHAI3y.
ExcnepumenrtanbHa 0a3a TakoX BKIIOYAaE poO3poOKYy MPOrpaMHHUX —aITOPUTMIB, SIKi
00po0IIArOTE 310paHi J1aHi, OIIHIOKOTH iX 3 TOYKH 30py €(PEKTHUBHOCTI BUPOIILYBAaHHS POCIHH
Ta 3/IIHCHIOIOTH aJalNTallil0 yMOB Ha OCHOBI OTpPUMaHUX pe3yibTaTiB. Lle no3Bossie ctaBuTH Ta
TECTyBaTH  PI3HOMAHITHI  TiMOTe3W HIOAO  ONTHMi3amii  yNpaBliHHSA  TEIUIMISMH,
OOTPYHTOBAHOTO IMiAXO/Y JI0 PECYPCOCIIOKUBAHHS Ta i IBUILECHHS BPOKAHHOCTI.

4. PE3YJIBTATHU TA OBT'OBOPEHHA

Po3po0ka KOMITIOTepHO-IHTEIPOBAHOI CHCTEMH YIPABIIIHHS TEIUTHISIMH € BOKITHBUM Ta
MEPCIICKTHBHUM HanpsMKoOM. L5 cucrema 3a0e3meunTh OnTUMaIbHI MIKPOKIIIMATHYHI YMOBH,
IO MiJBUIIUTH BPOKAWHICTh, SKICTh KYJAbTYp 1 3MEHIIUTh BUTPATU pecypciB. JocmimKkeHHs
3MIMCHIOIOTHCS 4Yepe3 CeKCIICPUMEHTH Ta TporpamMHe 3a0e3leueHHs, SKE aBTOMAaTHYHO
pErylloe €JIEeMEHTH CHCTeMH BIAMOBIAHO 10 moTped pociauH. OdikyBaHI pe3ylbTaTé
BKJIFOYAIOTh CTIHKHIA ONTHMAJIBHUN MIKPOKIIMAT, 301BIICHHS BPOXKAWHOCTI Ta ITiIBUIIICHHS
edexkTuBHOCTI (pyHKLIOHYBaHHSA cucTeMdu. CTBOPEHHS TaKOi KOMITHOTEPU30BAHOI CUCTEMH €
KPUTHYHO BaXUIMBHM IS TOJIIIICHHS BUPOIIYBAaHHS POCIWH Ta e(EKTUBHOCTI
BUKOPHUCTAHHS PECYpPCIB.

BUCHOBKMU TA IEPCIIEKTUBMU ITIOJAJBIHINX JOCIITKEHb

Po3poOka KOMIT'FOTEpPHO-IHTEIPOBAHOI CHCTEMHM JJIsl YIPaBIIHHA TEIUIMIEIMH €
BOXJIMBUM KPOKOM Yy BJOCKOHAJIEHHI arpapHuX TexHoiyorid. Cucrema Mae MOTEHIial
CTBOPEHHS ONTHUMAJIbHUX MIKPOKIIMAaTUYHUX yMOB, 10 CHPUATUME 30UIBLICHHIO
BPO’KallHOCTI, MOKPAILEHHIO SIKOCTI MPOAYKLIT 1 3HHKEHHIO BUTpAT pecypciB. BripoBamkeHHs
TaKUX TEXHOJIOTIH MOX€ CyTTEBO MiJABULIUTH €(QEKTHBHICTH CUIBCHKOTO TOCIOAAPCTBA Ta
CHOPUSITH CTaJIOMY BHUKOPHCTAHHIO NPUPOJHUX pecypciB. [lomanmpin AoCHiIKEHHS MOBUHHI
30CepeIUTUCST Ha TECTyBaHHI Ta BIOCKOHAJIEHHI IPOrpaMHOro 3a0e3nedeHHs s
aBTOMATH3aIlil yNpaBIiHHSA TeIMIAMHU. Lle BKiIIOYae BIPOBAKEHHS HOBHX QITOPHTMIB
MOHITOPUHTY 1 ajanTauii MIKpOKJIIMaTHYHMX YMOB Ha OCHOBI NOTpPeO POCIUH y pEXUMI
peabHOro 4acy.
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AJITOPUTM BUKOHAHHS OIEPALIIT AUIEHHSA LIIJIMX YUCEJ Y BUTJIS/II
BIIOBPAKEHb

AHoTanis. ApupmMeTryHa omnepais JiICHHS LIMX YUCes MPEACTaBIeHa 3a JIOIOMOTOI0
MepEeTBOPEHHT TONiHOMIB nmomoBHsUIbHUX KomiB (IK). IlepeBara maremMaTwdHOi Mozeni
XapakTepu3yeTbcs (OPMYBAaHHAM IIOJMIHOMIB AONATHUX Ta BIX'€EMHUX LUIMX YHCEN OIHUM
BHpa3oM. Bu3HaueHa 3aJeXHICTh OONAcTi BU3HAuUeHHsS BimoOpakeHHS omepaHniB B JIK Tta
PO3PSITHOCTI MOJIIHOMA, & TaKOX C(OPMOBAHUH ANTOPUTM BU3HAYCHHS CIICHIaIbHOTO TOJIIHOMA
YaCTKH NPH BCiX MOXJIMBUX KOMOIHAI} 3HaUCHHS 3HAKOBUX po3psaiB. [Ipu mpoMy mokasaHo,
IO IOJIIHOM YaCTKH BU3HAYA€ThCS 3a JIOIIOMOTOI0 3HAU€Hb 3HAKOBHUX DO3PAMIB YaCTKOBHX
3QIUIIKIB  JIIJICHOTO, $IKi, B CBOI 4Yepry, BH3HAYAIOTHCS 3a JOINOMOTOK JI0JaBaHHS
nepeTBOpeHoro adbo HeneperBoperoro K ainbHUKA 10 3CYHYTOTO Ha OJWH PO3PS BIIBO KOIY
nonepenaporo K wactkoBoro 3anumky. /loBeneno, mo 36inbsmenHs 3HaueHHs [IK gacTkoBoro
3aJIMIIKY AUICHOTO 3BOJAMTHCSA A0 MoaubikoBaHoro 3cyBy BiiBo JIK 3ammiiky aijgeHoro 3
BTPATO0 3HAKOBOTO po3psay. ChopmoBaHi joriuHi Bupasu uis Qikcaiii 03HaKH MEPEIOBHEHHS
yacTku. [IpuBeneHuii aNropuT™ MepeTBOPEHHs IOJIiHOMa YacTKu B mifcyMmkoBuid JIK wacrtku.
Jns maremarnanoro ommcy JK minmmx dmcen BUKOPHCTOBYETHCS 3MILIEHUH IO MOJYIIO KOJI.
3amava MUTEHHS IUIMX YHCEN 3BeAeHa No omeparil gimeHHs noxiHoMmiB JIK. 3ampomonoBanuii
QITOPUTM U1 BHU3HAYEHHS IIOJIIHOMY 4YacTKH, IO HE 3aJIKUTh BiJl 3HAKIB OMNEpaHIiB.
CdopmoBanuii anroputM o04rciIeHHs KopekTHoro JIK 3amumky mineHoro s Beix KoMOiHAMii
3HAKOBUX PO3PSIIiB OMEPAH/IIB.

Ku1104oBi ¢j10Ba: KoM tI0TepHE TIOJJAaHHS JaHUX; KOMIT I0TepHE AUICHHS; 3MIIIEHUN KO/,
JTIOTIOBHSITLHUH KOJT; 3aJTUIIOK BiJl AUICHHS; O3HAKA MIEPETIOBHEHHSI.

1. BCTYII

B cyyacHMX KOMIT'IOTEpHHMX CHCTEMaxX MpU BHKOHAHHI oOIepauii III0YUCIOBOrO
JIUJIEHHS! BUKOPUCTOBYIOTBCS ONIEPaH/IM, IPEACTABICHUX Y BUTIIAI 300paskeHb, sIK IPaBUIIo, 3
BukopuctanHaM JIK. Omepariiss [AiIeHHS BHUKOHYETHbCS HaJl ONEPaHIAMH CYMICHO 3 iX
3HaKaMH, a pe3yybTaT Biipa3y MpeJCTaBISAETbCS Y BUTIIAAL 300pakeHb OYaTKOBUX JJAHUX.

ITocTanoBka npo6iaemu. [IpoekTyBaHHS amapaTHUX 3ac001B KOMIT IOTEPHUX CHUCTEM,
30KpemMa apu(METHMYHUX TNPUCTPOiB, Iepeadadae 3acTOCYBaHHS HOBHMX MIAXOMAIB JI0
oprasi3zaiii 00YHCIIOBaIbHUX MPOILIECIB, K1 3a0€3MeuyI0Th BUKOHAHHS 33/1aHUX OIepallii.
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ApudmeTndHa omepailis JUICHHS [UTMX YHUCEN, NPEICTaBICHUX y  BHIJISIL
B1JIOOpa)KEHb, BIAPI3HAETHCA JIOCTATHHOK AJTOPUTMIYHOI CKJIAJHICTIO, TOMY JJIS
3a0e3nedeHHss peaiizamii OuIbII ONTHUMAJbHUX CTPYKTYp apu(METHYHHX IPHCTPOIB
HEOOXITHO PO3IIITHYTH TEOPETHYHI 3acajayd MoOyJAOBH, MaTEMaTHYHI MOJENI, IO J03BOJIATH
BUKOHYBATH PO3pOOKY 1 ONTHMI3aIlif0 METO/1iB BUKOHAHHS apu()METHYHHUX OIEpaLlii, a TAKOXK
NPaKTUYHY peaji3alilo apuMETUYHUX TMPUCTPOIB, MPU3HAYCHUX Il BUKOHAHHS OIepaiii
JIJEHHS omnepaHaAiB 3 (IKCOBAaHOK KOMOIO, TMPEJACTABICHUX y BHUIVIAAI CyYaCHUX
KOMIT FOTEPHUX BiTOOpaXKEHb.

AHai3 ocTaHHiX xochailkeHb i myoOaikamii. Omneparmis TiICHHS HUTAX YHCEII,
npencrasieHux B JIK, € 6e33anepedHoro CKI1aJ0BOI0 IEPETBOPEHD B CYYACHUX KOMII'TOTEPHUX
cucremax [1], [2]. ¥V 3B’A3Ky 3 [MOCTAaTHBOI AJrOPUTMIYHOIO CKIIAJHICTIO Ii€l omeparii
BeJIMKA yBara NPHUAUISETHCS HEOOXIAHOCTI ONMTUMI3allli pecypciB OmepamiifHuX MPHCTPOiB
nineHHs [2]. B 3HauHId Mipi 3MICT JOCHIIKEHb CTOCYETHCS BUKOPUCTAHHS JOJATHUX
OTIepaHIIB, B PE3YJIbTATI YOr0 OTpUMaHi e()eKTUBHI METOJAUKH CTBOPEHHS MPUCTPOIB AiJICHHS
0e33HaKoBHX 4Kced. KpiM 1boro, 3amporioHOBaHi METOAMKH CTBOPCHHS MPHUCTPOIB JIJICHHS
3HAKOBUX YHCEN, SKi epeadavaioTh aAlTOPUTMIYHY Ta anapaTHy Moau(dikamiro 0oKa JiJeHHs
nompataux uwcen [3], [4]. HocToBipHiCTh Takux pillleHb B 3HAYHii Mipi OOrpyHTOBaHa
pe3yibTaTaMy YHCENIbHUX eKcrepuMeHTiB [5], [6]. AyibTepHaTUBHEM BapiaHTOM CTBOPCHHSI
MPUCTPOIB AUTeHHs mimx yucen B JIK € 3BeneHHs 1 po3B’sI30K BKa3aHOI 3aaadi 10 orepartii
nineHHss nomiHoMmiB  JIK 3HaKOBUX 4Mcen 3 y3arajJbHEHHM alTOPUTMOM BH3HAYCHHS
CHEIiaIbHOTO TOJIIHOMA YaCcTKH MPH YCiX KOMOIHAIISAX 3HAKIB ONEPaH/IiB.

Meta my6aikamii. MeToro TOCTIDKEHHS € PO3B’SI30K 3aJadi BUKOHAHHS IUICHHS B
cuctemi JIK, mo TrpyHTyeTbcs Ha BHUKOPUCTAaHHI Teopii 3MIIMIEHUX KOJIIB, TOHSTTI
MOJYJABHOCTI NMPH KOAYBaHHI, KOHTPOJII O3HAKH NEPENOBHEHHS 3a pe3yJbTaTaMH aHANi3y
3HaKiB OIEPaHIIB Ta YaCTKOBOTO 3aJMIIKY JJICHOTO, IO JO3BOJSIFOTH IiJIBHIIUTH
e(eKTUBHICTh BUKOHAHHS OIepalliil AUJIEHHS LUINX YUCEN Yy BUIJISAL B11OOpakKeHb.

2. TEOPETUYHI OCHOBHA

OOunciieHHsT 4YacTKM BIA MUICHHS I[UIMX YHCEJI BHU3HAYEHO CIIIBBIJIHOIIEHHSIM
A=B-D+C, ne A==lIAl, B=4IBI, C =+ICl, D = £ID| — xoau mileHOro, QiJbHUKA, YaCTKH Ta
3anumKy BianosinHo, mpudomy |Cl < |Bl. BimoOpakeHHs ninbHUKA, 9acTKH 1 3ammmKky B JIK
BKa3aHO N-pospsauum mominomom OpX(n,1) = [Nop] OpX(n-1,1) = (V + Op)mv = V- Nop + Op,
Jie N — pO3PSIIHICTH ornepaniB, (N,1) — mosne po3psaiB onepanmy Bix N 10 1, V = 2" — mapamerp
BijtoOpaskeHHst N- pospsigroro K, (X)mv — MO3Ha4YeHHsT OpOLEAypH OOYMCIICHHS 3aIHIIKY
koay X 3a moxynem V, OpX(n-1,1) — n-pospsnni JIK omepanniB, Nop — 3HaUEHHS 3HAKOBOTO
pospany omepanxy. O6rmacTb Bu3HAaueHHs N-pospsanoi ¢ymkuii OpK(n,1) nns pinpHuKa,
YaCTKH Ta 3aJIMIIKY BU3HAYa€eThes 3a Bupazom Op € [0;V/2 - 1], sxmo Op >01 Op € [-V/2; -1],
axmo Op < 0. O6sacTh BU3HAYeHHs 2N-po3psAaHoi GyHKuii ainenoro AX(2n,1) BusHavaeThes
ax AE[O;V32 - 1], sxkmo A>0 i A€E[-V¥2;-1], sxmo A<O0. Jlami B poGOTi aHANITHIHO
BHU3HAYAIOTHCS PE3yNIbTaTH OOUMCIICHHS YaCTKHU Ta 3alIUIIKYy MpPH PI3HUX KOMOIHAIISX 3HAKIB
JIJIEHOTO 1 JUIbHUKA, B pe3yjibTaTi 4Oro OTPHMaHi aHANITHYHI BUpPa3U Ul BU3HAUCHHS
3aJIMILIKY UTIOCTPYIOTH OJIHAKOBI PE3Y/IbTATH HE3AJIEKHO BiJ] 3HAKIB ONEpaH/IiB.

3. PE3YJIBTATHU TA OBI'OBOPEHHA

B poboti 3amponoHoBaHa MaTeMaTWYHAa MOJENb JUIsl BUKOHAHHS Omeparii TijIeHHS
[UIMX YUCEN Y BUIJISI BiZJOOpakeHb 3 BUKOPUCTAHHSM MepeTBOpeHHs nomiHomiB JIK:

1. MaremaTtuyHa MOJENIb XapakTepU3yeThCcsl (OPMYBaHHSAM IMOJIHOMIB JOJAaTHUX Ta
BiJI'€eMHUX LIIUX YUCEN 32 IOTIOMOT'00 OJTHOTO BUPA3Y.

63



XU Misicnapoona naykogo-npaxmuuna Kongepenyis XII International scientific conference

"Inobaneri ma pezionanvbhi npobnemu inopmamusayii 8 cycninecmei i "Global and Regional problems of Informatization in Society
npupoooxkopucmysarni '2024", 21-22 aucmonada 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYbIll Vkpainu, Kuig NULES of Ukrainge, Kyiv

2. BuzHaueHa 3alieHICTh 00JacTi BU3HA4YCHHs BimoOpakeHHs omepaHnaiB B JIK Ta
PO3PSAIHOCTI MOJIIHOMA.

3. ChopmoBaHMii aNrOpPUTM BH3HAYCHHS CIICHIaJLHOTO TOJIHOMA YacTKU IPH BCIX
MOKJIMBUX KOMOIiHAIli 3HA4YeHHA 3HAKOBUX po3psAiB. [lokazaHo, 1m0 MOMIHOM 4YacTKU
BU3HAYAETHCS 32 JIOTIOMOT0I0 3HAYCHb 3HAKOBUX PO3PSAIIB YACTKOBHUX 3AIMIIKIB J1IEHOTO, SIK1
BHU3HAUAIOTHCA 3a JOMOMOrOK JOJaBaHHS IHepeTBopeHoro abo HemneperBopenoro JK
IUTbHHUKA JI0 3CYHYTOTO Ha OJMH PO3PSI BIIBO KOJY MOMEPEAHHOIO YACTKOBOIO 3aJHILKY.
[lpuBeneHnit aNrOpPUTM MEPETBOPEHHS MOJIIHOMAa YAacTKH B MiJACYMKOBHH KOJ YacTKH HE
3aJIC)KUTH BiJI 3HAKIB ONEPaH/IIB.

st maTematuaHoro onucy auteHHs JIK Hinux dncen BUKOPUCTOBYETHCS 3MIIICHHN 32
MOAyJIeM Koj. 3ajada JIJICHHS IIJIMX YUCeN 3BeJeHa J0 omeparii aiieHHs nomiHoMiB JIK.
CdopmoBanmii anropuT™M OOYMCICHHS KOPEKTHOTO 3aJMINKY JUICHOTO JJIA BCiX KOMOiHAIii
3HAKOBUX PO3PSIIB ONEPaH/IIB.

BUCHOBKMU TA NIEPCIIEKTUBMU ITOJAJBIINX JOCIITKEHb

3anpomnoHoBaHUM MiAXix A7 (QOpMalli30BAHOTO OIUCY OMepamii AieHHS LUTHX
OTlepaHfiB, IO 0a3yeTbcs HAa BUKOPUCTAHHI 3MIIIEHOTO KOAYBaHHS 1 BHUKOHAHHI il 3a
JIONIOMOT'00 IIPIOPUTETHOTO BUKOPUCTAHHS MOJYJSPHOCTI JIaHUX, MOKa3aB METOAOJIOTIYHY
MOBHOTY, 4YITKy MaTEMaTW4HY TIIOCIiJOBHICTh BHCHOBKIB Ta KOPEKTHICTh OTPHMaHHUX
pe3yNbTaTiB.

HaykoBa HOBHM3HA pe3ynbTaTiB mojsrae y (opMyITIOBaHHI TEOPETHUYHHX TOJOXKEHb 3
METOI0 CHUHTe3y 0a30BUX apu(METHMYHMX IMPUCTPOIB Ta PO3B'A3aHHS 3a/auyl BU3HAUYEHHS
XapakTEepHUX O3HAaK B OMNeEpalisx [IUICHHS MimuxX omepaHaiB. Ilpaktuyna peamizaris
HaBEJIEHOI'0 MIJXOAY J03BOJIAE OTPUMATH CXEMH s €(PEeKTUBHOIO BUKOHAHHS OJHIET 3
OCHOBHHUX KOMIT'IOTEpHUX apU(PMETHUHUX omepaiiid. 3arnporoHOBaHUNA MeToJ mependayae
KOJyBaHHS JOJAaTHUX Ta BIJI'€MHUX LUIMX YHUCEN BIAMOBIAHO O OJJHAKOBOI MaTeMaTHYHOI
3aiiekHOCTl. llepcneKkTUBHICTh pPE3yibTaTiB JIOCHIIKEHHS, IPYHTYETbCS Ha JIOBEAECHUX
MaTeMaTHYHUX BiJHOIIEHHSIX, HECKJIAJHOCTI 3alIPONIOHOBAHOTO AJITOPUTMY OIlepallii JijIeHHs
Ta MOKJIMBOCTI CTBOPEHHS BIJIOBIIHUX KOHKYPEHTOCIPOMOKHHUX MPUCTPOIB AUIEHHS IUINX
yucen B J1K.
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RESEARCH ON DIFFERENTIAL CRYPTANALYSIS BASED ON DEEP LEARNING

Abstract. Cryptography is vital for information security in the age of pervasive connectivity. Deep
learning has advanced in image classification and natural language processing. Modern block ciphers are
complex, making it hard for neural networks to extract plaintext features from ciphertexts. However, combining
deep learning with traditional differential cryptanalysis can enhance crypto-attack performance. This integration
is a key technological trend. Cryptanalysis is becoming more intelligent and automated, with researchers using
deep learning to aid in these tasks. This review explores trends in deep learning-supported differential
cryptanalysis, including differential analysis, deep learning models, and classifier design. Despite challenges,
deep learning offers significant potential for improving traditional cryptanalysis and future cryptographic
solutions.

Keywords: deep learning; differential cryptanalysis; differential cryptanalysis; convolutional neural
network

1. INTRODUCTION

With the development of computer technology and communication technology,
information security has become an important factor affecting the development of a country
and society. Cryptography plays a pivotal role in ensuring information security, which is
widely used in personal privacy protection, business trade, national defense security and other
fields [1]. Cryptanalysis is an important branch of cryptography and an important part of
intelligence analysis for military activities. The most representative of these statistical
analysis methods is differential analysis.

2. BASIC PRINCIPLES OF DIFFERENTIAL CRYPTANALYSIS

Differential cryptanalysis is an effective cryptanalysis method for block ciphers, and
whether a block cipher can successfully resist differential cryptanalysis has become an
important index to measure the security of this cipher algorithm. The main idea of differential
cryptanalysis is to obtain some guess information of the key by analyzing the probability non-
uniformity of the ciphertext generated by the fixed input differential in the differential
propagation, and then reduce the candidate key selection space.

In 1990, Israeli cryptographers Biham and Shamir [2] first proposed differential
cryptanalysis, which belongs to the plaintext attack method and is often used to distinguish
encrypted ciphertext from random data. Its basic idea is to find a differential path with high
probability by analyzing the possible defects in the cryptographic algorithm, and use the
differential path to build a differential distinguizer. Because of its characteristics, differential
cryptanalysis is very effective in breaking iterative cryptosystems. Therefore, differential
cryptanalysis is usually used as the breaking algorithm of iterative block ciphers, and it is also
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one of the important indicators to measure the security of ciphers, which plays an important
role [3] in cryptanalysis and related fields of cryptographic security.

In all current cryptanalysis methods, the core idea of cryptanalysis is to design an
effective cipher distinguisher, and use the classification results of the distinguisher to reduce
the candidate key space, so as to reduce the difficulty of further cryptanalysis. It is often used
to distinguish between plaintext and ciphertext to assist cryptanalysis. In the traditional
differential analysis, the first thing is to find a high probability differential feature, and then
construct the differential distinguisher through the high probability differential feature. The
construction of the differential distinguisher depends more on the possible defects of the
algorithm itself, and the construction process relies heavily on manual derivation, which
greatly slows down the cryptanalysis process. In recent years, relying on automated search
technology to find differential distinguishers has gradually become the mainstream method
[4] of differential distinguisher construction.

3. DESIGN OF DIFFERENTIAL CLASSIFIER BASED ON DEEP LEARNING

There are a variety of machine learning algorithms, such as support vector machine
algorithm, naive Bayes algorithm, decision tree algorithm, expectation maximization
algorithm, artificial neural network algorithm, and so on. Now deep learning has become a
research hotspot in machine learning. The common models include multilayer perceptron,
deep neural network, convolutional neural network, recurrent neural network, long short-term
memory network, etc [5]. Convolutional neural network is suitable for many fields such as
natural language processing, speech processing and computer vision. Recurrent neural
networks have great advantages in processing sequential information and speech.

In recent years, based on the goal of improving the accuracy of neural distinguisher,
scholars have proposed a series of improvements. These improvements include using more
ciphertext pairs as input and using more complex and powerful neural networks. Gohr
proposed a neural discriminator based on residual neural network for Speck32/64 [6].
Combined with Bayesian optimization, Gohr further proposed a deep learning-based key
recovery attack, which was successfully applied to 11-round and 12-round Speck32/64.
Compared with the traditional cryptanalysis method, this new attack includes two additional
operations in addition to decryption. The first operation is to send the decrypted ciphertext
pair to the neural distinguisher and obtain the output of the neural distinguisher. The second
operation relies on Bayesian optimization to recommend a batch of key guesses that are most
likely to be correct for verification at each iteration. In addition, Gohr adopts a reinforcement
learning mechanism to dynamically allocate computing resources. During the attack, a batch
of ciphertext structures is generated for multiple iterations.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

Although deep learning has a certain application in the field of cryptography, its
application in the field of cryptanalysis is still in its infancy, and there are many problems to
be solved. Summing up all the above, authors believe that the following problems need to be
further studied:

1. The combination of ciphertext pair and ciphertext difference is used as the input of
the neural network model, although the accuracy and the number of rounds of the
distinguisher are improved to a certain extent, it can be further optimized for the data set. In
the future work, the idea of multiple differential cryptanalysis can be introduced into the
differential neural distinguisher model, and the ciphertext groups and ciphertext difference
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groups can be generated through several input differences with high probability as the input of
the model, and the key recovery attack can be construc.ted on the basis of this work.

2. Current researches on deep learning-based block cipher cryptanalysis focus on neural
differential cryptanalysis, and no results have been found on the combination of deep learning
and other traditional cryptanalysis methods. Differential cryptanalysis is inevitably and more
calculated difficult for new ciphers. In summary, the combination of deep learning with other
cryptanalysis methods is a worthy research direction.

3. At this stage the data used to train the differentiator is generated by random methods
then differential computation, and then encrypted to obtain the training dataset. There are
many advanced dataset processing methods in the field of artificial intelligence, and whether
these methods can be introduced into the construction of cryptographic differentiator datasets
Is a question that this paper plans to investigate in the future.
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CHUCTEMA MOHITOPUHI'Y CIIOXXWBYOI TPAHC®OPMATOPHOT IMIACTAHLIIT
10/0,4 KB

AHOTaNisg. Y CTaTTi MpeACcTaBICHO PO3pPOOKY anmapaTHO-IPOTrPAMHOTO KOMIUIEKCY LIS
MOHITOPHHTY CTaHy KOMIUIEKTHOI TpaHchopmatopuoi mincranmii (KTII) 10/0,4 xB.
Po3rnsiHyTO Cy4acHi MiAX0au O CHEPrOMEHEIKMEHTY, CUCTEM MOHITOPHHTY Ta YIPaBIIiHHS
€HEepProCIOKUBAHHAM, IO CIPHUSIOTH ONTUMI3alii BUTpAT 1 MiABUIICHHIO €()EeKTUBHOCTI
BUKOPHCTAHHS €HEepropecypciB. 3amporoHOoBaHa CHUCTeMa 3a0e3nedye KOHTPOJIb OCHOBHUX
napameTpiB miacTaHmii, Takux sK (a3Hi W JIHIAHI Hampyrd, CTPyMH, TemIeparypa
TpaHchopMmaropa, a TAaKOXK YIPABIiHHS BYJIUYHUM OCBITICHHSM 1 Hepeiady JaHHX uepes
0e3apoToBy Mepexy. CucreMa crhpuse peaiizaiii KOHIEMIlli IHTEJICKTYaIbHHX MEpex Ta
MiJBUIIYE HATIHHICTh €KCIUTyaTallil miICTaHI[i}.

KawuoBi cioBa: eHepreTHYHW MEHEKMEHT, MOHITOPHHI EHEProCIIOKWBaHHS,
amapaTHO-TPOTrPaMHUI KOMIUIEKC, TpaHCPOopMaTOpHa IiICTAHIIis, IHTETIEKTyalbHI MEPEXKi.

1. BCTYII

B cysacHoMy BHpPOOHHWIITBI CHEPrOOIIAIHICTH 1 EHEProomaJHI  TEXHOJIOTil
PO3IIISIAIOTHCS K MPIOPUTETHI IHBECTHUIIIHHI MPOeKTH. Tlepexia mianprueMCTB 10 HOBUX IIiH
Ha TaJIMBO, BOJY, €JIEKTPOCHEPTil0 BUMArarTh MoTpedye Meperisay iCHYIUYnX MiIXOiB 10
NPOEKTYBAaHHS Ta BHMKOPHCTaHHS EHEPreTMYHMX yCTaHOBOK. OmnrTuMizaiis CUCTEM
BUPOOHUIITBA Ta PO3MOALTY €HEprii, KOpUTYBaHHS €HEPreTHYHUX 1 BOJHUX OajaHCIB AArOTh
3MOT'Yy MiJBUIIUTH MEPCIEKTUBHICTh PO3BUTKY, a BIITaK 1 MiABMIIUTH TEXHIKO-€KOHOMIYHI
MOKA3HUKH (PYHKLIOHYBAHHS MiITPUEMCTB.

OCHOBHUM 1HCTPYMEHTOM CKOpPOYEHHS BUTPAT €Heprii 1 MmiABUILEHHS e()eKTUBHOCTI ii
BUKODUCTaHHA Ha MIJIPUEMCTBAX € po3po0Ka CHCTEM MOHITOPMHTY Ta YIpaBJIiHHSA
€HEePrOCIIOKMBAaHHAM. JaHI CHCTEMH € CKIIQJIOBUMH CUCTEMH €HEPTreTHYHOTO MEHEDKMEHTY
— CHCTEMHM YIpaBIiHHSA, 110 IPYHTYEThCA Ha MPOBEJCHHI TUIIOBUX BHMIPIOBaHb 1 MEPEBIPOK,
Ui 3a0e3meueHHs  eEeKTHBHOTO  BHKOPHCTaHHS  eHepropecypciB.  Eneprernynmii
MEHE/UKMEHT 3ale3ledye TMOCTiliHE OHOBJIEHHS 1H(OpMalii Mpo pPO3MOAIT Ta YMOBHU
CIIO’KMBAHHS €HEprii Ha MiAMPUEMCTBI, a TAKOXK PO €PEeKTUBHICTh I[LOTO CIIOKUBaHHS [ 1].

KoHTposb 1 ynpaBiaiHHS €HEProCcloXKUBaHHAM MOJKE 3alliKaBUTH 3 YOTUPbOX OCHOBHUX
MIPUYHH, CIIpUsitoun [2]: 6uIbil eheKTUBHIN POOOTI 0OCIYTOBYIOUOTO MEPCOHAITY; 3HUKEHHIO
BUTpAaT Ha €HEepProHocii; ontumizamii ¥ 301IbIICHHIO TEPMIHIB €KCIUTyaTalii OCHOBHOTO
YCTaTKyBaHHS, MPUEIHAHOTO JIO MEpPEeXi EHEeprornoCTavaHHS; 3POCTAHHIO MPOTYKTUBHOCTI
nporecy (BUPOOHMYOTO TPOIECy, aJAMIHICTPAaTUBHOTO KepyBaHHS abo aucrerdepusaiii
IHKEHEpHUX cHCTeM OyIHWHKY, 3a paxyHOK 3amo0iraHHsi abo 3HMKEHHS MpocToiB, abo
3a0e3MmeueHHs CIIOKUBAYiB OUTBII SIKICHOIO €HEPTI€I0).

OCKUTBKH Mepe)ka €HEproroCTa4aHHsI Oe3yNMWHHO PO3IIUPIOETHCS, HEMUHYYE TOCTa€e
NUTAHHSA: Y4 3/1aTHA ICHYIOUa Meperka 3a0e3MeunTH 11e HoBe po3mupeHHs? CaMme TyT cuctema
KOHTPOJIIO 1  YOpaBIIHHSA  CHEPrOCIOXWBAHHSIM  MOXE  JOIMOMOITH  CIIyXkOi
€HeproMeHE/DKMEHTY MNpPUUHATH TNpaBWiIbHE pimleHHs. Peectpyroun mozii i mpouecu B
MepeKi, BOHa MOXKe apXiByBaTH JlaHl Ipo (paKTUYHE BUKOPUCTAHHS OCHOBHOTO OOJIafHAaHHS il
HOTIM JOCUTh TOYHO OLIHUTH PE3EpPBHY IMOTYXHICTh MEpEeXi, PO3MOAUIBHOrO LIUTa abo
Tpanchopmaropa.
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binpmr  edexTHBHE BUKOPUCTAHHS OONAJHAHHS MOXeE 30UIBIIUTH TEPMIH HOTO
ekcrutyaranii. CUCTEeMHU KOHTPOJIIO €HEeProCHoKUBaHHA MOKYTh JaTH TOYHY 1H(POPMALIIIO ITPO
(akTHUHE BUKOPHCTAHHS TOTO a0 IHIIOTO OOJAAHAHHS i MiCis LBOTO Ipyla TEXHIYHOTO
00CITyTOBYBaHHsI MO’KE€ YXBJIMTH pIIIEHHS I0J0 BHKOHAHHS BIJIIMOBIIHOI omeparii
00CITyroBYBaHHs B ONITUMAJILHUIN TEPMiH.

TpamuimiitHo, CcHCTEeMH KOHTPOJIKO 1 YIPaBIiHHS €HEPrOCIOXKHWBAHHAM  OyJu
LEHTPaI30BaHUMHU N IPYHTYBAJUCS Ha CUCTEMax aBTOMaTH3alii JUCIEeTYEPCbKOro
KepyBaHHS i 30upanns nanux (SCADA).

Yepes BUCOKY BapTiCTh, 3aCTOCYBaHHS MOMIOHUX cucTeM (mo3uiist 3 Ha puc. 1) Oymo
OoOMEKEHE KPUTHYHO BaXXJIMBUMH YCTAaHOBKaMH, OCKUIBKM BOHH ab0o Oynu OinbIIMMu
CHOXMBayaMM eHeprii abo iX TeXHOJOriYHMH Ipouec OyB JyK€ UYTIMBUHA 10 3HUKEHHSA
SIKOCT1 €HEprornocTayaHHs.

Taki cucreMu TIpyHTYBalMCAd Ha TEXHOJIOTIAX aBTOMAaTH3alii M JyXe 4acTo
NPOCKTYBAIUCh CHUCTEMHUM 1HTErpaTOpPOM BIANOBIAHO O BHMOT 3aMOBHHMKA W TMOTIM
TFOTOBMMH HOCTaBIIsLIMCA Ha 00'ekT. OnHak, Olibllla MOYaTKOBa BapTiCTh, BUCOKI BUMOIH JI0
KBaJiiKaIlii ornepaTUBHOIO MEPCOHANY 1 BapTICTh POOIT 3 MOAEpHi3amii, IpU PO3MIMUPEHHI
MepeXi eHeprornocTayaHHs, yacTo Oy MEePeLIKoI0k0 s MOTEHLIHHUX KOPUCTYBayiB.
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Pucynox 1. Ilo3uyionysanms cucmem Konmpouto i YnpagninHs eHepeoCnoNCUSAHHAM

[Hmmit migxin (mosuuis 2 puc. 1), mo peanizyeTbcsl cHeliani3oBaHUMHU TEXHIYHUMHU
pilleHHsIMM, Habarato OUIBIIOI MIPOIO BIJINOBIJAE CHEHU(PIUHUM TMOTpedaM CUCTEM
€HEproKMBJIEHHS U JAIMCHO NiABUILYE pEHTAOENbHICTh TaKHUX CHCTEM. AJe, uepe3
BUKOPUCTaHHS IIEHTPAJi30BaHOi apXiTeKTypH, IIOYaTKOBI BHUTpaTH, SK 1 paHille,
3aJIMIIAIOTHCS BETHKIMH.

Ha nesxux o6'ektax cucrtemu tumy (2) i (3) MOXYyTh BHUKOPHUCTOBYBATHUCS CIILIBHO,
3a0e3meuyroun Npu HEOOX1THOCTI CIIy)K0y €eHEproMeHEPKMEHTY JIOCTOBIPHOIO iH(pOpMaIli€lo.

VY nanwmii yac 3'sIBUIIACS HOBA KOHIIEMIIIS iHTEIEKTYaTbHOTO €HEPTeTHIHOTO 00JIaTHAHHS
(mozumist 1 puc. 1). 3acHOBaHa Ha MOXJIHBOCTAX Web-TeXHOJOriH, BOHA MPOIMOHYE JIHCHO
NpUMHATHE N0 3aco0ax pillleHHs Ui OUIbIIOCTI KOopUcTyBayiB. Kpim Toro, BiacHUK 00'ekTa
MOK€E MTOETAITHO 1HBECTYBATH B OUIBII CKJIAJHI CUCTEMHU KOHTPOIIIO.

PiBens 1 Moke TO1 PO3TIAIATHUCS K TTOYATKOBUH €Tall JUIsl IEpexoay 10 piBHS 2 abo 3
3aBJISKM TOMY, IIO LI TEXHIYHI PilIEHHS MOXXYTh BHUKOPHCTOBYBATHCS CHUIBHO B paMKax
OJIHOTO 00'€KTA.

daxiBsAMHU Kadeapu KOMI I0TEpHUX cUCTeM, Mepex Ta Kibepoesnekun HYbBill Ykpainu
po3pobiieHa crucTeMa MOHITOPUHTY CTaHy KOMIUIEKTHOI TpaHcpopmaTopHoi niactanmii (KTII)
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10/0,4 xB (puc 2). Jlanuii amapaTHO-IPOrpaMHHMN KOMILIEKC 3a0e3leuye peai3alliio
HACTYMHUX (PYHKITIN:

1) KoHTpOb (ha3HUX Ta JIHIHHUX HAMPYT (6 JATYMKIB HATIPYTH);

2) KOHTPOJIb CTPYMIB y azax (3 maTtuuku cTpymy mnigkmtoueHi yepe3 TC);

3) KOHTpPOJIb TEMIIEPATypU CHIIOBOTO TpaHchopMaTopa (IaTUuK TeMIepaTypHu);

4) ynpaBJliHHs BYJUYHUM OCBITJICHHSM (JIaTYMK OCBITJICHOCTI 3 JBOMa KOMYTYHOUYHMH
pene o 10A);

5) apxiBallisi JAHUX Ha KapTy Ham'sTi;

6) nepenaBanHs iHGopmMmarii uepe3 6e3npoBiaHy Mepexy (GPRS monem).

CrpyKTypHa cxeMa CHCTEMH MOHITOPUHTY HaBeJeHa Ha puC. 5.

A B C N

MCU BU

BU

o

Pucynok 2. Cmpykmypua cxema cucmemu monimopuney napamempie KTII 10/0,4 kB:
MCU — mikpoxkonTponep; BU — narunku vanpyru; Bl — natunku ctpymy; GPRS —
npucTpii nepenasanHs nanux; BT — natuuk remneparypu; BE — natuuk ocsitnenocri; SD —
npucTpiit 36epirans nanux; KM — KOHTakTOp KepyBaHHS BYJIMYHUM OCBITIICHHSIM.

BUCHOBKH

BukopuctaHHs cUCTEMHM MOHITOPUHIY CTaHy TpaHC(hOPMATOPHOI MiJCTAHLIi JO3BOJISE
OTPUMYBAaTH B PEXUMI pealbHOro 4acy IH(OpMalilo Npo 3aBaHTAKEHICTh MiJICTaHII],
aHaJIi3yBaTH CTaH HaBaHTAXEHHA MO (hazax, KOHTPOJIIOBATH TEMIEPATypPHUIN PEXUM CHIIOBOTO
TpaHchopMmaTopa, MPOBOAUTH aHAJI3 MPOLIECy NepeaBaHHs eIeKTPOSHEeprii.

CucreMy MoOKHa BBaKaTM KOHKPETHMM KpPOKOM Ha UUIAXY peaii3alii KOHIemiii
IHTENEKTyalbHUX MEpeX, 0 MependayaroTh  BIPOBADKEHHS PO3YMHHUX NpPUIaiB OOJIKY
€JICKTPOCHEprii, CTBOPEHHS IEHTPIB YNPaBIiHHSI MeEpekXaMH, a TaKOX JIO3BOJIIIOTh
MiJBUIIUTHA CIIOCTEPEKYBAHICTh TpaHCPOPMATOPHUX MiACTAHIIIN 1 TUM CAaMHM IiJIBULITUTH iX
eKCIUTyaTaIliiHy HaI1iHICTb.

MOCUJIAHHS

1. Cyuacni npoGnemMu eHeprosz0epexeHHs: HaBuanbHUN mocioHuk / M.T. Jlyt, C.M.
Bosomun, O.B. Okymiko, LIT. Pagpko — K.: @OIT Amunncekuit O.B., 2020. — 525 ¢

2. Electrical Installation Guide / Schneider Electric. 2018.
https://www.se.com/ww/en/work/products/product-launch/electrical-installation-
guide/#xtor=CS4-387-[Short-URL]-[schneider-electric.com/eig]-[Print]-
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UNSUPERVISED ONLINE ADAPTATION FOR DEPTH ESTIMATION AND
SEMANTIC SEGMENTATION IN AUTONOMOUS VEHICLES

Abstract. The presented study explores continuous adaptation techniques for monocular depth estimation
and semantic segmentation to improve real-time scene understanding capabilities for autonomous vehicles and
driver assistance systems. The proposed methodologies enable models to dynamically adjust to new information
in video sequences, sustaining high performance amidst ongoing changes in scene appearance, lighting, and
other contextual factors. The first contribution is continuous online adaptation for monocular depth estimation,
eliminating the need for isolated fine-tuning techniques and retaining information across video frames. The
method addresses data drift by perpetually adapting to new frames, preventing overfitting due to limited data
diversity. Experience replay is integrated to stabilize the learning process and introduce minimal computational
overhead. Techniques like auto-masking and velocity supervision help differentiate between stationary and
moving objects, mitigating errors related to inconsistent depth cues. The study validates the effectiveness of the
proposed approach through intra-dataset and cross-dataset adaptation scenarios, showing substantial accuracy
gains while maintaining real-time runtime.

Keywords: online adaptation, unsupervised learning, monocular depth estimation, semantic
segmentation, autonomous cats

1. INTRODUCTION

Unsupervised online adaptation plays a crucial role in advancing the real-time scene
understanding capabilities required for autonomous vehicles and advanced driver assistance
systems [1]. This study explores continuous adaptation techniques for both monocular depth
estimation and semantic segmentation, aiming to enhance the robustness and adaptability of
models when confronted with varying environmental conditions in real-world driving
scenarios [2]. The proposed methodologies enable models to dynamically adjust to new
information as it appears in video sequences, a feature that is essential for sustaining high
performance in the face of ongoing changes in scene appearance, lighting, and other
contextual factors.

There are several key research methodologies classification for unsupervised online
adaptation for depth estimation and semantic segmentation in autonomous vehicles:

e mloU: Mean Intersection over Union (used for segmentation tasks).

e Abs Rel: Absolute Relative Error (for depth estimation).

e RMSE: Root Mean Squared Error (for depth estimation).

NLL: Negative Log-Likelihood (used in uncertainty metrics).

The first contribution of this work centers on continuous online adaptation for
monocular depth estimation. Traditional approaches to adapting depth models often rely on
isolated fine-tuning techniques, which adapt the model separately for each frame, frequently
resetting it to a pretrained state [3]. These techniques tend to be computationally intensive, as
they require multiple (20-50) backpropagation steps per frame, which limits their feasibility in
real-time applications [4, 5]. By contrast, the proposed approach performs continuous
adaptation by retaining information across video frames, eliminating the need to restart from a
pretrained state with each new frame. This results in a tremendous increase of runtime speed,
as only a single backpropagation per frame is needed (Table 1).
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Table 1
Summary of Unsupervised Online Adaptation Approaches for Depth Estimation

and Semantic Segmentation

Methodology Adaptation Key Techniques Datasets Metrics Results/Performance
Type Used Evaluated

Baseline Offline Training Pretrained on a KITTI, | mloU, Abs Rel, Baseline accuracy for
Network large annotated Cityscapes RMSE segmentation and
dataset; no online depth:
adaptation. mloU = X%, Abs Rel =
Y, RMSE = Z.
Unsupervised | Self-supervised Photometric KITTI, | mloU, Abs Rel, Improved mloU (+2-
Online consistency loss, Virtual RMSE | 3%), Reduced Abs Rel
Adaptation spatial KITTI (-0.1), Reduced RMSE
transformation (-5%).

consistency, and

temporal

smoothing.
Domain Cross-domain Style transfer SYNTHIA mloU, Depth Enhanced mloU:
Adaptation Adaptation (CycleGAN), — Accuracy SYNTHIA to
domain-specific Cityscapes Cityscapes, ~5-7%
augmentations, and improvement.

entropy

minimization.
Continual Online, Continual | Incremental updates KITTI Lifelong mloU, Maintains ~95% of
Learning Learning using pseudo- (Online Avg. Depth original accuracy
labeling and setting) Error across new
confidence- environments; <1%
weighted losses. performance
degradation in prior
tasks.
Uncertainty- | Uncertainty- Bayesian networks, KITTI, NLL, mloU, | Improved robustness to
based aware Adaptation uncertainty- Cityscapes Abs Rel | edge cases: +4% mloU
Refinement weighted loss in challenging lighting;
functions to balance -8% Abs Rel error in
depth and occluded areas.

segmentation tasks

during training and

inference.
Augmented Data Synthetic data Carla loU, Absolute Near real-time
Data Streams | Augmentation in augmentation with Simulator, Depth Error performance: loU >
Online physics-based KITTI 80%, Error reduction of
simulation and ~10-12% over
domain streaming frames.

randomization;

combines geometric

and semantic cues

during online

updates.
Teacher- Multi-task Teacher model KITTI, Task-specific Multi-task mloU: +3-
Student Adaptation generates pseudo- Cityscapes mloU, Depth 5%; Depth estimation
Framework labels, student Accuracy precision increases in
model refines them dynamic scenes.

online using

semantic

segmentation and

depth estimation

jointly.

* based on author research and publicly available data

For the references purpose we provide list of relevant mathematical equations based on
Table 1 and research data, that had been used to evaluate various models within the scope of
this research:

1. Photometric Consistency Loss.

2. Velocity Supervision.
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3. Confidence Regularization.

4. Semantic Segmentation Loss.

5. Optical Flow-based Motion Segmentation.

These equations reflect core methodologies and challenges addressed in this research
and proposed future directions for the practical model evaluation in future work.

2. DATA DRIFT PHENOMENON

Data Drift Phenomenon in Depth Estimation and Semantic Segmentation for
Autonomous Vehicles refers to the gradual change in data distribution between the training
dataset (source domain) and the real-world operational data (target domain), which can
significantly degrade model performance. It has strong impact on depth estimation, specially
— scale ambiguity, moving objects challenges and lighting and weather variations challenges.
Changes in scene structure (e.g., urban to rural environments) lead to discrepancies in depth
scale and geometry. Dynamic elements (e.g., vehicles, pedestrians) cause inconsistencies in
depth cues, particularly in monocular setups. Real-world conditions (e.g., fog, night lighting)
differ from training data, leading to unreliable depth predictions. Additionally data drift
phenomenon impacts semantic segmentation, resulting in class distribution changes, texture
variations and affects scene composition. Certain objects (e.g., road signs, rare obstacles) may
be underrepresented or appear in unexpected contexts. Differences in road textures, building
materials, or vegetation can mislead the segmentation model. Variability in object density,
occlusions, and background features impacts the segmentation's accuracy.

One of the inherent challenges in online adaptation is the phenomenon of data drift,
where the data distribution shifts over time. besides there are numerous other issues arising
due this phenomenon, domain shift limited frame diversity: real-time constraints: bias toward
confident classes:

e Significant variance in features between training and operational environments

affects generalization.

e Insufficient variability in video frames hampers the model’s ability to adapt to new

contexts.

e Online adaptation mechanisms need to work within strict time limits without

sacrificing accuracy.

¢ High-confidence predictions for frequent classes may overshadow less frequent but

critical ones.

The proposed method addresses this by perpetually adapting to new frames as they
appear, enabling the model to stay aligned with the evolving data. However, a continuous
adaptation strategy can lead to overfitting due to the limited diversity of data within localized
segments of video sequences. To counteract this, experience replay is integrated as a
foundational element, which allows the model to periodically revisit past data and stabilize
the learning process. This not only improves the model’s accuracy but also introduces
minimal computational overhead, owing to the parallel processing capabilities of modern
GPUs. Experience replay proves essential in preventing the model from forgetting previously
acquired knowledge while simultaneously enabling it to learn from current data in real-time.
The presented approach advocates use of the following methods to overcome present
challenges - auto-masking and velocity supervision which helps isolate stationary and
dynamic elements to handle motion-induced errors; confidence regularization that restricts the
model from drifting too far from its confident predictions, preserving semantic integrity;
shared representations for depth and semantics which encourages joint learning to leverage
complementary cues for improved adaptation; auxiliary optical flow networks - provides
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context about movement in the scene, aiding both depth estimation and segmentation in
dynamic settings.

3. MONOCULAR DEPTH ESTIMATION METHOD

Monocular depth estimation presents additional challenges, notably scale ambiguity and
disruptions caused by moving objects within scenes. To address these, the adaptation strategy
incorporates techniques such as auto-masking and velocity supervision, which help the model
differentiate between stationary and moving objects, thereby mitigating errors related to
inconsistent depth cues. While these techniques are commonly used in offline depth
estimation tasks, this study is among the first to assess their impact within the context of
online adaptation. The effectiveness of the proposed approach is validated through two types
of adaptation scenarios: intra-dataset adaptation, where the model is trained and tested on
different splits of a single dataset with minimal domain shift, and cross-dataset adaptation,
where training and testing are conducted across significantly different datasets, introducing
substantial domain variation. In both cases, the model demonstrates substantial accuracy gains
compared to its not adapted variant, while maintaining real-time runtime.

Building on the advancements in depth estimation, this study extends the online
adaptation framework to semantic segmentation. For autonomous systems, semantic
segmentation is critical for understanding the meaning of each pixel in a scene, identifying
objects, road markings, and other essential elements in real-time. This adaptation approach
leverages a shared representation for depth and semantics, using self-supervised cues derived
from the structure of the environment to guide adaptation in the target domain. As the model
learns from these cues, it faces challenges similar to those in depth estimation, such as data
drift and limited frame diversity. Additionally, there must be a mechanism to prevent the
model adapted using scene structure cues from producing more geometrically but less
semantically plausible outputs. To this end, a confidence regularization technique is
introduced, which restricts the model from deviating too far from predictions it is highly
confident in. This helps to preserve the semantic integrity of the model while no explicit
semantic cues are available for adaptation.

Despite the strengths of the proposed methods, some limitations remain. The reliance on
self-supervised cues, particularly those derived from moving objects, introduces ambiguities
in depth estimation. While excluding moving objects from the adaptation process reduces
errors, it restricts the model’s ability to adapt to these dynamic elements fully. Another
limitation arises from the confidence regularization technique, which tends to favor well-
represented classes with high prediction confidence, potentially impairing adaptation
performance for smaller or less frequent classes. Addressing these limitations may require
more sophisticated class balancing strategies, particularly for online adaptation scenarios.
Approaches commonly used in offline training, such as those that leverage annotations from
the source domain, could prove helpful in enhancing performance for less represented classes.

In addition to exploring improved class balancing, future research may benefit from
integrating auxiliary optical flow networks to aid in detecting moving objects, which would
allow the model to distinguish between rigid and non-rigid regions in the scene. This,
however, introduces its own set of challenges, as even minor inaccuracies in flow estimation
could propagate errors in depth estimation. Alternatively, leveraging stereo camera setups,
where the spatial relationship between cameras is known, may reduce the adverse effects of
moving objects on adaptation performance. Future work could also explore other camera
configurations, such as surround view or fisheye lenses, to increase robustness in complex
environments.
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Finally, integrating multi-frame input networks, which use temporal context across
several frames, could further enhance adaptation. While recurrent neural networks (RNNs) are
a potential solution, they require careful optimization to maintain real-time performance.
Similarly, networks that compute cost volumes or feature correlations might achieve higher
accuracy but are also more sensitive to moving objects, necessitating a balance between

complexity and real-time feasibility.

Table 2

Detailed overview of Online Adaptation in Depth Estimation and Semantic

Segmentation

Aspect Approach/Technique | Challenges Limitations Future Directions
Addressed
Monocular  Depth | Auto-masking, Differentiates Struggles to adapt to | Use auxiliary optical
Estimation velocity supervision between  stationary | dynamic elements | flow networks or
and moving objects, | due to exclusion of | stereo  setups to
mitigating scale | moving objects from | handle moving
ambiguity and motion | adaptation. objects more
disruptions. effectively.
Adaptation Intra-dataset (minimal | Demonstrates - -
Scenarios domain shift), Cross- | substantial accuracy
dataset  (significant | gains in both
domain variation) scenarios while
maintaining real-time
runtime.
Semantic Shared representation | Guides  adaptation | Overemphasis on | Develop sophisticated
Segmentation for depth and | using scene structure; | well-represented class balancing
semantics, self- | prevents  deviation | classes; struggles | strategies; leverage
supervised cues, | from highly confident | with source domain
confidence predictions. underrepresented annotations to
regularization ones. improve adaptation.
Confidence Regularization Preserves  semantic | Impairs  adaptation | Implement advanced
Regularization restricts ~ deviations | integrity in absence | performance for less | balancing techniques

from highly confident
predictions

of explicit semantic
Cues.

frequent or smaller
classes.

or alternative
mechanisms for
underrepresented
classes.

Dynamic Elements Exclusion of moving | Reduces depth | Limits adaptation to | Integrate multi-frame
objects from | estimation errors | dynamic scenes. networks or surround
adaptation caused by motion. view setups for better

handling of dynamic
environments.

Proposed Multi-frame  inputs, | Provide temporal | Real-time Optimize RNNs for

Enhancements RNNs, networks | context and improve | performance real-time
using cost volumes or | accuracy. challenges with | applications; balance

feature correlations

RNNs and sensitivity
to moving objects in
cost volume
computation.

complexity with
feasibility in
computationally
constrained setups.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

In conclusion, the study's focus on online adaptation, unsupervised learning, monocular
depth estimation, and semantic segmentation highlights the intricate challenges and
innovative solutions in the realm of autonomous systems. By addressing data drift and
overfitting through experience replay and advanced techniques like auto-masking and velocity
supervision, the proposed approach demonstrates significant improvements in accuracy and
real-time runtime, paving the way for enhanced adaptation strategies. While limitations
regarding self-supervised cues and class balancing strategies persist, future research
directions, including the integration of auxiliary optical flow networks and multi-frame input
networks, offer promising avenues for further advancements in this dynamic field.
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This study lays the groundwork for ongoing advancements in online adaptation for
autonomous driving, setting a foundation for adaptive scene understanding models that can
maintain high performance in rapidly changing environments. The insights gained here open
pathways for future exploration into more adaptive and resilient vision systems, ultimately
contributing to safer and more reliable autonomous driving technologies.
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A BRIEF VIEW OF THE SPECTRUM MODEL OF THE COWS’ LACTATION

Summary. Here is a short representation of the "DalnSy, Dairy Information System™ project
results received under the grant works by the SI "Baltic Sea neighbouring™ program [1]. The
main goal of this work was to develop a spectrum model for describing the cows' lactation
process. The obtained results can be used as a part of the base model for cows and their features
in the herds' monitoring and control systems.

Some initial undertaking ideas for research and the source data about the milking process were
kindly provided by the SLU Uppsala. The used dataset contains information about more than a
thousand cows and a little less than 2 million records about milking events, which were collected
during some years with Gigacow data infrastructure [2].

As a result, information about the spectrum harmonics was obtained, analysed, and formalised,
which is related to the generalised time series data on the milking trend.

The formalised spectrum lactation model includes approximate descriptions of amplitudes' and
phases' components.

Keywords: spectrum; model; lactation.

1. INTRODUCTION

Within the framework of the global sustainable development program, one of the urgent
tasks is the systemic integration of the requirements of all spheres of human activity to
implement particular practical tasks. One of the urgent areas of development is agriculture
and animal husbandry, in particular.

From this point of view, animal husbandry's main feature is that it is characterised by
both a positive and a negative effect - positive and promising in terms of sustainable food
supply and negative in terms of the associated impact on the environment. The high provision
of calories and a balanced set of essential microelements obtained from animal products by
humans is unattainable in terms of efficiency, so far, from other sources.

However, the main issues arise in ensuring optimal conditions for the maximum effect
from the invested costs at the initial stages and minimising the indirect impact on the
environment and the social sphere later.

At the moment, such a global problem can't be solved effectively - society has no such
instrumental and logical tools. Therefore, the main directions trail to the theoretical basement
and computer systems development for such tasks provisioning. The new technologies,
models and new types of models, such as Precision Farming [3], Digital Twins and distributed
modelling systems are a high priority. At [4], other perspective tendencies and technologies
closely related to the digitalisation of farming and cattle are looked at and analysed.

As for the farm's monitoring and control systems, very often, a particular and reduced
set of parameters is used only - the microclimate's features in the barn, for example. These
models are simple and close to the cows' optimal environment formation but have another
control goal - energy consumption minimisation as a most costable resource.

In the sustainable development paradigm, the cow's and herd's control model will
include at least three components - such as optimal microclimate control, which provides a
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balanced milking productivity in relation to environmental pollution. So, the three
dynamically interoperable complex models are needed - cow's lactation, HWAC system
energy behaviour, and farm's organic product pollution (greenhouse gases, soil nitrogen, etc).

Therefore, the main goal will be the development of a system of tied models which
define the specific directions of the objects' reactions and impacts. The particular tasks will be
related to the specific models' development for this complex system.

This work and project aimed to develop a cow's lactation model as one of the
components of a dairy information system. This model, in perspective, will make it possible
to personally define the state of the cow's health and its reaction to different impacts and
optimise them concerning its stable evolution, productivity and well-being.

An accounting of the relative cyclicity nature of the lactation process allowed the
development of the spectrum model of the lactation process. Some additional factors were
considered for transforming into the spectrum with a Fast Fourier Transformation. They
cause, in particular, the data's re-arrangement into the regular time placement with values
approximation, and normalisation by time and magnitudes.

2. USED DATA FEATURES AND PROCESSING PIPELINE

Source data includes 56 different characteristics of the milking process. Our analysis
uses only the next of them - the date-time identifier, total yield for milking and cow's
identifier. The yield data can include "undefined" values. Some raw data from the milking
robots can be lost or damaged, which introduces uncertainties, and presented data are not
grouped and ordered. Therefore, the preliminary processing consists of the following tasks:
grouping by cow's identifier and data ordering by date-time identifier. An example of the
ordered data trend is shown in Fig.1-a.
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Figure 1. A per cow's representation of the milking time-series data:
a) the source data of total yield; b) normalised lactations’ rate data

In this figure, each lactation is marked by a specific colour. We can also see some of the
main difficulties for data processing - high levels of data value fluctuation, possible failure
series, non-complete data series, different durations of lactations (even for one's cow) and
explicit non-linear data behaviour in lactations. As a consequence of possible decision
evaluation, a path was chosen with the presenting data of lactation rate and normalisation of
data by amplitude and duration. The data corresponding to the 1st lactation from the Fig.1-a is
shown in Fig.1-b.

Prior to the aforementioned FFT preparation operations, the data were also cleared of
undefined values and failure series, and then filtered with the means values in the short series.

The graphs for the data of resulting components for the spectrum model of the
lactations' rates are shown in Fig.2.

78



XU Misicnapoona naykogo-npaxmuuna Kongepenyis XII International scientific conference

"Iobaneni ma pezionansni npoonemu iHhopmamusayii 6 cycninbcmsi i "Global and Regional problems of Informatization in Society
npupoooxkopucmysarni '2024", 21-22 aucmonada 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYbIll Vkpainu, Kuig NULES of Ukrainge, Kyiv

" Harmonnics' magnitudes

- Harmonics' phases

Figure 2. The obtained spectrum model components

If we take the central item as the start accounting position, the general descriptive
relations can be defined by the functions below. (1) - for the derivatives relation of spectrum
magnitudes and (2) - for the spectrum phases.

— [ (256+i) , o : k
A=k e sign(255+1i) + 50

1)

where i = -255...255, k - the modulus of the median value from a set of derivative relations.

ph; = 1.3sin(0.007 - (j —256) ) — 0.007 -Vj — 256 V- 0.55in(0.037 - (j — 256)),

)

wherej=1... 511.
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CONCEPTS OF WEB 3.0 AND THEIR INFLUENCE ON EDUCATION

Abstract. Web 3.0, often referred to as the Semantic Web or the "next-generation internet," represents a
transformative leap in digital interaction, emphasizing decentralization, smart automation, enhanced user control,
and blockchain technology. This paper explores the fundamental principles of Web 3.0 and their transformative
potential in education, focusing on decentralized frameworks, semantic understanding, autonomous
organizations, and immersive technologies. It discusses the opportunities these innovations create, such as
enhanced accessibility, customized learning experiences, and improved data security, while also addressing
challenges like infrastructure limitations, digital proficiency gaps, and ethical concerns.

Keywords: Web 3.0, education, blockchain, decentralized frameworks, Semantic Web, artificial
intelligence, immersive technologies.

BASIC PRINCIPLES AND PROBLEMS

The adoption of Web 3.0 in education is based on several key principles that redefine
traditional approaches to teaching, learning, and administration. These principles leverage
advanced technologies such as blockchain, artificial intelligence, and immersive
environments to address persistent challenges while opening new opportunities for
innovation. In the following sections, we detail the core components of Web 3.0 and their
transformative potential for creating secure, adaptive, and engaging educational ecosystems:

1.1. Decentralized Frameworks. Web 3.0 introduces decentralized data storage through
blockchain, replacing traditional centralized servers. This transition enhances data security,
transparency, and ownership. In education, it enables students to store academic credentials,
such as certificates and diplomas, as immutable, globally verifiable records. Additionally,
decentralized platforms empower institutions to streamline operations, providing tamper-
proof audit trails for administrative processes, including admissions and grading systems.
This ensures [1] integrity and reduces reliance on intermediaries.

1.2. Semantic Understanding.The Semantic Web’s ability to interpret and analyze the
meaning behind data allows educational tools to dynamically adapt to learner needs.
Intelligent systems can create personalized educational journeys by analyzing individual
preferences, behaviors, and performance patterns. For example, Al-driven learning platforms
can recommend resources, suggest tailored courses, or adjust the complexity of content to
optimize engagement and comprehension.

1.3. Autonomous Learning Organizations. Decentralized Autonomous Organizations
(DAOs) are transforming governance models within education. These blockchain-based
entities operate through smart contracts, enabling transparent and democratic decision-making
processes. Tasks such as curriculum design, funding allocation, and institutional governance
can be managed collaboratively, reducing bureaucracy and enhancing accountability.

1.4. Immersive AR and VR Technologies. Augmented Reality (AR) and Virtual Reality
(VR) technologies provide new dimensions to learning experiences. By enabling students to
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engage with interactive simulations and virtual environments, these technologies enhance
comprehension and retention. Examples include conducting virtual chemistry experiments,
exploring 3D replicas of historical landmarks, and participating in real-world problem-solving
scenarios.

1.5. Detailed Data Ownership and Management. A crucial component of Web 3.0 is its
emphasis on data sovereignty. In education, this means students and educators retain control
over their data, deciding who can access it and how it is used. Blockchain technology ensures
data integrity and provides a transparent history of interactions. For instance, learners can
share only specific credentials with potential employers without revealing unnecessary
personal information. This selective disclosure enhances privacy while ensuring the
authenticity of records.

1.6. Incentive Structures through Tokenization. Web 3.0 introduces tokenized systems
that incentivize participation and achievement in education. Blockchain-based tokens can
reward learners for completing tasks, attending classes, or achieving milestones. For instance,
Non-Fungible Tokens (NFTs) can represent unique achievements, such as course completions
or competition victories, providing digital credentials that are both verifiable and collectible.

DEVELOPMENT OF AN AUTONOMOUS WORKFLOW AUTOMATION
SYSTEM BASED WEB 3.0 TECHNOLOGIES

Modern workflows require a high degree of automation to handle the growing volume
of data, increasing task complexity, and the need to adapt to changing conditions. Our work
focuses on the development of an autonomous system that combines the capabilities of
artificial intelligence (Al) and Web 3.0 technologies to create an innovative solution capable
of managing processes with minimal human involvement. The development of such a system
will significantly enhance productivity, optimize resource use, and improve the quality of
decisions made based on data. The core concept of the system is the application of artificial
intelligence for automatic data processing and analysis, which allows the system to
independently make decisions based on large volumes of information. At its core, neural
network analysis is used, ensuring not only rapid data processing but also the ability to adapt
to changing work conditions. Meanwhile, Web 3.0 [2] technologies provide the foundation
for creating decentralized and secure systems for managing processes and supporting
autonomous decision-making based on blockchain and smart contracts. The integration of
these technologies guarantees a high degree of transparency in operations, reduces human
involvement, and mitigates risks associated with centralized systems. The use of blockchain
technologies will allow us to create a system with reliable data protection and ensure security
at all stages of operation. Decentralized management systems, such as smart contracts and
decentralized autonomous organizations (DAOs), will automate decision-making processes,
ensuring fairness and transparency. Smart contracts can be used for automatically executing
transaction terms and managing resources, eliminating the need for human intervention and
minimizing [3] the risk of errors or fraud.

The practical application of the developed system can be diverse and highly beneficial
across various industries. For instance, in the manufacturing sector, the system could
automatically manage logistics and resource distribution, optimize supply chains, and monitor
product quality. In project management, the autonomous system could help in task allocation,
monitoring the completion of project phases, and propose solutions for optimizing workflows
based on data analysis [4]. In finance and accounting, the system will efficiently handle
transactions, generate reports, and automate the execution of contract terms with partners.

In the long term, the system could be applied in the creation of smart cities, where
autonomous systems will manage infrastructure, optimize energy distribution, control
transportation, and streamline [5] urban processes. It could also be used in the medical field,
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for managing medical records, diagnosing diseases, and optimizing the operation of
healthcare facilities.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

Web 3.0 holds immense promise for revolutionizing education, offering solutions such
as enhanced accessibility, customized learning journeys, and secure data management.
However, realizing these benefits requires overcoming significant challenges, including
technological infrastructure gaps, the need for digital literacy, and the development of ethical
and regulatory frameworks. Future research should focus on strategies to bridge these gaps,
including collaborative investments, robust training programs, and the creation of user-
friendly technologies. By addressing these challenges, stakeholders can harness Web 3.0’s
potential to create an inclusive, innovative, and efficient educational landscape.
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JOCJIJDKEHH ST EOEKTUBHOCTI KOMITIOTEPHOI CUCTEMU IP-TEJIE®OHIT HA
OCHOBI ASTERISK

AHoTauig. Y CTaTTi JOCTIHKEHO e(EeKTUBHICTh KOMII'TOTepHOi cuctemu IP-
tenedonii Ha 0a3i Asterisk 3 aKIEHTOM Ha MPOIYKTUBHICTh MPHU Pi3HIA KUTBKOCTI
OJIHOYACHUX J3BIHKIB 1 BUKOPHCTAaHHI Pi3HUX KOAEKiB. OO0'€KTOM OCIiIKEHHS
BHCTYyIa€e caMa cuctema tenedonii Asterisk, Toai K MpeaAMETOM € BILTUB KOJCKIB
Ha ii IPOIYKTUBHICTH Y mporeci 00poOku A3BiHKIB. PoOoTa ckiIamaeTbes 3 TphOX
PO3ALIIB: MEPIIUN PO3KPUBAE OCHOBHI (DYHKI[IOHATBbHI MOXJIUBOCTI Asterisk Ta ii
nepeBaru HaJ aHaJIOTaMH;, JAPYTHid — MATAaHHS BCTAHOBIICHHS Ta HaJAIITyBaHHS;
TPeTii — aHaji3 pe3yJbTaTiB TECTYBaHHs CUCTEMHU. Y MiJICYMKY OyJIO IIPOBEACHO
KOMIUIEKCHE TPOEKTYBaHHS Ta TECTYBaHHs, IO MiATBEPIMIO €()EeKTUBHICTD
3alPONIOHOBAHOT CUCTEMH.

Karouosi ciioBa: Astersik, VoIP, IP-renedonis, Linux, Ubuntu, SIP.

1. BCTYII

CyuacHi texHozorii IP-renedonii 3Ha4HO BIUIMBAIOTh Ha cIoci0 opraHizaii 3B'3Ky B
KOPIIOPATHBHOMY CEKTOpi, TO3BOJISIOYM IiJBUIIMTH €()EKTUBHICTH POOOTH 3a paxyHOK
BUKOPUCTAHHS 1HTEPHET-IIPOTOKOJIIB AJIs Iepeadi rosiocoBux AaHux. Cepell pi3HOMaHITHUX
wiargopM, ski peanizytorh [P-tenedonito, Asterisk BHUIUTSIETBCS CBOEK  BiIKPUTOIO
apXiTeKTYpOl0, BUCOKOIO THYYKICTIO HaJAIITyBaHb 1 MIATPUMKOIO YHUCIEHHUX (QYHKLIN
TpaaULIHHUX TEIEPOHHUX CHCTEM.

BcranoBnenns Asterisk Ha mimpueMcTBax J03BOJISIE CKOPOTUTH BUTPATH Ha 3B'SI30K,
IHTETpyBaTH CHUCTEMY 3 IHIIUMH KOPIOPATHBHUMHU IHCTPYMEHTaMH, a TaKOXX THYYKO
HaJIAIITOBYBATH 11 IMiJ] KOHKPETHI OTPEOH.

Mera panoi poboTH — JOCHIKEHHSI €(EeKTHUBHOCTI KOMM'IOTepHOI cuctemu [P-
tenedoHii Ha ocHOBI Asterisk, sika BUKOPUCTOBYETHCS I 3a0€3MeUeHHs CTa0lIbHO1 1 AKICHOT
KOMYHIKaIlii B yMOBaxX pi3HOI IHTEHCHUBHOCTI HaBaHTakeHHs. OCHOBHMMM 3aBJIaHHIMH €
aHaJ i3 MPOAYKTHBHOCTI CHCTEMH 3a YMOB pI3HOI KUIBKOCTI OJHOYACHUX J3BIHKIB,
JIOCJIJKEHHSI BIUIMBY BUKOPHUCTaHHS PI3HUX KOJIEKIB Ha IIBUAKOIII0 T4 PECYpCH CHUCTEMH, a
TaKOXX po3poOKa peKOMEHJAIllN 3 oNTHUMI3alii HanamTyBaHb Asterisk /Uit KOprnopaTuBHOTO
BUKOPUCTAHHS.

IP-Tenedoniss € cydacHOI TEXHOJOTI€0, IO 3a0e3neduye Tepenady Trojaocy dYepes
IHTEpHET-MIPOTOKOJI, ONTHMI3yIOYM BUTPATH Ha 3B'A30K 1 MiJBUINYIOYM THYUYKICTh CHCTEMH.
BoHa mpairtoe Ha OCHOB1 MAaKETHOI Mepeaadi JaHuX, 3aBISKH YOMY J3BIHKUA HE MOTPEOYIOThH
BUJUIEHUX KaHAJIB, SIK y TpaAULiNHHIN TenedoHii, 1 MOXKYTh JIETKO iHTErpyBaTHCA 3 1HIIMMU
6i3Hec-cuctemamu [1].

OcnoBuumu npotokonamu IP-tenedonii € SIP ta IAX. SIP BukopuctoByeTbes Uis
BCTAHOBJICHHSI Ta YIPAaBIiHHS BHKIWKAaMH, IO pOOUTH HOTO 3pYYHHM IS KOPTIOPATHBHUX
MepexX 3aBASKH THY4YKOCTi Ta MacmrtaboBaHocTi [2]. IAX, y cBoro uepry, € creuialbHUM
npoTokosioM Juist Asterisk, sikuii 3HMKye Tpadik 3aBISKU 00’ €IHAHHIO TOJOCOBUX KaHAJIB y
OJTHOMY TIOTOLll, III0 POOUTH HOr0o ONTHMAJIbHUM JUIsl BHYTPILIHIX J3BIHKIB MIXK CEpBEpaMu
Asterisk.

Asterisk, sk ocHoBa i IP-tenedonii, € BIIKPUTUM Ta THYYKHUM IPOrPaMHHUM
pillleHHsIM, sIKe J103BOJISE ATANTYBATH CHCTEMY 10 OyIb-SKHX motpeb 6i3Hecy. Moro mepesaru
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BKJIIOYAIOTh MacCIITaO0BaHICTh, 10 MIIXOAUTH JJISI MEPEX PI3HOTO PO3MIpy BiJ Manux o¢iciB
JI0 BEIMKUX KOPIOpalliid, 3HMKCHHS BUTPAT HAa MIDKMICBKI Ta MDKHAPOJIHI J3BIHKH, a TaKOX
nerky interpamito 13 CRM-cuctemamu, cepBicaMyd 3amucy poO3MOB Ta  IHIIUMH
KOPITIOPATHBHUMH 1HCTPYMEHTaMHU.

Jist 3abe3neueH st sIKOCTI 3B’ 13Ky BUKOPUCTOBYIOTHCS KOJIeKH, Taki sk G.711 ta G.729,
K1 3a0€3MeuYyr0Th PI3HUH PIBEHb KOMIIPECii JaHWUX 3aJIeKHO BiJl BUMOT JI0 IMPOITYCKHOI
3patHOCTI. Lle 103BosIsie KOMIaHisIM OaTaHCyBaTH MiXK SIKICTIO 3B’SI3Ky Ta HAaBAaHTAXXCHHSM Ha
MEpEeKy, 0OUparoI ONTUMAIBHHN BapiaHT.

Taxkum umHOM, IP-Tenedonis Ha 6a3i Asterisk € eKOHOMIYHO BUTIIHMM Ta THYYKHM
pilleHHsIM JUIS OpraHizalii KOpHOpPaTHBHOTO 3B’A3KYy, SIKE J03BOJIAE JIETKO I1HTETpyBaTH
TeneOHHY MEpEeXy 3 IHIMMHU Oi3Hec-cucTeMaMH Ta €(EKTUBHO KepyBaTH KOMYHIKAIisIMHU
BCEpEIMHI KOMIIaHii.

2. PE3YJIbTATH

BcranoBnenHs Ta HanmamrtyBaHHs Asterisk € KJIIOUOBMMHM eTamaMu BIpoBajykeHHs IP-
TenedoHii, MmO BIUIMBAIOTH HAa CTAOUIBHICTH 1 NPOAYKTHBHICTH cucTeMH. st 1BOTO
BUKOpHUCTOBYBau cepBep Ha 0a3i Linux (Ubuntu a6o CentOS). Cuctema oHOBIIOBajiacs,
BCTaHOBJIIOBAJIMCS 3aiekHOCTI: libxml2, libncursesS, libsqlite3, DAHDI i LibPRI. Asterisk
3aBaHTAXYyBaJM 3 OQIIIITHOrO PEMO3UTOPi0, BUKOHYBAIM KOMIIUIAIIIO Ta KOH(ITypyBalu
daiim B /etc/asterisk.

VY pjsip.conf nHanamroByBanu SIP-3'eqnanns, y extensions.conf — miammiaH, a
asterisk.conf mictuB 3aranpHi napameTrpu. KopucryBauiB 1omaBainm uepes cekiii B pjsip.conf,
a mpaBuia oOpoOKM I3BIHKIB MpornucyBaiu B extensions.conf. [[is Gesnexkn pekoMeHayBalIu
mmdpysanas TLS i1 SRTP, oOmexxenHs nocrymy no daiinis i HamamryBanas firewall.

3amyck 1 TeCTyBaHHS CCTEMH BUKOHYBaiu uepe3 sudo asterisk -rvvvvv. Komanau pjsip
show endpoints, pjsip show aors i pjsip show auths mepeBipssin peecTparlito KOpUCTyBayiB.
BcranoBnennss Asterisk 3abesmeunnio  HagiiiHy IP-trenedoniro 3aBIsKkuM  IpaBUIIbHIN
KOH(Irypariii, 6e3rneri Ta TECTyBaHHIO.

VY cy4acHOMY CBITI iCHY€ KiJIbKa IHCTPYMEHTIB Ul TeCTyBaHHs npotokoiy SIP, nmpore
BOHM MarOTh HEJONIKH, SIK-OT BHCOKa BapTICTh YU HecyMicHocTi pe3ynbrariB. Xouda [ETF
BU3HAYMB METOJOJOriI0 Ta IMOKa3HUKU Ans TecTyBaHHs SIP, mporpam abo amapaTHOro
3a0e3rneyeHHs ISl OPIBHSUIBHOTO aHAJI3y WX KOHIEMIIINA MOKU [0 HEMAE.

OpHuM 13 miaxofdiB € Mojens Kommaii Transnexus, sika BUKOPUCTOBYE BiJIKpUTHH
reneparop Tpadiky SIPp. TectyBanus monentoe obuasa kiHmi SIP-mianory, mepeBipsitoun
SIP-cepBep 13 peectpatopom SIP, SIP-pokci a6o B2ZBUA. BoHo npoBouThCs Ha OKpEMOMY
KOMIT'IOTEpl, MIAKIIOUYEHOMY /10 KOMYTaTopa pa3oM 13 TECTOBAaHUMH MPUCTPOsIMU. TecT
TpuBae 16 XBUWINH, reHepyoun 60-CeKyH/H1 I3BIHKH 13 3aJJaHOIO YaCTOTOIO.

OCHOBHI NOKa3HUKHU TECTYBAaHHS BKJIIOYAIOTh!

Haanrtaxennst na CPU

KinpKicTh yCHIIIHUX/HEYCHIITHUX I3B1HKIB

3arpumKky peectpariiinoro 3anuty (RRD)

3arpumKy 3anuTy ceancy (SRD)

Hns monemoBanHg UAC 1 UAS BuxopucroByetbes SIPp i3 3amyckom XML-crienapiis.
ABTOMaTH3aIlis TECTIB 3AiHCHIOEThCS depe3 SSH-3'eqHaHHsA, a KUIBKICTh KOMI'TOTEPIB
BU3HAYAETHCS 3aJIEKHO BiJl MAKCUMaIbHOTO HaBaHTakeHHs SIP-cepBepa.

84



XII Misicnapoona naykoeo-npakmuuna kongepenyis . XII International scientific conference
"Iobaneni ma pezionansni npoonemu ingpopmamuszayii 6 cycninecmei i "Global and Regional problems of Informatization in Socie

npupoooxopucmysanni '2024", 21-22 mucmonaoa 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYbIll Vkpainu, Kuig NULES of Ukrainge, Kyiv

CepegHe BukopuctanHs UN (G711u - G711u)
100
90
80
70
60
50
40
30
20

HopmanisoBaHe BuKopHcTaHa LMy %

10

0
0 200 400 600 800 1000 1200 1400 1600

OHOYACHI A3BIHKM

Pucynox 1. Cepeone euxopucmanns L{I1 6e3 nepexodysanns

HopmanisosaHe sukopwmctansa LN (100% crocyeToen
nepeknagy 6es kogekis)

Hopwanizosake Bukopuctana LN y

OnHOYaCcHi A3BIHKN

Pucynox 2. Cepeone euxopucmanns L{I1 ma 6i0nogioni HopmoeaHi 3HayeHHs
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Pucynox 4. SRD ma 6i0nog8ioni HopmMo8aHi 3HaYeHHs

PesynpTatu TecTyBaHHS BHUSIBUIM 3aJ€KHICTh MK KUTBKICTIO OJHOYACHHX BHKJIHKIB i
BukopuctanusiM CPU. Tpaucnsmis konekiB, Hampukian, 3 G711u ma G711A, 3HayHO
301IbITyBaa HaBaHTaXEHHS, a Kojeku (G726-32bit BuUSBUIUCS 1€ OUTBIIT BUMOTJIMBHMH.
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3pocTaHHs HABAaHTAXCHHS BIUIMBAJIO HAa TMOKA3HUKH 3aTPUMOK: CEpenHid JOKUTTEp 1
MaKCHUMaJibHa 3aTpUMKa IMaKeTiB 30UIBIIYBAIUCS, OCOOJMBO MPU TPAHCIISIIT KOJCKIB.

Y JochipKeHHI MpOaHANi30BaHO CydacHI MeToau TecTyBaHHs SIP, Bu3HadeHO ix
nepeBarn W HeIOJIKHA. 3amporiOHOBaHA METOIOJOTISI TECTYBaHHS JIO3BOJIWJIA OI[IHUTH
KJIIIOYOBI mapameTpu npoaykTuBHOCTI SIP-cepBepa. PesymbraTi migTBepAnian HEOOXiTHICTH
BpaxyBaHHS JUHAMIYHUX XapaKTEPUCTUK CUCTeMH IS onrtuMmizaiii VolP-indpacTpykTypu.

BUCHOBKM

Y pob6oti po3pobieHo, HAJAIITOBAHO Ta MPOTECTOBAHO cHCTeMy TeinedoHii Ha 6a3i
Asterisk, mo 3a0e3neunno posropuytuii anamiz IP-tenedonii ta cydacaux VolP-pimens.
[TpoBeneHo orisii OCHOBHUX MOHATH, PO3IJITHYTO NepeBaru i Hepouliku Asterisk MOpiBHSIHO 3
aJIbTEpHATHBaMHM, OOTPYHTOBAaHO BUOIp miei mmatdopmu 1 peanizanii cuctemu. BusnaueHo
HeoOXiMHUN (DYHKIIIOHAJ, BUKOHAHO JCTAJIbHY HACTPOWKY Ta aJamnTallilo JUIsl MPaKTHIHOTO
BUKOPHCTAHHSI.

Oco6nuBy yBary npuaiieHo KoHoirypauiiinum dgaiinam Asterisk, ki 3a0e3neuyroTsb
THYYKICTh Y HAJIAIITyBaHHi. TecTyBaHHs Mpane3aaTHOCTI 13 BUKOpUCTaHHAM KojekiB G711u-
law, G711A-law, G726-32 i GSM /103BOJWIIO OIHWUTH IXHii BIUIMB Ha MPOJYKTUBHICTB.
Busisneno, mo nepexkoayBanus 3 G711u na G711A 3011bl1ye HaBaHTa)KEHHSI Ha TIPOLIECOP Ha
23%, Tomi sK HaliBUINI BUMOTH 10 pecypciB mae koaek (726-32, a GSM crtBOprOE
MiHIMaJIbHE HaBaHTAKEHHS.

MogentoBanHs crieHapito 3 120 oJHOYaCHUMU A3BIHKAMH I0Ka3aJI0 CYTTEBY PI3HUIIIO B
HaBaHTaXeHHI MiX KoaekaMu GSM 1 G726, migTBepKyIOUd 3HAYHUN BIUTMB BHOOPY KOJEKa
HAa TPOAYKTHUBHICTH. Asterisk 3abe3meunB cTabiibHY poOOTY HaBiTh NPU BHCOKUX
HABAaHTA)XCHHSX, IO JIEMOHCTPYE HMOTO €(PEKTUBHICTh 1 MOMJIMBOCTI ajanTarii 10 BHMOT
MPOIYKTUBHOCTI.

Pesynbrati  mOCHIIKEHHS MOXYTh CIYTYBaTH TPAKTHYHAMU PEKOMEHMIAIISIMH  JUIS
ontumizanii VolP-cucremu Asterisk, 1i HamamTyBaHHS Ta HOJAJBIIOrO 3aCTOCYBaHHS B
PI3HUX cepeZoBUIAX TeIe(OHI].

MNOCUJIAHHSA

[1] Ixum B. M. Acrepick. MaiibytHe tenedonii [Tekcr] / Ixxum Ban Merrenen,
Jlip Mancen, dxapen Cmit - M.: CumBon-ILntoc, 2015. - 656 c.

[2] [Ilo Taxe SIP-tenedonis, 1 HaBimo BoHa moTpidHa?. brmor Ringostat. URL:
https://blog.ringostat.com/uk/shcho-take-sip-telefoniia-i-navishcho-vona-potribna-biznesu.

[3] The ultimate guide to IP PBX and voip systems. the best free IP pbxs for
businesses. Cisco Networking, VPN Security, Routing, Catalyst-Nexus Switching,
Virtualization Hyper-V, Network Monitoring, Windows Server, CallManager, Free Cisco
Lab, Linux Tutorials, Protocol Analysis;, CCNA, CCNP, CCIE. URL:
https://www.firewall.cx/tools-tips-reviews/ip-pbx-unified-communications/how-ip-pbx-work-
best-free-voip-systems-advanced-unified-communications.html?highlight=WzFd.
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KOMIT'FOTEPHA CUCTEMA MOJIEJTIOBAHHS ITOBEQIHKU JIFOIEM B
EKCTPEMAJIbHUX CUTYALIAX

AHoTaunigs. Y cyyacHOMY CBITI TiJBHIICHHS pIiBHSI O€3MeKku Ta
aBTOMATH3aIlill TPOIIECiB eBaKyallii B €KCTPEMAIbHUX CHUTYaIlisiX € aKTyalbHUM
3aBmaHHsAM. CTaTTs TPHUCBAYCHA JOCHIIKEHHIO MMIIXOJIB JO0 MOICIIOBAHHSI
MIOBE/IIHKY JIFOJICH B yMOBaX €KCTpeMallbHUX cUTyarliii. OCHOBHA yBara mpujijieHa
pO3po0IIi KOMIT'FOTEpHOI CHCTEMH, sSKa JO3BOJISIE ONTHMI3yBaTH €BaKyalliiHi
MPOIIECH, Ha aHaJli3l JIFOJCHKOI MOBEAIHKU. 3ampoIlOHOBaHI METOAHM 00’ €KTHO-
OpIEHTOBAHOTO aHANi3y Ta MOJENIOBaHHs 3 BUKOopUcTaHHsIM UML 3a0e3nedyroTsh
TOYHICTh 1 3PYYHICTh NMPOTHO3YBaHHS. Pe3ynbTaTh JOCHIHKEHHS MOKa3aiH, 10
BUKOPHUCTAHHS [IUX CHCTEM JIO3BOJISIE CKOPOTUTH Yac eBakyarlii 10 35%.

KarouoBi ciioBa: MozenmoBaHHS MMOBE/IIHKH, KOMITIOTepHA cuctema, UML,
eKCTpeMallbHI CHTYallii, eBaKyartis.

1. BCTYII

besneka B ekcTpeMallbHUX CUTYaLlisX € MPIOPUTETOM JJIsi CYy4acHOIO CYyCIHiJbCTBA. 3a
JAHUMU JTOCTIJKeHb, TEXHOTEHHI aBapii TparwisioThCs y 3 pasu 4acTilie, HiX CTHXiHHI Jnxa,
10 BUMAarae BJIOCKOHQJIEHHS 3ac00iB IPOTHO3YBaHHS 1 yHpaBiiHHs eBakyauiero. CydacHi
iHopMaIliifHI TEXHOJOril, TakKi SK MOJCIIOBAaHHS Ta CHMYJISIIS, HANalTh e(QeKTUBHI
piteHHs a7 1iei npobaemu. BukopuctaHHs KOMII'IOTEPHUX CHCTEM JI03BOJISIE CTBOPIOBATU
MoJiel €BaKyallliHUX MNpPOILECiB, MPOrHO3YBAaTH MOXIJIMBI CIi€Hapli MOBEIIHKM HATOBIY Ta
PO3pO0IIATH ONTUMATIBHI MAapIIPYTH €BaKyallii.

[TocTanoBka mpoOiiemu. JIroachKa MOBEMIHKA y €KCTPEMAJIbHUX CHUTYaIllsIX 4YacTo €
HeJNiHIAHOW 1 HemependadyBaHow. Hanpuknaa, nma”ika 4u (i3MyuHI NEPEMIKOAM MOXKYTb
CTBOPIOBATH KPUTHUYHI 30HH y MICIISIX MAacCOBOTO CKyITueHHs Jrojiei. CydacHi CHCTEMH YacTo
HE BPAaXOBYIOTHb €MOIIiiHI ()aKTOpU 1 B3a€EMOJIi y HATOBII, IO 3HIKYE iX €PEKTUBHICTS.
OCHOBHOIO IPOOJIEMOIO0 € HEOOX1AHICTh CTBOPEHHS YHIBEpCAJTbHOI CHCTEMH MOJIEJIIOBAHHS,
sKa JI03BOJISIE TOUHO B1100pakaTy CKIIaJH1 B3a€EMO/IIi B eKCTpEMAIbHUX YMOBaX.

AHaii3 OCTaHHIX JOCHIPKeHb 1 myOmikamiid. Y CTaTTi pO3MIISIHYTO MOJENIOBaHHS
MOBEMIHKM JIIOJeN y eKCTpeMaldbHUX cHUTyalisix. OCHOBHMH akLEHT 3po0jieHO Ha
BUKOPUCTaHHI METOMIB 00'€KTHO-OPIEHTOBAHOTO MojemoBaHHd Ta MoBu UML s
NPOEKTYBAHHS CHCTEMH, IO ONTHUMI3Yye €BaKyalliifiHi mpouecu. ABTOPH HaBOJSATH MPUKIIAIN
Bukopuctaniss UML-niarpam, Takux SK AiarpaMu KJaciB 1 BapiaHTiB BUKOPUCTAHHS, IIO
JTIO3BOJISIIOTH JICTAILHO MPOEKTYBATH CTPYKTYPY Ta (PYHKITIOHAIBHI 0COOIMBOCTI cuctemu [1],
[2]. Panime HeBupilIeHI YaCTUHU NMPOOIIEMHU:

* HeoOxigHicTh 1HTErpamii MOBEIIHKOBUX 1 (I3MYHMX MOJAENEH A MPOrHO3YBaHHS
noBeinku HartoBmy [3], [4].

* BiacyTHicTh cTaHAapTIB T YHI(GIKOBAHOTO TIXO0TY 0 MOJCTIOBAHHS €BaKyar[iiHuX
cucrtewm [5].

Merta nyOmikanii. BpaxoByroun 3pocraiouy noTtpedy B e(eKTHMBHHX Ta Oe3leyHuX
METO/Iax eBaKyallii B eKCTpeMallbHUX CUTYAIlisiX, METOI0 CTaTTi € BUCBITJICHHS MiIXOJIB 10
MOJICITIOBAHHS TTOBEIHKH JIFOJICH 3a JIOTIOMOTOI0 KOMIT FOTEPHHX CHCTEM, IO 0a3yroThCs Ha
00'exkTHO-OpieHTOBaHOMY aHaii3zi Ta MoBi UML. Crarrs crnpsiMoBaHa Ha po3poOKy 1
JOCTIIKEeHHS e()eKTUBHOCTI TAKUX CUCTEM JIJIsl ONITUMI3allii eBaKyallliHUX MPOLIECIB, 30KpeMa
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[UIIXOM TPOTHO3YBAHHS TIOBEIIHKM HATOBIY Ta BH3HAYCHHS OE3MEYHUX MAapIIPYTiB
eBaKyartii.

2. METOAU JOCJIAKEHHS

Jnist peanizanii MPOEKTY BUKOPHCTOBYBAIMCH METO/IM 00’ €KTHO-OPIEHTOBAHOTO aHAJI3Y
1 MmogmemoBaHHs. UML-miarpamu, Taki SK JiarpaMd  BapiaHTIB BUKOPHUCTaHHSA 1
MOCJIIIOBHOCTEH, 3aCTOCOBYBAJIMCH I OINKCY CIEHApiiB B3a€EMOii KOPHUCTYBayiB 13
cucremoro. Cumyrsiisi BUKOHYBajach 3a jgornomoroto Python, 3 Bukopucranusm 6i0mioTex
JUTS Bi3yatizarlii Ta mapajeabHUX 00YUCIICHb.

3. PE3YJIbTATU TA OBI'OBOPEHHS

3amponoHOBaHa CUCTEMa JI03BOJISIE IPOTHO3YBATH IOBENIHKY HATOBIY Yy pPi3HUX
eKCTpEeMaJIbHUX CHUTyalisx. Hampukian, y mpUMINIEHHSX 13 BHCOKOK IMUIBHICTIO JIFOJCH,
cucreMa ineHTH(]iKyBama KpPUTHYHI TOYKH Ta IPOIMOHYBaja ajJbTEPHATHBHI MapUIPyTH
eBakyaiii. [TopiBHAHHS 13 TPaAUIIHHUMK MiAXO0JAMH TI0Ka3aJI0, [0 3alPOIIOHOBAHA CUCTEMa
3HIDKYE Yac eBakyailii Ha 25—-35%.

<
Sincludes,

Beegenns
MOYATKOBHX JaHHX

Kopactysaa

Bisvanizauia

Pucynox 1. UML-diacpama eapianmie suxopucmanmus
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Pucynox 2. UML-0iaepama nocriooenocmeti

BUCHOBKMU TA INIEPCIIEKTUBU IO JAJIBIIUX JOCJIITKEHb

Po3pobnena cuctema € nepcrneKTUBHUM 1HCTPYMEHTOM JUIsl YIIPaBIIIHHS €BaKyalli€o y
eKkcTpeMalnbHuX cuTyauisx. Ilomanpui gocnipkeHHs OyayTh CHpPSIMOBaHI Ha 1HTETpariio 3
peaJbHUMHU CHCTEMaMHM MOHITOPUHTY, TakuMH gk loT-ceHcopu, Ta ajanTamito 10 BIIKPUTUX
IIPOCTOPIB.

MOCHUJIAHHA

[1] Bukopucranus yHiikoBaHOi MoBH BizyanbHoro monentoBanas UML (UNIFIED
MODELING LANGUAGE) sk iHCTpyMEHTy MIITPUMKH TNPOEKTYBaHHS 1H(OpMaliiHUX
CHCTEM [EnextponHuUit pecypc] - Pexum JOCTYILY:
https://www.lute.lviv.ua/fileadmin/www.lac.lviv.ua/data/DOI1/2522-1256-2019-24-16.pdf

[2] 3acrocyBanus UML nist MozentoBaHHS Ta NMPOEKTYyBaHHA 1H(OpMaIiiiHUX cucTeM

[EnextponHmit pecypc] - Pexxum JIOCTyNY:
https://ela.kpi.ua/server/api/core/bitstreams/eb5f589c-6¢hb5-4fe6-acff-d88b193777af/content
[3] Excrpumanbna mncuxosioriss [Enexkrponnmii pecypc] — Pexum goctymy:

https://onu.edu.ua/pub/bank/userfiles/files/fpsr/navchalni_materialy/metodychne_zabezpeche
nya/053_bakalavr/mr_ekstremalna_psykhologiya.pdf

[4] Komn’oTepHe MozeIOBaHHs: cucTeMHU 1 npouecH [ Enekrponnuii pecypc] — Pexum
JOCTYITY: https://viduus.net/wp-content/uploads/2019/02/Razrabotka-trebovanij-k-
programmnomu-obespecheniyu.pdf

[5] Po3poOka indopmariis pecypciB Ta cucrem [Enexkrponnuii pecypc] — Pexum
noctymy: http://www.its.kpi.ua/itm/tkot/Students/Lec2 2-State-Classes-D.pdf
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DOUBLE-RATCHET BASED SECURITY FOR PROVIDING INTERNET SERVICES TO
DISCONNECTED AREAS

Abstract. This paper introduces an architecture that leverages existing mobile devices
and applications to facilitate end-to-end encrypted internet access in areas without direct
connectivity. The system is a special case of a Delay-Tolerant Network (DTN) structured into
three core components: a client application, a transport application, and a cloud server. The
client application aggregates data from various applications on the device into a single data
bundle and encrypts it using the Double Ratchet algorithm (part of the Signal protocol). This
encrypted bundle is then transmitted over Wi-Fi Direct to the transport application, which acts as
an untrusted courier. Upon reaching an internet-connected area, the transport application uploads
the encrypted bundles to the cloud server. The server, in turn, decrypts these bundles and routes
the data to their intended application servers. Responses from these servers are sent back to the
client through the same routes. This architecture offers a seamless and secure solution for
internet connectivity in disconnected zones, eliminating the need for additional hardware. It can
handle various types of application data while ensuring the integrity and confidentiality of the
data in transit without relying on a trusted centralized certificate authority or trusted data
transports. We have implemented this architecture in the open-source Disconnected Data
Distribution (DDD) project.

Keywords: End-to-end encryption; DTN; double-ratchet; security.
1. INTRODUCTION

The internet has become an integral part of modern life, connecting people all over the
world and enabling access to a vast amount of information and resources. It has transformed
the way we communicate, do business, and access entertainment. In addition, the internet has
made it easier for people to access education, healthcare, and government services. Society
today is, therefore, heavily dependent on this digital connectivity, and people who lack
internet access are at a disadvantage. Internet accessibility is not a global standard, with many
regions still lacking reliable connectivity. This digital divide can have serious consequences,
particularly for those who are already marginalized or disadvantaged.

In situations like natural or man-made disasters or pandemics, internet access is
important because it might be the sole method for communication and distributing
information. However, during such events, internet outages and disruptions can occur, leaving
even those who normally have access without reliable connectivity.

Delay-tolerant networks (DTNs) are a type of networking technology that can be used
to deliver internet connectivity to remote areas where traditional networking infrastructure is
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unavailable or unreliable. DTNs are designed to operate in these environments that cannot
rely on continuous connectivity [1].

Disconnected Area Area connected to Internet

|
e, e, |
|
|
|

Bundle Client

-2 3

=¥ =¥ 28 RO __

Enorypted \, Bundle Cellular

Bundles Transport <:::> Bundler
A Server

Disconnected
Applications

Application
Servers

— —

User's

Phone Transport

Figure 1. System Overview

This project introduces a system leveraging existing mobile phones to provide internet
access in areas affected by disasters or those remotely located, securing communications with
end-to-end encryption, as illustrated in Figure 1. Users sideload the Bundle Client app to
enable their phones to access internet services for specific applications in a disconnected
setting. This app, henceforth called the Bundle Client or simply the client, facilitates offline
internet access. A second application, the Bundle Transport, is used on another mobile phone
that travels between areas with and without internet connectivity. This phone will be referred
to as the transport. When a transport comes in contact with a client, the client combines data
from all supported applications into a single data bundle and encrypts it using an end-to-end
encryption technique before sending it to the transport. We use Wi-Fi Direct [2] for the
communication between the clients and the transports. Wi-Fi Direct allows two Android
phones to communicate directly without any other infrastructure, such as WiFi access points.
The transport physically transports all the received bundles to an area with internet access,
where it uploads the data to a cloud-based Bundle Server. The server processes these bundles,
decrypting them and forwarding the data to the intended application servers on the internet,
and vice versa for responses.

In this model, all data from clients will be transported to the Bundle Server. Transports
do not move data between clients. However, the Bundle Server can send data to a particular
client using a transport. This is similar to sending an email from your phone to the person
sitting next to you; the email goes up to the server on the internet, and your friend retrieves
the email from that server even though the phones are next to each other. The DTN solution
we developed around this model has mechanisms for handling retries and distributing data to
transports that are described in another paper [3]. In this paper, we focus on the security
aspect of this DTN solution.

Goals: Bundle Transports are the key to providing disconnected areas with internet
data. However, we do not trust them. Anyone can sign up to be a Bundle Transport; they just
have to download the transport application on their phone.

We use end-to-end encryption and authentication to prevent Bundle Transports from
examining or modifying the data they transport. Transports can collect data and not deliver it,
but the result would be the same as if the transport was not present at all.

Our end-to-end encryption and authentication has the following goals:

1. No online client key provisioning: when new clients come online, they need to be
able to self-provision their security credentials completely offline.
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2. No Public-Key Infrastructure: we don’t rely on trusted third parties like Certificate
Authorities or SMS validation.
3. Resilience to lost messages: because our transportation infrastructure includes
malicious actors who may drop messages, we need to tolerate messages getting lost.
We achieve these goals using self-certifying public key identities and double-ratchet
end-to-end encryption.

3. THE THEORETICAL BACKGROUND

Self-Certifying Keys: To solve the problem of key verification, we draw from the work
of the SFS (Secure File System) [4] where the identity of a device is mapped to its public key.
This avoids key management machinery by using a locator that includes the remote server’s
public key. By identifying a client using its public key, we can avoid the need for public key
infrastructures or SMS callbacks to associate a public key with an ID or phone number.

Encryption Key Generation: We use the double ratchet algorithm as employed in
Signal’s messaging protocol [5]. The algorithm uses a Diffie-Hellman ratchet for the given
public-private key pair to generate a shared secret. This, along with the result of a root key
generated using the X3DH as described in [6], results in a symmetric key used to encrypt or
decrypt the message. Exchanging the public keys and synchronizing the ratchets at the
recipient’s end results in the generation of an identical symmetric key. The double ratchet
algorithm does not require online communication between endpoints to synchronize keys,
which fits our requirements.

4. THE RESULTS AND DISCUSSION

Data is packaged into bundles to be transported by the Bundle Transports. A bundle is a
zip file consisting of the following: (KeylInfo, EncryptedBundleld, EncryptedPayload)

The EncryptedPayload is an encrypted zip file with application data. It is encrypted
with AES-GCM [7], which is a symmetric cipher that provides both confidentiality and
message integrity guarantees. The Bundleld is made up of the client’s ID (its Base64 encoded
identity public key) and the bundle counter. The Keylnfo has the public key information the
server or client will need to decrypt the payload. The content of the Keylnfo differs for the
client and server since clients only receive bundles from the server, so it knows to use the
server’s public key to decrypt a payload, but a server receives bundles from many different
clients.

Sending Bundles

For bundles sent by the client to the server, ServerKeylnfo will consist of:

(OneTimePublicKey, Encryptot spk(ClientldentityKey, ClientBaseKey, EphemeralKey))

Every time a client sends a bundle to the server, it generates a one-time public key. It
uses this public key (otk) and the server’s public key (Spk) to encrypt the client’s identity and
base public keys used to encrypt the payload using double ratchet. When the client generates a
new bundle, it will increment its outgoing bundle counter and use it to generate a new
BundlelD and calculate EncryptedBundleld using

EncryptedBundleld = Encrypto spk(BundlelD)

Only the server can decrypt the client public keys and bundleld and thus decrypt the
payload. The transport cannot decrypt the payload or even know which client generated the
bundle it is transporting.

Receiving Bundles

For bundles sent by the server to clients, the ServerKeyinfo will only contain the
EphemeralKey used with double ratchet. The EncryptedBundleld is generated using
EncryptedBundleld = Encryptcp spk(Bundleld), where cpk is the client’s public key. The client
that the bundle is going to can calculate the EncryptedBundleld to expect, but transports will
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not be able to know the destination of the bundle. Because bundles sent by a server may be
lost, the client requests a window of 10 possible EncryptedBundlelds from a transport. While
this keeps the destination of a bundle hidden from a transport, it limits the server to 10
outstanding bundles to a given client.

4. CONCLUSION

We have shown how we can use the Double Ratchet algorithm from Signal to meet the
security requirements of our DTN solution. One of the most challenging aspects of our DTN
is that anyone can be a transport. This allows us to build a DTN network quickly, but it also
means that we cannot trust a transport to be non-malicious.

Self-certifying keys for clients avoid the problem of associating client identities with
their public keys, which allows us to send the client’s public key to the server using untrusted
transports. We then use the Double Ratchet to provide robust end-to-end authentication and
confidentiality of messages with all the guarantees that Double Ratchet provides. Finally,
rather than putting the receiver's identity in the bundles given to transports, we instead use
pseudo-random bundle 1Ds that cannot be associated with a given client by an observer.

We have implemented this system using Android phones and proof-of-concept client
applications. The code is available on GitHub at [8].
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A REVIEW OF INFORMATION TECHNOLOGY FOR "ON-THE-FLY" IMAGE
RECOGNITION IN TRAFFIC SCENARIOS

Abstract. With the continuous growth of the global population and the
acceleration of urbanization, problems such as road congestion, traffic accidents,
and environmental pollution are becoming increasingly serious. In order to meet
these challenges, the transportation system relies on advanced information and
communication technologies to build an efficient, safe, environmentally friendly,
and comfortable transportation environment, provide comprehensive traffic
information services, and provide a safe, fast, and economical travel experience
[1]. This paper mainly targets non-motor vehicles, motor vehicles, and
pedestrians, and studies the research status and application of target detection
algorithms in traffic scene target detection and recognition from the aspects of
target detection algorithms and target detection algorithm optimization [2]. This
paper conducts a framework study on the advantages, limitations, and applicable
scenarios of various methods of real-time vehicle detection algorithms based on
lightweight YOLOV5 and YOLOv8 methods [3].

Keywords: Traffic scene; real-time image processing; YOLOS; deep
learning; lightweight

1. INTRODUCTION

1.1 Evolution of traffic scene information technology

The application of information technology in transportation scenarios has undergone
significant evolution over the past few decades. Early traffic monitoring systems mainly
relied on simple image processing technology and manual monitoring. With the introduction
of machine learning, especially the rapid development of deep learning technology, real-time
image recognition has become the core technology of modern traffic management[4].

1.2 Overview of real-time image recognition of traffic scenes

The emergence of real-time image recognition technology has profoundly changed the
way modern urban traffic is managed, by enabling systems to instantly analyze and interpret
visual data. Real-time image recognition plays a vital role in improving road safety,
optimizing traffic flow, and supporting the deployment of autonomous driving. The complex
relationship between information technology and real-time image recognition technology in
traffic scenes. With the advancement of urbanization and the increase in traffic density, the
demand for smarter and more efficient traffic management systems is growing. Real-time
image recognition technology can help provide dynamic monitoring, analysis and
management of traffic conditions[5].
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1.3 Information technology for real-time image recognition of traffic scenes

Image recognition is the process by which a system interprets and classifies objects in
an image. In traffic scenarios, this usually involves the detection of vehicles, pedestrians,
traffic signs, and other relevant elements [6]. In traditional computer vision methods, image
recognition usually relies on techniques such as edge detection, feature extraction, and pattern
recognition. With the introduction of machine learning, especially deep learning technology,
the ability of real-time image recognition has been revolutionized [7].

2. THE THEORETICAL BACKGROUNDS

2.1 Machine Learning

Machine learning (ML) is a subset of artificial intelligence (Al) that focuses on
developing algorithms and models that allow computers to learn from data and make
decisions. There are three types of machine learning: supervised learning, unsupervised
learning, and reinforcement learning, where the goal is to learn a policy that maximizes
rewards accumulated over time.

2.2 Deep Learning

Deep learning is a machine learning method based on artificial neural networks, which
simulates the working principle of the human brain to solve complex data pattern recognition
problems. This method has been widely used in image recognition, speech recognition,
natural language processing and other fields, and has made significant progress. The YOLO
target detection model was proposed, which greatly improved the efficiency of model training
and reasoning[8].

3. RESEARCH METHODS

3.1 Application of target detection algorithm in non-motor vehicle identification

In actual traffic scenes, it is difficult to extract features from non-motor vehicles due to
factors such as occlusion and small number of pixels occupied. Therefore, traditional methods
cannot meet the needs of practical applications. With the continuous deepening of deep
learning research, object detection algorithms based on convolutional neural networks have
also made breakthrough progress [9]. In 2016, the Faster R-CNN algorithm achieved end-to-
end recognition, and the YOLO algorithm and SSD algorithm achieved further acceleration.
Ahmad et al. [10] studied the application of object detection algorithms in non-motor vehicle
detection and recognition.

4. THE RESULTS AND DISCUSSION

4.1Research on lightweight *on-the-fly'* image recognition model based on
YOLOvS8

The main difficulty in detecting and identifying pedestrians and vehicle targets in traffic
scenes lies in the accuracy and real-time performance of the algorithm. By improving the
robustness of the target detection algorithm based on the YOLOvV8 optimization method,
better application of the target detection algorithm can be achieved [11].

5 CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

In the future, we will continue to explore new technological developments on the road
ahead, as well as accelerate technological progress in areas such as automobiles, smart
transportation, and public safety.

5.1 The role of 5G and above in traffic management

As the demand for real-time image recognition continues to grow, the demand for more
powerful and efficient hardware has also increased. The deployment of 5G networks will
revolutionize traffic management, providing high-speed, low-latency connections to meet the
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needs of real-time image recognition and other data-intensive applications. With the powerful
network capabilities of 5G, future traffic management systems will enable innovative
applications such as real-time traffic optimization, connected autonomous vehicles, and smart
infrastructure.
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BUKOPUCTAHHA AHAJIIBATOPIB TPA®IKY LA ITOBY JOBU CUCTEM
BUABJIEHHA BTOPI'HEHD

AHoTtanis. B nmocmipkeHHI po3mismaeTbes mpobiemMa HecTaui SKICHHX, PETbHHX
HaOOpIB JaHMX Uil HaBYAHHS MOJEJICH MAIIMHHOTO HAaBYaHHS, 110 BHUKOPUCTOBYIOTHCS IS
noOynoBu cucteM BusiBieHHs BToprHeHb (IDS). Binbiicts icHyrounx HaOOpiB MaroTh
0OMEEeHHSI 1 He MOBHICTIO BiJJOOpakaroTh peanbHUi MepexeBuid Tpadik. [ns po3s'szanHs wiei
MpoOJIeMH TIPOTIOHYETHCS BHUKOPHUCTaHHA CHiepiB (iHCTpyMEHTIB A 300py MepeskeBHX
makeTiB). [lonmpm mmdpyBaHHS OaHWX, MeTalaHi MAKETIB 3aIHIIAIOTHECSA TOCTYMHHUMH Ta
MOXYTh OYTH BUKOPHCTaHI K O3HAKH JJ Kiacudikarii. Takox B TOCIiIKEHHI PO3TISIAIOTHCS
6i6moTexn Python, Taxki six pcap, Scapy, Netfilterqueue, Tshark i Pandas, sixi MoxyTh OyTH
BHKOPHUCTAaHI U1 300py Ta aHANI3y MepeKeBOro Tpadiky. AHATI3YIOThCS IIepeBaru Ta HeJOMIKA
ix 010JiOTEK, OMUCYIOTHCS 3a/1adi, SKi MOXKYTh PO3B’I3yBaTH Taki 010Ti0TEKH.

KoaiouoBi ciioBa: cucremu BUsIBICHHS BTOPTHEHb, MalllMHHE HaBYaHHsI, CHidepH, aHai3
MepexeBoro Tpadiky, HaOOpHU aHUX.

1. BCTYII
VY cydacHomy nuQpoBOMYy CBITi, Je Kibep3arpo3u CTalTh Bce OLIbII CKIAJHUMHU Ta
MOIIMPEHUMH, CUCTeMH BHsBICHHS BTOprHeHb (Intrusion detection systems - IDS)

HaOyBalOTh BEJIMKOro 3HaueHHA. PoOOTa TakuxX CHCTEM BKIIIOYA€ JIEKUIbKa €TaliB, TAKUX SIK
30ip JNaHUX, aHali3 JaHuX Ta IX Kiacudikalis, 10 CBOEI YEeprorw J03BOJISIE 3pOOUTH
BUCHOBKH IO 0€3MEYHICTh MEPEKEBUX JaHUX.

AHami3 ocTraHHiX gochailkeHb i myOjikaniii. 3HayHa KUIBKICTH JIOCIHIIKEHb
30cepe/keHa Ha eTami aHamizy Ta kinacudikamii manux. [1] Lleit eran € Haa3BUYaiiHO
BOKJIMBUM 7151 10Oy 0BU IDS, ocKkinbku came BiH BU3Ha4Ya€e O€3MEUHICTh aHUX. Pa3oM 3 TUM
OUTBIIICTh JOCHIPKEHb, IOB’A3aHUX 3 MAaIIMHHUM HaBuaHHsIM [DS BHKOPHCTOBYIOTh
3a3qalnerizp 3i0paHi Ta MiArOTOBICHI HA0OPH HaBYaNbHHX NaHuX, Taki sk UNSW-NB15 [2],
USB-IDS-1 [3], CIC-IDS 2017 Ta 6araro iHIIuX.

Taxi Habopu 1O3BOJIAIOTH HABUATHU MOJE! MAlIMHHOIO HABUAHHS Ta TECTYBAaTU iX
epeKTUBHICTb. TUM HE MeHII, NepeBaXkHa OLIBIIICTh TAKUX HAOOPIB TaHUX € 0OMEXEHOI0 Ta
HE LUJIKOM BijoOpaxkae peaJbHUX MepexeBudl Tpadik [l1], mo craBUTh Wi CYMHIB
e(eKTUBHICTh TAKUX JOCIHIKEHb.

IlocTranoBka mnpo6iaemu. TakuM 4YMHOM BHHHMKAae norpeda B Habopax peaabHHX
JTAaHMX, 32 JIOTIOMOT'OI0 SIKMX MOXKHA OLIIHUTH €(PEeKTUBHICTh MOJENeH MAalIMHHOTO HaBYAHHS
1S kmacudikamii MepexeBoro Tpadiky. ToMmy BUHHUKaE HEOOX1THICTh BUKOPUCTaHHS 3ac001B
uis 300py Ta aHalizy MepexkeBoro Tpadiky, Takoxk Bimomux sk cHipepu [4]. Taki
IHCTPYMEHTH JI03BOJIAIOTH 30MpaTH MEpEeKeBl MakeTn Ta ix MeragaHi. OCKUIBKH B CY4acHHUX
Mepexxax Tpadik NEpeBaXHO € 3alM(ppPOBaHUM, II€ HE JI03BOJIAE TEPerisiiaTH BMICT
MEpeKeBUX NaKeTiB Ha pI3HUX piBHAX Mozeni OS], ame MerajgaHi IUX MaKeTiB HE €
3ammdpoBanuMu. Came MeTajjaHi BHUKOPHCTOBYIOTHCS SIK O3HaKM JUId Kiacudikamii 3a
JIOTIOMOTO0 MAIlIMHHOTO HAaBYaHHS, OTXE CHIpepu IUIKOM MIAXOASTH Ui 300py NaHUX 13
BUIIE3a3HAYEHOIO0 METOIO.
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2. PE3YJIbTATU TA OBI'OBOPEHHSA

Posrasinemo icHyrodi anami3atopu Tpadiky, IHTETpOBaHi 3 EKOCHCTEMOIO MOBH Python.
L1s moBa Oyne po3risaaTucs, OCKUIBKA BOHA JIa€ MIHUPOKI MOXKIMBOCTI POOOTH 3 BEIUKHMHU
JaHUMH Ta MallMHHUM HaBYaHHAM, TOMY JAJIsl 3pYYHOCTI JaHi MOXKHa 30MpaTu Tex 3a il
JIOTIOMOT O0.

HuswskopiBHeBa 61010TeKa pcap, 3abe3neduye nNpsSMHUA TOCTYN J0 JaHUX MEPEKEBOrO
iHTepdeticy. BoHa 103BoJIsIE 3aXOIUIIOBATH MAKETH MEPEKEBOro Tpadiky B peasbHOMY daci
abo 3 (aitniB. BoHa Mae BHCOKY IPOAYKTHBHICTh, THYUKICTh y KOH(]IrypyBaHHi (iibTpiB, 3a
il momomororo 3i0paHa 3HaYyHA KUIBKICTh TMOMYJISPHUX HAOOPIB HaBYAIBHUX jJdaHMX. Ha
NpOTHBAry LbOMY BOHAa Ma€ JOCHTb HU3bKOPIBHEBHU iHTEp(deicC, 110 BHUMarae HamMCAHHS
JIOJTATKOBOTO KOJY JUIsl aHaJIi3y MaKeTiB.

[Toryxxna iHTepakTHBHA 0i0mioTeka Scapy BKIIOYAE MOXKIUBICTH JTOCITIKCHHS Ta
MaHINyJsA1i MepeKeBUMHU NTakeTaMu. BoHa 7103BoJIsie CTBOPIOBATH, BIIPABIISATH, aHATI3YBAaTH
Ta MOAM(IKYBaTH TMAKETH PI3HUX MPOTOKONiB. Mae BHCOKHMI piBeHb aOcCTpakuii, 3py4Ha
po0oTa 3 piI3HMMH MPOTOKOJIAMHU, MOXJIHMBICTH CTBOPEHHSI BJIACHUX IMPOTOKOJIB, aje MOXKE
OyTH HaAMIPHOIO JUIS IPOCTUX 3aBJIaHb HA KIITAIT 300py AaHUX.

bibmioreka Netfilterqueue mo3Bomsie mepexorunoBaTH Ta MOAUGIKYBaTH MaKeTH Ha
piBHI sigpa Linux. BoHa BUKOPHUCTOBYETHCS AJISi CTBOPEHHS 1HCIEKIIHHUX CHUCTEM 1 MPOKCi-
cepBepiB. Mae BHCOKY NpPOAYKTUBHICTh, MOXIMBICTh Moaudikailii HakeTiB mepen ix
BifnpaBkoro. [Ipamroe Tinbku B cuctemax Linux, Bumarae riimOOKHX 3HAaHb MEPEKEBOT MOJIEIi
TCP/IP.

Tshark - e konconpHa yruiita i 6i6miorexa Python, sika € inTepdeiicom 1o BimoMoro
naketHoro anamizatopa Wireshark. Bona mo3Bomnsie anamizyBaTH MepexkeBuil Tpadik 3
BUKOPUCTAHHSAM MOTY)KHUX (UIBTPiB 1 IpOTOKONiB po3bopy. BoHa mae mmpoxuii HaGip
byHKIiM, mATPUMKY OaratboX MPOTOKOIIB, MOXJIMBICTH BHUKOPUCTaHHS TpadigyHOro
iTepdericy Wireshark. Takox wmae o0roptky pyshark ska mnonermiye iHTerpaiio B
nporpamMHuii ko1 python.

Pandas - me ©OibmioTeka Ui aHaNi3y JaHUX, SKA IIMPOKO BUKOPHCTOBYETHCS IS
00poOKM Ta Bizyamizalii JaHUX, OTPUMAHHUX 3 MepexeBOro Tpagiky. Xod BOHA 1 HE Mae
MO>KJIMBOCTI 300py MepexeBOro Tpadiky, Bce X Mae 3pydHi cTpykTrypu nanux (DataFrame),
NOTYXKHI 1HCTpYMEHTH JJI aHaji3y Ta Bidyamizauii. BoHa He mpu3HaueHa crheriajgbHO IS
aHajizy MepexeBoro tpadiky, aje Moke OyTH BHUKOpPHCTaHA JJIS CUCTEMAaTH3allli JaHuX,
OTPUMAHUX 3 JIOMIOMOTOI0 BHI[E3a3HAYEHUX 010110TeK.

3anuc JaHux y

3armyck aHanizatopa ¥ .| 36ip mepexeBux Knacudikaris KypHan abo
Tpadiky JaHuX nakeTiB Ha/|CH/IaHHA

CroBilleHb

A 4

Y

Pucynox 1. 3acanvnuii npunyun pooomu IDS 3 éuxopucmanuam ananizamopa
mpagixky

Onucani 610110TeKH MOXKYTh OyTH BUKOPHUCTaHI SIK 3ac00U [UIsl 300py CUPHX JaHHX,
TOMY pe3ylbTaTOM iXHBOi poOOTM € 3HayHi 3a oOOCsAraMu, HEBIOPAIKOBaHI Ta
HECHCTEMaTH30BaH1 HA0OPH aHMX. BUKOpUCTaHHS TaKWX JaHUX U MAIIMHHOTO HABUAHHS €
CKJIaJTHOIO 3aJauero, aJkKe IMepll 3a Bce, JaHi MOBMHHI OyTH NpOMapKOBaHi, TOOTO KOXEH
3anmuc B HAOOpl MOBMHEH MICTHTH MITKY MpO T€, YU PENpe3eHTye BiH HOPMAaTHUBHUI
MepexeBuid Tpadik, i Tpadik, MOB’sI3aHUX 3 TUM UM 1HIIUM BHUJOM aTaku ToIo. Tomy 306ip
JaHUX BUMarae, mo0 KOKE€H MOro eran MpOXOAMB Yy 3a3/ajeriip BHU3HAUEHHX YyMOBax (3
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aTakaMM Ha BY3JIM Mepesxi a00 6e3 HuX), a Micist KOXKHOTO eTary 300py OTpUMaHi JJaHi MaloTh
OyTH MpOMapKOBaHi.

[Ticns oTprMaHHs MPOMAPKOBAHUX JAHUX BOHU MOXKYTh OyTH ONTHMIi30BaHi, OCKIJIBKU
YacTHHA MepexeBoro Tpadiky Moxke OyTH 1IEHTHYHOIO JJIA CIIeHapiiB 13 3arpo3amu Ta 0e3
HUX. OKpIM LBOTO BAXIJIMBUM MOXXE OyTH BU3HAUEHHS HE3HAUYIIUX O3HAK B METaJaHHX
MEPEKEBUX IMAKETIB, SKI € HE3MIHHUMHU IS IIKIJTMBOTO Ta HOPpMATUBHOTO Tpadiky. Takumu
JAHUMH MO’KHA 3HEXTYBAaTH, OCKUIBKM BOHM HE OyJlyTh MAaTH 3HAYHOI PO NP Ki1acHu ikarii
HOPMATHUBHOTO Ta MOTEHLIHHO MKiamuBoro Tpadiky. Takoxk moziOHa onTUMI3aIlis MOXe
MPUIIBUIIIATY IIBUAKICTh HABYaHHS Ta Kiacu(ikallii TaHUX, OCKUTBKH MEHII 0OCSATH JaHUX
noTpeOyr0Th MEHIIOI KITBKOCTI 00YHMCIIOBAIBHUX PECYPCIB Ta am ATl AJ1s iX 30epiranusi.

3. BUCHOBKHU TA NEPCITIEKTUBHU NOJAJIbIINX JOCJIIIKEHb

Takum YMHOM BHKOPHUCTOBYIOUH OMHUCaH1 010J1I0TEKH, MOYKJIMBO CTBOPUTH IHCTPYMEHT
JUTSE 300py Ta MEePBUHHOI OOPOOKM MEPEKEBHUX JaHUX, IO MPOXOIATH Yepe3 peaabHO iICHYI0Ul
a0o0 BipTyasbHi MepexeBi By3iH, 1o (GaktuuHo € eaemeHTom host-based IDS. Ilicis 360py
Taki JlaHi MOKHA KJIacH(iKyBaTH 3a JOMOMOIOI0 MAalTMHHOTO HAaBYaHHS, BUKOPHUCTOBYIOUHU
taki Oi0mioreku python sk sklearn. Takum umHOM MOXKHa po3pobutu mozenp IDS 3
BUSIBIICHHSIM aHOMAJIii, OCKIJIbKM BOHA OYJe 3/1aTHA BUSBISTH BIIXWJICHHS B HOPMATHBHOMY
Tpadiky 0e3 BTpydyaHHSI MEPEKEBOT0 aMiHICTPATOPA IMiCIs HABUYAHHS.

3a J10IOMOIOK ONHMCAHOIO IHCTPYMEHTY Ta 300py JaHMX, Ma€ MEepCHEKTUBY
TECTYBaHHsI MOJICJICH MAllIMHHOTO HaBYaHHS B PEAIbHUX YMOBAaX Ta HA PEaJbHUX JTaHUX IS
OIIIHKY 1X €)EKTUBHOCTI Ta BUSBJICHHS HEIOJIKIB, ACTATLHUN aHAJI3 TOMUJIOK MOJCIEH s
MOKpAIIIEHHS iX POOOTH, a TAKOX MOPIBHSIHHS ¢EKTHUBHOCTI MOJICIICH MAIIMHHOTO HABYaHHS
3 TpaJUIIMHUMU METOJIAMH BUSBJICHHS BTOPTHEHb.
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XMAPU K MOBUIbHI CUCTEMU 3AXHCTY OCBITHbOI EKOCUCTEMU V YAC
BUKIJIMKIB TA 3AI'PO3 BOEHHOI'O CTAHY

AHotaniss. BoenHa arpecis pocificekoi Qenmeparii mpoTH YKpaiHH, IIOCTiHHI
py#iHYBaHHsS 1HQPACTPYKTypH 3aKJIaliB BHINOI OCBITH CTaBISATh NMUTAHHSA S(EKTUBHOIO Ta
Oe3mepepBHOrOo (YHKIIOHYBAaHHS OCBITHBOI cdepu. Y poOOTI pPO3MITHYTO NHTAaHHS
VIpaBITiHHSA Ta TMOOYyHoBU Oe3repebiifHol poOOTH 3aKiIadiB BHIOI OCBITH HAa OCHOBI HOHATH
KpUTHYIHOI 1HPpaCcTPYKTypH 00’ €KTy 3aXHCTy Ta aHamizy iHdopmaniiianx aktusiB 3BO. Ha
OCHOBI TIPOBEJICHOTO aHaNi3y Ha OCHOBI HamioHampHOTO YyHiBepcuTeTy OiopecypciB Ta
NPUPOJOKOPUCTYBaHHS YKpaiHM BH3HAYCHO CKJIAJ0Ba KPUTHUYHOI 1HQPACTPYKTYpH Ta
3aMpoNOHOBAHO BUKOPUCTAHHSA XMapHUX TEXHOJIOTIA Uit 3abe3medyeHHs Oe3nepebiifHOCTI,
CTablIBHOCTI Ta ePEKTUBHOCTI (DYHKIIIOHYBAHHS 3aKiaay BUINOI 0cBiTH. OCHOBOIO OCBITHBOI
exocuctremu 3BO Mae cnyryBatu iHpoOpMauiiHO-KOMYHIKAIiHHI CHUCTEMH OCBITHHOTO
CIPSIMYBaHHS, IO JI03BOJISIIOTH 320€31eYyI0Th BUKOHAHHS BKa3aHUX BUMOT.

Karouosi cinoBa. Boennuii cran, kputuyHa iHpopmaniiiHa ctpykrypa 3BO, xmaphi
TEXHOJIOTI1, EIEKTPOHHI CHCTEMH HABYaHHSI.

BCTYII

BinnosigHo n0 HanioHanbHOro 3akoHonaaBcTBa (3Y Ilpo mpaBoBuii peXHM BOEHHOTO
crany. 2015 i3 npaBkamu Big 20.06.2024): BoeHHui#t cTaH — 11e 0COONMBUIT IPABOBUI PEIKUM,
110 BBOAMTHCA B YKpaiHi a00 B OKpeMHX ii MICIIEBOCTSX Y pa3i 30poiiHOi arpecii uu 3arposu
Hamaay, HeOe3NMeKu JAepaBHINM HEe3aJeKHOCTI YKpaiHH, ii TEepUTOpialbHIA LIUIICHOCTI Ta
nepeadayvae HaJJaHHs BIAMOBIIHUM OpraHaMm JIep»KaBHOI BJIa/id, BIHCHKOBOMY KOMaH/IyBaHHIO,
BICBKOBHM aJMIHICTpalliiM Ta OpraHaM MICIIEBOTO CaMOBpSyBaHHS IOBHOBA)KEHb,
HEOOXITHUX JUIsl BIJBEpHEHHsS 3arpo3, BiJciul 30poifHOT arpecii Ta 3abe3nedyeHHs
HaIllOHAJBLHOT O€3MeKH, YCYHEHHS 3arpo3u HeOe3NeKu Jep KaBHINA HE3aJIeKHOCTI Y KpaiHu, 1i
TEPUTOpPiaNIbHIA IUTICHOCTI, a TaK0oX THUMYacoBE, 3YMOBJIEHE 3arpo30r0, OOMEKEHHS
KOHCTUTYL[IMHUX TpaB 1 cBOOOJ JIOAMHM 1 TpOMaJsHMHA Ta MpaB 1 3aKOHHUX IHTEPECIB
IOPUJIMYHUX OCi0 13 3a3HAYEHHSAM CTPOKY JIiT IIMX OOMEKEHb.

[TocranoBka mpobnaemu. IIpaBoBI pexUMH BHUKOPHUCTOBYIOTHCS [UIsl BPETYJIOBaHHS
CYCIITBHUX, TOMITHYHUX, EKOHOMIUYHUX Ta 1HIIUX BITHOCHH 3 METOIO MiJIBUIICHHS CTIHKOCTI
JIep>KaBH JIO ICHYBaHHS B YMOBax MOCHJICHHs 3arpo3 ii HamioHanpHINA Oe3meri [1].

[TocunenHs 3arpo3 po3riIsaeTbesl BIAMOBIIHO 10: JIOAWHH, CYCIIbCTBA, JEPIKaBH.

['onmoBHa minboBa (yHKIIS mpu 1IBOMY (GOPMYETHCS - 3a0e3MeueHHs Oe3MepepBHOTO
(YHKILIOHYBaHHS JIEpXKaBH SIK CKJIQIHOT COL[IaJIbHOI CUCTEMH.

AHaJTi3 0OCTaHHIX JOCIIHKEHB 1 TyOiKariii.

CyuacHi HayKoOB1 MiIX0AM 110 3a0e3nedeHHs 6e3nepepBHOro (PyHKIIOHYBaHHS CHCTEMH
B HeOe3MeYHUX yMOBax Oy/IyeTbcs Ha MOHSTTI «KPUTHUYHA 1HQPACTPYKTypay, ska PaKTUUHO
3a0e3mneuye K ICHyBaHHSA CHUCTeMH, Tak 1 ii Oe3nepepBHe ¢yHkiioHyBaHHA [2]. CTilKicTh
CUCTEMH SIK 00’ €KTYy O€3MEeKH Ta 3aXUCTY PO3TIAIAEThCS Y MOEAHAHHI BHYTPIIIHIX PECYpPCiB 1
MOYJIMBOCTEH Ta SIK MiJCUCTEMHU OUIBII 3arajibHOI CUCTEMHU.
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[TpoGiieMaTuKy 3aXUCTy 3aKJIaqy BHUIIOI OCBITH Y poOOTi [7] po3risimaroTh 3 MO3HIIIMA
3axucTy iH(popMamiiHux pecypciB 3BO. AKIEHTOBaHO yBary Ha MecCeHKepax Viber,
Telegram, ski craaum NONYISAPHUMH JUIS PO3TOPTaHHS POCIHCHKOI  iH(OpMaLiHOT
npomaranay. BiiicekoBi (axiBii [3] y cBOIX JOCHIKEHHSAX 30CEPEKYIOTh yBary Ha CyTO
BOEHHUX Ta BIHCHKOBHX CKJIAaJOBHX iH(popMamliiHOi Ta KibepOe3neku AepikaBu, 3aIUIIAI0UN
11032 yBarowo 0e3neKoBl MUTaHHS CYCHIbCTBA TA JIOJAUHU.

3axigHi ¢axiBii po3rsAAI0TE MpobiaeMaTuKy iHGopMaliiHoi Ta Kidepoesnekun 3BO 3
OUTBII KJIACHMYHHMX MiJXOMAIB NMOOYJIOBHM cHCTeM 3axucTy iHdopmanii [4; 5; 6; 8]. Jani
PO3pOOKHM MPUCBSIYCHI BIPOBAHKEHHIO HOBUX MPUHOMIB, CITIOCOOIB Ta IMIIXO/IIB 10 PO3BUTKY
CHUCTeM 3axucTy iH(popMalii Ha OCHOBI Cy4YyaCHOTO pO3YMiHHA iHQoOpMaLidiHOI Ta
KibepOe3nexoBoro ganamadry.

Merta pocnipkeHHSI — MpOaHai3yBaTH OCOOIMBOCTI 3abe3nedyeHHs iHpopMaliiiHoi Ta
kiOepOe3nexku B 3akia/iax BHUIIOI OCBITH il 4aC BOEHHOTO CTaHy 3 METOH 3a0e3leyeHHs
Oe3nepepBHOCTI (PYHKIIIOHYBAHHS OCBITHBOT CHCTEMHU.

Buknan ocHoBHOro marepiaiy.

Cyuacni migxoam g0 3abesrnedeHHs KiOepOe3NeKdu TaKoXK SK OCHOBHUHM KpUTEpid
3aKJIaJJal0Th BUMOTY 110 O6e3nepeliiiHoro (yHKI[IOHYBAaHHS CUCTEMHU, IO 3aXUINAETHCS. (cepis
crangaptiB 1SO 27xxx).

Tomy I1OTiYHO 30CepenuTH CBOIO yBary Ha KpUTHUYHIN 1HPPACTPyKTypi 3aKiiaay BHUIIOI
OCBITH B YacCTHHI iH(OpMAIIfHUX pecypciB Ta IX BUKOPUCTAHHSI.

TpaauuiiiHo, KPUTUYHY IHPPACTPYKTYPY 3aKIa Ly BUIIOI OCBITH CKJIAJal0Th: PO3BUHEHA
iHpopmariitHa iHppacTpykTypa (iH(popMmariitHa ekocucTema), sika 3abe3rneuye mepenady Ta
pyx iHdopmarlii B KOMyHiKauiiHoMy npocTopi; [Hdopmaniitai GoHaM, OCHOBY SKHX CKJIa/a€e
HayKOBa, HaBYAJbHO-METOAMYHA, HABYaJbHO-OpraHizamiiiHa Ta iHma iHopmaris
(pe3ynbTaTd HAYKOBOI, HAYKOBO-IOCIIIHOI, OCBITHBOI, HaBUajdbHOi poOotu; [Hopmaris Ta
TEXHOJIOT11, 1110 BUKOPUCTOBYIOTh a/IMIHICTPaTHBHI, JOMOMDKHI Ta 3a0e3neuyrodi MmiIpo3a1Iu
VHiBepcuTery.

[ndopmariiine CycninbCTBO Hagalo MOXKJIMBICTH CTYACHTY OIEPYBAHHS BEJIMKUMHU
oOcsiraMu pi3HOPIAHOI 1H(OpPMaIi, 10 € OJHUM 13 HOBHX CIIPOMOKHOCTEH (hopMyBaHHs
JIACHO HOBMX IepeBar 3100yTTS HOBHX KOMIIETEHTHOCTEH, SIKI CKJIQJaloTh CTaHAApTH
ocBITHIX crenianbHocTed. Orxke, iHGopmanis 3BO y yacTuHi 3a0e3neueHHs] OCBITHBOI Ta
HAyKOBOiI CKJIa/I0BOi, 3 ypaxyBaHHSM KpUTEpisl aBTOPCTBA Ta YHIKAJIBHOCTI, CKJIAJA€ SIPO
iH(popMaiiiHoi ekocuctemu 3BO

3axuct iHGopmanii 3BO axryamizye mnpoOneMaTtuky MOOYJOBH CUCTEM 3aXUCTy
iHpopManii 3 ypaxyBaHHAM crneundiku aismbHOCTI 3BO (enemeHT Oe3neku iHdopMariiiiHol
ekocucremu 3BO), mo € omanum 3 HampsiMiB KibepOesneku. Karteropismu kibepOesnexu
OTUCYETHCS LITICHICTD (30€peKeHHs aBTeHTUYHOCTI 1H(opMallii), JOCTYIHICTh (MOXKIUBICTh
BUKOPHUCTATH) Ta KOH(DEASHIINHICTD (1151 30€peKeHHsI aBTOPCHKOIO IIPaBa).

Cyuachi BiitHi HaOyau ¢opmy riOpuaHoi BiliHU. ['iOpuanHa BiliHa — me BilHA, 110
PO3KJIaIa€ThCs Ha pI3HI TapMOHIKH, CKJIaJOBl, SKI Yy CBOIO YEpPry MalTh BiJIHOCHY
caMocCTiiHicTh. OJHI€I0 3 TAKUX CKJIAI0OBHUX € COlliabHA CTA0UIbHICTb.

3BO sk comiaibHO-BUPOOHMYA CHCTeMa € 00 €KT MIABUINEHOI yBarum IOJIO aTak,
OCKIUJIBKA BHOCHUTbH JECTabuIi3alliio colialbHO-MOMITHYHOI cuTyauii y kpaiHi. 3abe3nedeHHs
oesnepepBHoro (QynkiionyBanHs 3BO e 3aBmanusM nepxaBHoi Baru. Y HYBIll Ykpainu
HaBYaeThcs 05m3bKo 16,5 Tuc. crynenTis ta npaitoe 6inbiie 1104 HIIIT (KuiBchkuit neHTp).

HapuanpHi Marepianm 3a JUCHUINIIHAMA HAKOMHWYYIOTBCS B 1H(OpMaIliiHO-
KOMyHiKaliiiHiii cucremi e-Learn. Otxe, cuctema e-Learn e eneMeHTOM KpUTHYHOI
1HMpacTpyKTypu YHIBEPCUTETY.

Peanii BiitHi, 13 BpaxyBaHHSIM (h)aKTOPiB HETATUBHOTO BIUIUBY, TUKTYIOTh SIK HEOOXiIHY
YMOBY — HasiBHICTb BiJIJAJIEHOTO Ta CTaOLIBHOTO peXHUMY JOCTYyIy 1o e-Learn ta HamiitHux
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cucteM 3axucty iHpopmamii. Takoxk maHy CHCTEMY MOXJIHMBO PO3TJSIATH SK CHCTEMHE
HAKONMWYEHHs JaHUX PO AKTUBHUX Ta pPeaJIbHUX CTYAEHTIB YHIBEPCUTETY.

Crnix 3a3HaumTH, 10 cucTteMy e-Learn MOXXJIMBO BHKOPHCTOBYBATH 1 SIK CHCTEMY
yopaemiaas 3BO. Hanpuxnax, s ynpaBiliHHS Ha pPiBHI YHIBEPCHUTETY CTBOPIOETHCS
«HaBYallbHA TUCHMIUIIHA — YIPaBIiHHSA YHiBepcuTeT». HOBUHHU PO3MILIYIOTHCS TPaAHULIIHHO.
HeoOxinHi MaTepianu (Haka3u, MOJOKEHHS TOINO) JUISl BUBYCHHS — AHAJOTIYHO JICKIIIHHUM
Marepianam. 3aBIaHHS i1 BUKOHAHHS — aHAJOTIYHO JabopatropHuM poboTam. dDikcarris
TEPMiHIB BUKOHAHHS €(PEKTHUBHO (PYHKIIOHYIOTb.

Ha namy nymky JnaHa oOcTaBuHA J03BOJIS€ TOBOPUTH IPO NPUHIMIIOBO HOBY
koHuenuito (s HYBIll) po30ynoBu iHpopMalliitHOT e€KOCHCTeMH, fKa MOJNAraTUME Y
3arajibHOOXOIUTIOIOYOMY IEPeXOil [0 XMapHOro CEpeloBHILA Ta IEPEeHECeHHS 10 Hel
iHpopManiiHUX HaaO0aHb YHIBEPCUTETY Ta BHKOPHCTAHHS MOJIMBOCTEH MOOUTBHOCTI
XMapHOro cepefoBuiia. [3 000B’SI3KOBOIO HAsABHICTIO J3€pKajla XMapH y O€3MeUHHX MICISIX
(MOKJIMBO 32 KOPJAOHOM).

BpaxoByroun BpasznuBiCTh TEpUTOPIi Ta MaTepialbHO-TEXHIUHOI 0a3u MPOMOHYETHCS
3MIHUTH TiAXOIM J0 KOMIUIEKTYBaHHS TEXHIKOI HAaBYAJIBHHUX ayJUTOpiid Ta jJabopaTopiil —
OCHAIIIEHHS 1X «TOHKMMH KJII€HTaMM» 13 CTBOPEHHSIM KJIACTEPIB MEPCOHAIBHUX BIPTyaJlbHUX
MaIllMH/KOHTEHHEPIB i1 KO)KHOTO BHKJIaJa4ya Ta CTy/ICHTA.

Ile 103BOMUTH CKOHLEHTPYBAaTH pECypCcH Ul IEpexoJy Ha HOBI TEXHOJIOTII, IO
nigBumark (QyHKIiOHyBaHHA iH(OpMamiiiHOI eKocucTeMH YHIBEpPCHUTETY, a came:
MOOUIBHICTB, HATIMHICTB Ta 6€31epPeOINHICTD.

BucHOBKY Ta IEpCIEKTHBH MOJAIBIINX JTOCIIKEHb.

[TpoBenenuil anami3 JO3BOJMB 3alpONOHYBAaTH KOMIUIEKCHUM MiAXiJ O BUPILICHHS
NUTAHHS 3aXHCTy Ta 3a0e3medeHHs Oe3nepepBHOCTI (pyHKIionyBanHs 3BO sk coriansHO-
€KOHOMIYHOI KOMIIOHEHTH JepkaBu. Po3risiHyro kputuuHy iHdpactpykrypy 3BO 3 Toukn
30py 3a0e3NedeHHs OCBITHBOI ISJIBHOCTI B yMOBaX BOEHHOIO CTaHy 13 BpaxyBaHHSIM
MOJKJIMBOCTI TEPUTOPiaJIbHOT MOOLTBHOCTI KOHTUHI€HTY.

[lepcriekTBaMK MOJAJIBLIINX PO3POOOK MOXKYTh OYyTH: XMapHI TEXHOJIOTIT Ta cienudiky
ix BmpoBaKeHHs B iH(opMaliiiHy exocuctemy 3BO; TeopeTwuHi OCHOBM Ta MpPaKTHUYHI
3aX0/IM 13 PO3BUTKY MOHATTSA 1HPopMaliiiHi aktusu 3BO, ix iHpopMmaliiiHa Ta KibepHEeTHYHA
Oesmnexa.
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TIOPIBHAJIBHUI AHAJII3 YIIPABJIIHHS IJIEHTU®IKALIIEIO TA JIOCTYIIOM
OCHOBHUX XMAPHUX ITOCTAYAJIbHUKIB

AHotamia. L{i Te3u 30cepe/keHiI Ha aHami3i 1 MOPIBHAHHI OCOONMBOCTEH CHCTEM
ynpaBiiHHs ineHTUdiKauiero Ta goctynoM (IAM) y npoBiTHHX XMapHHX cepBicax, TaKuX SIK
Amazon Web Services (AWS), Google Cloud Platform (GCP), Microsoft Azure, IBM Cloud
ta Alibaba Cloud. ¥ koHTekcTi 3pocTaHHs riTo0anbHUX Kibep3arpos, epeKTHBHE yIPaBIiHHI
IICHTU(IKAIIEIO Ta TOCTYIIOM CTa€ KIFOYOBUM CIIEMEHTOM 3aXUCTY HU(POBUX pecypciB Oyab-
akoi opranizamii. Te3m HamatoTe orisax crnenudikanin [AM, TpOMOHOBaHMX pI3HUMHU
BEH/IOpaMH, BHOKPEMJIFOIOYM OCHOBHI (DYHKIIi, IepeBarn Ta MOTCHIIWHI CTa0Ki CTOPOHH B
iMuremerTanii JAM B XMapHHUX cepeloBHIIax.

Karouosi cioBa: ynpasninas igentudikamiero ta mpocrynom; IAM; xmapa; Amazon
Web Services (AWS); Google Cloud Platform (CGP); Microsoft Azure; IBM Cloud; Alibaba
Cloud.

1. BCTYII

[TocranoBka mpoOiemu. Bce Oinbiie MiANPHEMCTB, JEpKaBHUX YCTAaHOB Ta
rPOMaJICBKUX OpraHizailiii BHUKOPHCTOBYIOTH XMapHi cepBicH sK 0a3zy cBoe€i 1udpoBoi
iHppacTpykTypu. Lle cTBOproe morpeOy B e(ekTUBHOMY yHpaBiiHHI 1eHTHQIKALIE Ta
JOCTYIIOM, 11100 3a0e3neunTH 6e3neKy i KOH(]1IeHIIHICTh TaHuX.

Hanexxne ynpaBniHHA 11eHTU(IKAILl€l0 Ta JOCTYIIOM € BaXJIMBUM I 3aXHUCTY
iHpopMalii BiJi HECAHKIIOHOBAHOTO JIOCTYNy abo 3JI0BMHMCHUX artak. lle crae 1me
BKJIUBIIIUM Y KOHTEKCTI TI00ATBHUX KiOep3arpos.

Takum uuHOM, ynpaBiiHHA iaeHTU(iKamiero Ta goctynoM (Identity and Access
Management nani mo texcty [AM) € BaxIMBOI0O CKJIQJOBOIO KiOepOe3neKku, TOMY 1[0 BOHO
JI03BOJIsIE KEPYBATH JOCTYIIOM JI0 PECYPCiB B iHPOPMALIiHO-TEIEKOMYHIKAI[ITHUX CUCTEM.

3rigHo 3 [1] Ha mouatky 2023 poKy Ha pHUHKY JOMIHYIOTb HAacTyIHI XMapHIi
nocrayansHuka AWS — 34%, Microsoft Azure — 21%, CGP — 11%, Alibab Cloud — 5%, IBM
Cloud — 3%, Salesforce — 3%, Oracle Cloud — 2% i pemira 18%. KoxxeH i3 BeHIOpiB Mae cBOi
ocobmuBocTi IAM, siki MOXYTh BIUIMBAaTH Ha Oprasizalilo Kibep3axucTy iHpopMamiiHUX
CUCTeM 1 1iX 3HaHHSA JONOMOXE CHeliajJicTaM 13 3axUCTy Npu BHOOpPI XMapHOTO
NOCTavaIbHUKA.

AHaJi3 OCTaHHIX JOCHIKEHD 1 MyOumiKaiii. 3a3Buyai, y JKepesnax, Mo JOCHTIHKYIOTh
nuTaHHs nopiBHAHHSA [AM [2], [3] po3risaaioTbest JuIIe OCHOBHI Tpu mpoBaiigepa (AWS,
Azure, CGP), xou BHUBUYEHHsI OUIBII MEHIIUX KOHKYPEHTIB € KOPHUCHUM 3 TOYKH 30Dy
po3LIMpeHHs: BUOOpY, a 1HII JOCHITHUKH, HAPUKIal, B [4] KOHIIEHTPYIOTHCS Ha MOTOYHUX
acrniekTax Oe3nekH, MOTeHIIMHMM 3arpo3ax Ta MOM'SIKIIEHHSIM pPU3HKIB, MOB'sI3aH1 3 XMapHUMHU
cepBicaMH, 3 aKIEHTOM Ha YIpPaBIiHHA 1AeHTH(]IKAIi€l0 Ta JOCTYHNOM 3arajioM. Takox
JOCTIAHUKY MPOMOHYIOTh HOB1 Mozeni anst [AM, nanpuxiiaz [5]

Mera mnyOmikanii. BpaxoByroun 1ie, METOI Te3 € BHUCBITJIEHHS Ipolecy Ta
0COOJIMBOCTE  ympaBiiHHS 1eHTU(QIKALl€l0 Ta JOCTYIIOM Y OCHOBHUX XMapHHUX
MOCTAYaJIbHUKIB, IO JIO3BOJHUTH 3pO3YMITH cHeuu(]iKy Ta BIAMIHHOCTI MDK pPI3HUMH
wiatpopmMamu, JonoMoke KepiBHHKaMm [T-BimainiB BUOpaTH HaMOLIBLI MiAXOISAILy XMapy,
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sIKa BIJIOBi/Ia€ KOHKPETHUM BUMoram Oi3Hecy. AHaui3 Ta nopiBHsAHHA (yHKIiIH IAM moxe
BHUSIBUTH TI€PEAOBI METOJIM 1 IHHOBAI[IMHI MIIX0IH, SKI MOXKYTh OyTH BIPOBAKEHI B 1HIIHMX
cucTeMax JJIs MiIBULICHHS 3[JaTHOCTI J0 3aXUCTY 1 €(EeKTUBHOCTI yIpaBIliHHS.

2. 3ATAJIBHI BIIOMOCTI

IAM - ne mpakTHKa YOpaBIiHHS JOCTYIOM JO PEecypciB, Takux sK (ailnm, ToJaTKH,
00YHMCITIOBAJIBHI CepBicH, 0a3u JaHUX, BIpTyajabHI MamuHA Toio. [AM 3a0e3nedye KOHTPOJIb
HaJ TUM, XTO Ma€ JAOCTYII JI0 IUX PECYPCIB Ta AK IX MO>KHA BUKOPUCTOBYBATH.

IAM € BaxiIuBUM €JIEMEHTOM OyAb-SKOi CHCTEMH, IO TMpaALIOE B XMapHOMY
CepEe/IOBHIN, OCKUIbKH BiH 3a0e3reuye 0e3MeKy Ta 3aXHUCT PECYpCIB BiJl HECAHKIIIOHOBAHOTO
noctyny. Cucremun IAM 103BONSIOTH KepyBaTH iJeHTU(IKALIED KOPUCTYBadiB, ix
aBTeHTH(}IKAIII€I0 Ta aBTOPU3ali€l0 B cucTeMi. BOHM TakoX 03BOJISIIOTH YCTaHOBJIIOBATH
mpaBa JOCTYIy Ha OCHOBI POJICH Ta JO3BOJIIB, SKi HAJAIOTHCS KOPUCTYyBadaM B 3aJIC)KHOCTI Bij
iXHIX TTOTped Ta poJieH y CUCTEMI.

IAM 3a0e3neuye Oe3meKy NaHUX, 3MEHIIYE PH3MK BHTOKY YYTJIHMBOI iH(OpMarii Ta
3a0e3neyye KOH(DIIEHIIHHICT, JaHUX. BUIbLIICTh MpOBalaepiB XMapHUX CEPBICIB, Taki K
Amazon Web Services, Google Cloud Platform ta Microsoft Azure, MarOTh CBOI BIIacHi
cepsicu [AM, 1110 103BOJISIE KOPUCTYBa4aM KepyBaTH JIOCTYIIOM JI0 CBOIX PECYPCiB B XMapi.

OcHoBHuMH  Xxapaktepuctukamu [AM B xmapax €: cnoci0 aBTeHTH(]IKamis
KOPHUCTYBauiB, poii (IpymnH) KOPUCTYBauiB, TPYNH PECYPCIB, MOJITUKA KOHTPOIIO JOCTYIY,
KYPHATIOBAHHS ayJIUTY, KOMIUTA€HC-MOHITOPUHT (BiAMOBIAHICTS HOPMAaTUBHUM CTaHIApTaM,
takum sk  HIPAA a6Go PCI-DSS), idterpamis 3 IHIIMMH CHUCTEMaMH Oe€3IeKH,
MacImTabOBaHICTh.

3aBISKH MIUPOKOMY BUKOPHUCTAHHIO XMApHUX TEXHOJIOTIH, 3aBAaHHS 1eHTU]IKaIIi Ta
KOHTPOJIIO JIOCTYITY CTa€ BCe OLIBII CKIaaHUM Ta BaxmBuM. CydacHi IAM-cucreMu MaroTh
BIIPOBA/DKYBAaTH BHUCOKI CTaHAapTH Oe3mekd, 000 aganTyBaTUCh 10 3MIHHUX YMOB
ki0ep3axucTy Ta 3a0e31euyBaTh 3aXUCT B BCE 3pOCTAIOUUX 3arpo3.

Kpim Ttoro, edexruBHicth cucremMu IAM 3HauHO 30UIBLIYETBCA 3a PaxyHOK
BUKOPUCTAHHS IUTYYHOTO IHTENEKTY 1 MAIlMHHOTO HAaBYaHHS JUIS aHATI3y MOBEIIHKOBUX
NaTepHIB KOPUCTYBauiB 1 BUSBJICHHS MOMUJIKOBHMX JiH, 110 MOXXYTh BKa3yBaTH Ha CHpoOU
HecaHKI[ioOHOBaHOTO jgoctyny. Lli TexHosorii [M03BOJISIIOTH HE TIABKM BUSBIATH 1
BIJICT€XKYBATH MiJO3piIy aKTHBHICTb, aje 1 MPOTHO3YBaTH MOTEHLINHI PU3UKU 10 TOTO, SIK
BOHH CTaHYTb 3arpO3010.

3. PE3YJIBTATU TA OBTOBOPEHHS

[Tounemo posrmsan 13 IAM AWS BiH Hagae Taki (yHKUIi: CHOUIBHUR JOCTYNm [0
obmikoBoro 3anucy AWS; neranbHl J03BOJM (MOXKJIMBICTh HaJaBaTHU Pi3HI J03BOJH PI3HUM
JIOJSAM M PI3HUX pecypciB); iHTerpaiito 3 cepicamu AWS 1 6arato inmux. Kopuctysaui
MalTh MOMJIMBICTh BUKOPUCTOBYBaTH [IAM 3 MOMOMOror KOHCOJI, KOMAaHJHOTO psIIKa,
BukiukiB API ta SDK.

Hasenemo crucnmii anroputm npaii IAM AWS: 3 nouaTky KopucTyBad BUKOPHCTOBYE
cBoi OOJIKOBI JaHi Al BXOAY Ui aBTeHTUdIKaIiil 3a qonomororo AWS, nani poOuTh 3anut
Ha TPAIIo i3 PeCypcoM, SKIIO 115 JTisi aBTOPH30BaHA, TO BOHA BUKOHYETHCS.

I AWS, i GCP BUKOPUCTOBYIOTh POJIi Ta MOJITUKH, ajleé BUKOPUCTAHHS BIAPI3ZHAETHCS.
[Tomituka GC moB's13ye podi 3 npodiiasamu, ToAl Sk nomtuka AWS — 11e Habip J03BOIMIB, sKi
MOYKHA MPHUKPIUTH 10 TPOQ1iTiB.

AWS Tta GCP miarpumytots (denepartito O0OJIKOBUX 3alHCIB  BiJ 30BHINIHIX
NOCTavyalbHUKIB a00 MOXYTh CaMOCTIHHO KepyBaTu oOOMiKOBUMHM 3amucamu. OCHOBHa
BIIMIHHICTh TYyT TIOJISITa€ B TOMY, 10 B ToW 4ac sk AWS IAM BHUKOPHUCTOBYETHCS IS
yIpaBIliHHS O0JIIKOBUMHM 3anmucamu Ta HajaHHs goctyny, GC IAM BUKOPHCTOBYETHCS JIMIIIE
JUTSL HAaHHS JOCTYIY 10 OOJTIKOBUX 3aIHMCIB, KEPOBAHUX 1HIIIMUMH CIIOCOOAMH.
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Google Cloud po3paxye epekTUBHY MOJITUKY SK 00'€THAHHS TOJITUKH, BCTAHOBICHOT
Ha I[bOMY pecypci, 1 MOMITHKHU, yCIaakoBaHoi BiJ 06aTbkiBchbkoi 3 AWS rorika iHma. | konm
MOJIITUKH OIIHIOIOTKCS, SIBHA BiIMOBA MOKE 3aMIHUTH HIMPITY TOJITHKY T03BOIY.

IIlo crocyerbcs Microsoft Azure, To B HhOMY YacTUHY 3aBiaHb IAM BukoHye Azure
Active Directory sika € ciyx0010 KOpHOpaTUBHOI ineHTH]iKallii, sika 3a0e3neuye e€IuHUI
BX1J, 0ararogakTopHy aBTEHTHU(IKAI[Il0O Ta YMOBHUHN JOCTYIN A 3axucTy Bix 99,9% arak
KiOepOe3neKu 13 OCHOBHMX BIIMIHHOCTEH BIIMITHMO IUIaTHY ()YHKIIOHAJIBHICTh MTOYHWHAIOYI
13 TIEBHOTO OOCSTY MOCTYT.

IBM Cloud mo6 HagaTu AOCTYH, KOPHCTYBau MOXE MPH3HAYUTH PO, SKI HAIAIOTh
KOPUCTYBa4yaM PiBHI JOCTYITY JJIsl BAKOHAHHS 3aBAaHb 3 KepyBaHHS IUIATGOPMOIO Ta IOCTYILY
JI0 pecypciB 00JIIKOBOTO 3aIUCYy.

Croci6 ympasninas goctynoM B IBM Cloud 3amexuts Bi THIYy pecypcy, SKOMY
notpiOHO mpu3HaYuTH JOoCcTyl. Pecypcu [AM KepyroThes 13 KOHCOJI 33 JIOTIOMOTOI0 TaKHX
nousAth, sk Kopucrysaui (Users), ['pymu goctymy (Access groups), HoBipeni npodaiinu
(Trusted profiles), CepsicHi ID (Service IDs). Kinacuuna indpactpykrypa Ta pecypcu Cloud
Foundry ne kepytothest 3a momomororo Cloud IAM. Li Tunu pecypciB MarOTh BIIACHI CUCTEMH
YIIPaBJIiHHS JOCTYIIOM.

VY ¢i NONTHKH TOCTYITY CKIANAIOTHCS 3 Cy0’€KTY, IKOMY MOTPiOHO MPU3HAYUTH AOCTYII,
T U TOJITHKY, 00 OXOMUTH Te, 0 YOro Cy0'€eKT Mae MocTym, i, HapewmrTi, poii [IAM,
poni Cloud Foundry abGo mo3Bonmy kiacwyHOi iH(pacTpyKTypu aiisi BU3HAYEHHS DIBHS
JOCTYITY.

B Alibaba Cloud IAM wmae Ha3By Resource Access Management (RAM) Ta Mmae
MOYJIMBOCTI aHAJIOTiuHI KOHKypeHTaM. Aje npononye okpemo Cloud Identity as a Service
(IDaaS) xmapny ciyxOy kepyBaHHs ineHTH(]ikamieo Ta goctynoMm (IAM), mo oxormroe
KOMIUIEKCHI (YHKIII1, K1 3a0€3Me4y0Th MOpTal KOPUCTYBaya, KaTajJor KOPUCTYBadiB, THYUKY
aBTEeHTU(IKaLIII0, €AMHUNA BX1], LEHTPaJI30BaHy aBTOPU3AIIIIO Ta ayAUTOPCHKY 3BITHICTD.

BUCHOBKMU TA NEPCIHHEKTHUBU NOJAJBIINX JOCJIIIKEHDb

B Tte3ax mpoBeneHo mopiBHsbHMM aHami3 IAM Ttakux Bengopis, sk AWS, GCP,
Microsoft Azure, IBM Cloud, Alibaba Cloud, Bonu migxomste no IAM mo-pizHOMY,
NPOMNOHYIOUHM YHIKaJdbHI (QyHKLIi Ta nomituku. Lle BinOuBae pi3Hi ¢inocodii Ta cTpaterii y
HIIXOA1 10 YHpaBiliHHS 1eHTu(iKalieo Ta goctynoM. OcHoBHUMH mapameTrpamu [AM e:
IOPOTOKOJIM ayTeHTU(iKalii, poyii Ta TIPynH KOPUCTYBadiB, TPYNHU PECYPCIB, IMONITUKU
BUKOPHCTAHHS PECYPCIB, CIIMCKH KOHTPOJIIO JIOCTYITY, TOJITHKA MAPOJIiB, KYPHAIH ayAUTy Ta
3BITHICTh, IHTETpallii 3 IHIIUMH CHCTeMaMu O€3MeKH, BIAMOBIIHICTh HOPMATHBHUM
CTaHJapTaM, MacIITa0OBaHICTb.

MoX/IMBUMH HampsMKaMd MOJANBLIMX JOCIKEHb €: pPOo3po0Ka YyHiBepcabHUX
ctanaapTiB uist [AM 1e Moxe JAONMOMOITH OpraHi3alfisiM JIeTmie aJanTyBaTHCsS A0 PI3HUX
XMapHHUX CEpBICiB 3 MEHIIMMH 3YCHJUIIMU Ha HACTPOMKY 1 MIITPUMKY.

3a0e3neueHHs] BUCOKOIO DPIBHS KOH(iAeHLiHHOCTI Ta Oe3neku B [AM e mocTiiiHUM
3aBJIaHHIM, SIK€ BHUMAara€ MOCTIHHOIO BJIOCKOHAJIEHHS Ta IHHOBAaLid, OCOOIMBO B CBITJII
3pocTarouux Kidep3arpos.

Brockonanenns ¢denepatuBHoi ineHTH(dikamii: PenepaTuBHa iAeHTUdIKALA A€
MO>KJIMBICTh KOPUCTYBayaM MaTH OJMH OOJIKOBHM 3amuc A JOCTYMY 10 PI3HHUX CEpBICIB,
asie moTpedye OLIbII TOHKOI KOHTPOJII Ta Oe3MeKH.

Miuxnnatdopmae ynpasiinas [AM: 3 orsiy Ha CKJIaTHICTh Ta BapilaTUBHICTh XMAPHUX
wiatopM, AOCIIPKEHHS e(EeKTUBHUX MiJIXOMAIB AN ymnpaBiiHHA [AM y MynabTHXMapHHUX
CepeIoBUINAX € BaKIIMBUM HAIPSIMKOM JIOCTI/KEHb.

IMOCUJIAHHA
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PETPECIMHUI AHAJII3 IK IHCTPYMEHT JIJ151 BUSABJIEHHS 3AKOHOMIPHOCTEM
Y JTAHUX MOHITOPUHI'Y ATMOC®EPHOI'O [IOBITPA

AHoTanig. JlocHi)KeHHS MPUCBSYCHE BHUKOPHCTAHHIO DErpeciiiHoro asamisy uist
BUSBJICHHS 3aKOHOMIPHOCTEH y JaHMX MOHITOPHHIY SIKOCTi arMocdepHoro mnosiTps. OCHOBHa
yBara 3ocepemkeHa Ha 3acrocyBaHHI Mmerony Ordinary Least Squares (OLS) mms anamizy
BIUTMBY NOTOJHUX (AaKTOPIB, TAKKX SIK TEMIEPATypa, BOJOTICTh Ta BiTep, a TAKOK KOHICHTpaLii
3abpynrtoBadiB (PM2.5, PM10, NO:, Os tompo) Ha iHaekcu skocti moBiTps AQI (Air Quality
Index) Ta CAQI (Common Air Quality Index). ¥V pamkax mocimipkeHHS Oyj0 peaii3oBaHO
MOJyJib, IO 3a0e3neyye THYYKE HaJallTyBaHHs II€pioAiB, CTAHIIH Ta BHUMIpPIOBaHb, LIO
JIO3BOJIMJIO BUSIBUTH BIAMIHHOCTI Yy (OpPMYBaHHI I1HJEKCIB 3aJie)KHO B dYacy 100U Ta
perioHanbHUX ocobnmuBocTeil. OTpuMaHi pe3yabTaTH MOKa3yloTh, 0 pajiauiiiHuil hakTop Mae
3HAYHW{ BIUIMB Ha OOWMBA 1HICKCH, TOJI SK IOTOJAMHHA arperaiis JaHUX € JOIIBHOK s
CAQI, a nenna — mis AQI. BusiBneHo, 110 BITPOBI YMOBH CYTTEBO BIUIMBAIOTh Ha SIKICTh
HOBITPS BACHB, ajie BHOYI IIefl BIUIMB 3MEHIIYeThCs. JIOCTIIKeHHS TeMOHCTPYE eheKTHBHICTD
iHTeTpamii perpeciiHOrO aHalli3y 3 CyYaCHHMH TEXHOJOTISIMH MOHITOPHHTY IaHUX I
MIPOTHO3YBaHHS SIKOCTI TTOBITPSI.

KarouoBi cmoBa: aTmocdepHe TMOBITps, CHCTEMa MOHITOPHHTY, SKICTH TOBITpS,
3a0pyIHIOBAYi, aHANI3 JaHWX, CTAaTUCTHYHWH aHaii3, python, statsmodels, miHiifHa perpecis,
Ordinary Least Squares (OLS), Common Air Quality Index (CAQI), Air Quality Index (AQI).

1. BCTYII

AkTyauabHicTb. CTaH sKOCTI aTMOC(HEpPHOro TMOBITPS € BU3HAYAIBHUM (PaKTOpPOM
€KOJIOT1YHOT Oe3MeKu Ta 3/10poB’s HaceleHHsA. B YkpaiHi MOHITOPMHI MOBITps mnependadae
CUCTEeMAaTUYHUH 301p, aHami3 1 00poOKy JaHMX MPO KOHLEHTpalii 3a0pyIHIOIOYUX PEYOBHH,
10 CIYI'ye OCHOBOIO JUIsI PO3pOOKH JEp’KaBHOI MOMITHKH Yy cdepi OXOpPOHH JOBKULIA.
PesynbraTi MOHITOPHHTY JTO3BOJISIIOTH BIIPOBA/KYBATH 3aXOAM 31 3HIKEHHS 3a0pyIHEHHS
HOBITPS Ta NOJIMIIEHHS HOTO SKOCTI.

SkicTh MOBITPS 3aJMIIAETHCS HECTAOLIBHOIO Yepe3 MPOMMCIOBI BUKHIU, TPAHCIIOPT,
CHIATIOBaHHS TAllMBa, a TAKOXK MPHUPOJIHI YNHHUKH, TaKi K JIICOBI OKex1 un nujoBi Oypi. Lle
3YMOBIIIO€ 3a0pYyJHEHHS MOBITPS TOKCMYHUMHU PEYOBUHAMHU (BYTJIEBOJHI, OKCHJIU a30Ty Ta
CIpKH, TBEpAl YaCTKH), IO 3aBJa€ MIKOIM 3J0POB’I0 JIOACH, €KOCHCTeMaM Ta €KOJOTIYHii
pIBHOBA3I.

AHaJni3 ocTaHHiX AocaifKkeHb Ta myOJikaniii. ¥ 3BiTi KuiBchbkoi MichbKOi Aep)kaBHOT
anaminictparii 3a 2023 pik[1] npeacraBaeHo pe3ynbTaTH MOHITOPHUHTY SIKOCTI aTMOC(EPHOTO
MOBITPS HA OCHOBI JJaHUX, 310paHux 46 IHIUKATUBHUMU Ta 7 peepeHTHUMH aBTOMAaTUYHUMU
cTaHiisiMu. He3Baxkaroun Ha BUCOKUH piBEHb KOMILIEKCHOTO 1HAEKCY akocTi moBiTps (CAQI),
Oyno 3a¢ikcoOBaHO YHMCICHHI MEPEBUILECHHS IPAaHUYHO JAonmycTUMUX KoHueHTpauiil (I'1K) ams
OKCHJIB a30Ty, a TaKOXX 3HayHe IMepeBUIICHHS cepeanbogoboBux piBHIB [JAK mis
IPU3EMHOT0 030HY Maiibke Ha BCIX pe(epeHTHUX CTAHIIAX.

[TopiBHSIHHS LMX AaHUX 13 pe3yiabTaTramu LlenTpanbHoi reodiznyHoi o6cepBaTopii iMeH1
Bopuca Cpe3HeBChbKOro BUSBUIIO TEXHIYHY 3aCTapiliCTh JEp:KaBHOI CHCTEMH MOHITOPHUHIY,
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sKka He 3a0e3nedye MOBHOI Ta akTyalbHOi iH(opmamii mpo cran nositps. g curyaris
MIIKPECTI0e  HEOOXIMHICTh MOJEpHi3alii CHCTEeMH MOHITOPHUHTY Ta 3a0e3leueHHs
PETYISPHOTO JOCTYNy A0 JAAHHUX JJIsi TMPUNAHSATTS OOTPYHTOBAHUX YIPABIIHCHKHX PIllIEHb 3
MOKpAIeHHS SAKOCTI MoBIiTps B Kueni.

Meta pocaixkenHs. MeToro JOCIIHPKEHHS € BUKOPUCTAHHS PETPECiiHOrO aHalli3y JJIst
BUSIBJICHHSI 3aKOHOMIPHOCTEH y JaHMX MOHITOPHUHTY SKOCTI aTMOC(EepHOro MOBITPS, IO
JIO3BOJIUTh OIIIHUTH BIUIMB Pi3HUX (aKTopiB Ha piBeHb 3a0pyaHeHHS. JlociimkeHHs
CHpsSIMOBaHE Ha PO3POOKY METOJIO0JIOTI] aHami3Yy.

2. TEOPETUYHI OCHOBHA

Cucrema MOHITOPUHTY SIKOCTI aTMOC(EpHOro TMOBITpsS 0a3yeTbCcsi Ha Cy4YacHUX
TeXHOJOTiAX 3060py, 30epiraHHs Ta oOOpoOKM JaHMX. Ii apxiTekTypa mepenbauae
BukopuctanHsa loT-mpucTpoiB, sKi 30MparOTh JaHi NPO KIOYOBI MapaMeTpH TOBITPA,
BKJIIOUAIOYM KOHIIGHTpallii 3a0pyaHIOIOUMX PEYOBUH, TEMIIepaTypy, BOJOTICTh Ta I1HIII
eKoJIOTiuHI ToKa3HuKH. Lli mpucTpoi 3a0e3nedyroTh MOCTIHHHIA MOTIK JaHUX y PEaTbHOMY
Yaci, M0 € KPUTUYHO BAXKJIMBHUM JUJIs1 €EKTUBHOTO MOHITOPUHTY CTaHy MOBITPSI.

3i0pani [nmaHi IHTETPYIOThCS 3 IHIIUMH JDKEpelaMHd, TaKUMH SK 1iatgopmu
MYHILIMIIATEHOTO MOHITOpUHTY (Hampukiaa, KMJIA), rpomazaceki inimiatuBu (SaveEcoBot)
ta MQTT-cepBepu. Taka OararomxepeinbHa cHCTEMa JI03BOJISIE OTPUMATH KOMIUIEKCHY
KapTUHY CTaHy TMOBITPS Ta 3a0e3MeYuTH aKTyalbHICTh JaHuX. JlaHi mepemaroThCcs [0
[EHTpaIi30BaHoi 0a3u naHuXx, sika Oazyerbcst Ha PostgreSQL. Lle 3abe3meduye ix HasiliHe
30epiraHHs Ta IOCTYH JAJs MOJANbIIOT 00OpOOKH.

Ha ocHOBI HakomWyeHHWX [aHHWX peasli3oBaHO JBAa MIiAXOMU IO OLIHKH SKOCTI
atmocepHoro moBiTps: Air Quality Index (AQIL, CIIA) ta Common Air Quality Index
(CAQI, €Bpona). O0uaBa 1HAEKCH CIYT'yIOTh KJIIFOUOBUMH MOKa3HUKAaMU PIBHS 3a0pyJHEHHS
HOBITPS Ta BiOOpa)karoTh MOTEHLIWHI PU3MKH JUIS 3A0POB’Sl HACENEHHS, X04a MK HHUMH
ICHYIOTh NME€BHI BIAMIHHOCTI. Perpeciiinuil anaii3 notpiOeH /Ui BUSIBICHHS 3aKOHOMIPHOCTEHN
M1 KOHIICHTpAIlisIMU 3a0pyIHIOBauiB, TOTOJHUMH YMOBAMHU Ta 1HAEKCAMH SIKOCTI1 MOBITPSI.

B naniit crarti O6yne BuxopucroByBatuch Ordinary Least Squares (OLS)[3], mo €
OIHUM i3 HAHIONMpPEHIMMX METOMIB OIIHIOBAHHS MapaMeTpiB miHiiioi perpecii. Moro
OCHOBHA ME€Ta MOJIAra€ y BU3HAUYEHHI TaKUX 3HAY€Hb KOEPIIIEHTIB, K1 MIHIMI3yIOTb CyMY
KBaJIpaTiB BIAXWIEHb MK (PaKTUIYHIUMH 3HAYCHHSMU 3aJIeKHOI 3MIHHOI (I[IJTbOBOI 3MIHHOI) Ta
3HAYCHHSIMU, TIEpeI0aYeHUMHU PETPECIHHOIO0 MOJIEILITIO.

Meron OLS r1pyHTyeThCS Ha pO3paxyHKy INpsMHUX, sKi HalKpalle ONUCYIOTh
B33a€MO3B'SI30K MIXK HE3aJI€KHUMH 3MIHHUMU X,,X,,..., X, 1 3anexkHoI0 3MiHHOIO V. OLS

0a3yeTbcss Ha MiHIMIzanii cymu kBaapariB 3anumikiB (SSE) mis moOymoBu Mmomeni, sika
HaWKpaIle OMICYy€e B3aEMO3B'SI30K MIXK 3aJIEKHOIO 3MIHHOIO 1 HE3aJICKHUMHU 3MIHHUMU.

4. PE3YJIBTATHU TA OBI'OBOPEHHSA

VYV paMkax CHUCTEMH MOHITOPUHTY SIKOCTI MOBITps OyJO peasizoBaHO MOAYJb, KU
3a0e3medye THyYKe HallallITyBaHHS MapaMeTpiB JUIs aHalli3y JaHUX Ha OCHOBI perpeciiHiit
moneni OSL Ha ocHoBi Oi6mioreku Statsmodels[6], sika € MOTYXKHUM IHCTPYMEHTOM JUIst
CTaTUCTHUYHOrO MojentoBaHHs B Python. IHCTpyMeHT Hajae MOXIMBICTH BHKOHYBAaTH
NepCOHATI30BaHMM 3aMUT 3a JOMOMOT0I0 QUIbTpaIllii, 300paskeHoi Ha PUCYHKY 1.
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Analysis Hide Filter Form 8§y

Stations Period from

(016: Kyiv, Kharkivske shose, 7/1(KMDA) - Active X - m 2024-08-10 x m Period to

Regression type Average type Time period

Ordinary Least Squares X - Hours - All Day(24 hours) -

Dependent measurement Independent measurements

Common Air Quality Index(Own) X - PM10, PM2.5, Nitrogen dioxide(NO2), Wind spead(WS), Sulfur dioxide(SO2), Radiation X -

Pucynox 1. Hanawmysanuns ma 3a0anusa napamempis 0iisi aHalizy

Y pesynbTaTi TPOBENCHHS PErpeciiiHOrO aHaiily OTPUMAHO KijbKa KIFOYOBUX
KOMITOHEHTIB, 1[0 XapaKTEePHU3YyIOTh SKICTh MOJIEII Ta B3a€MO3B’SI3KH MK 3MIHHUMH, 3 SIKHMHU
MOYKHA O3HaHOMHUTHCS Ha PUCYHKY 2. OCHOBHI METPHKH MOJEJI BKJIFOYAIOTh YaCTKYy Bapiarlii
3aJIeKHOT 3MIHHOI IO MOSICHEHEHAa HEe3alIeXHUMHU 3MiHHUMHU. Takox Oyno po3paxoBaHo F-
CTaTUCTHKY, IIO OIIHIOE 3araJibHy 3HAYYIIICTh MOJEII, Ta Il ppp-3HAYCHHS, SKE MiTBEPIKYE
CTAaTHUCTUYHY 3HauymicTh. JloJaTKoOBO, aHami3 3ajJMIIKIB Mojeni 3abe3medye riauliie
po3ymiHHS ii BiAmoBigHOCTI daHWM. JJIT KOXKHOI HE3aJeKHOI 3MIHHOI OTPHUMAHO TaOJIUITIO
koedimienTiB perpecii (), mo BKIOYAE CTaHIAPTHI MOXUOKH, ttt-3HaYEHHS Ta ppp-3HAYCHHS.
BaxuBiCTh 3MIHHUX OI[IHIOETHCS HA OCHOBI 1X CTATHCTUYHOI 3HAYYIIOCTI.

OcHOBHI MeTpuku
= R-squared: 0.763 — e
s eredicied
76.3% Bapiayil NOACHIDETLCA He3aNeKHUMK IMIHHUMMK. 200
= Adj. R-squared: 0.762
BlMoka3Huk BN/MBY A0AABAHHA 3MIHHWX HA NOKpaLleHHA Mogen

» F-statistic: 1201.54
3arankHy 3HauyLcTk MoAeni. Biflblie 3HaUeHHA - Kpaula
Mogent

» Prob (F-statistic): 0.000e+00
P-3HaueHHsA meHwe 0.05 nigre:

DKYE 3HAUYILICTE MOAEN)

Aoparkosi MeTpuKu

COEFFICIENTS TABLE DESCRIPTION
= Durbin-Watson: 0.92
3HaueHHs 0.92 BKa3ye HA HAABHICTL ABTOKOpeNALl
Sminka KoedbiliedT  CTampapTha Moxubka, T.CratWcTvka  P-3HAuEHHA InTepsan flosipk BamnuBicTs
» Omnibus: 954.44
3anuukm He MalKTh NBLHOTD PO3NOAINY. const -17.2619 5.0366 -3.4273 0.0006 [-27.1387, -7.3850] A@
« Jarque-Bera (JB): 28889.49 pm2.5 03752 00204 184352 0.0000 [0.3353, 0.4152] AD
HopmanbHICT PO3NOAUTY 3aMVWKIE HE NATEERAKEHA, MOK/IVE
anomanii
pm10 0.2895 00129 224192 0.0000 [0.2641, 0.3148] AD
» Skew:-1.38
Poanogin mMae noMiTHy ackMeTpir. ws -2.2747 05247 -4.3349 0.0000 [-3.3037, -1.2457] A@
. 12034
Kurtosis: 20.3 no2 00172 0.0092 18688  0.0618 [-0.0009, 0.0353]
KpyTiCTe poanoginy aHOMa/ILHE, MOXIMBI BIgXHIEHHA
s02 0.0191  0.0053 3.5708  0.0004 [0.0086, 0.0296] AD
radiation 215.0332 45.7950 4.6955 0.0000 [125.2265, 304.8399] Ao

Pucynox 2. Pesynomamu peepecitinozo ananizy onsa CAQI

IMincymoxk Ta BJacHi cHocrepeskeHHsl. AHami3 pe3ynbTaTiB, OTPUMAHMUX 34
JIOTIOMOTOF0  PO3POOJICHOTO MOJYJIsl, JO3BOJWB BHSIBUTH BaXKJIUBI 3aKOHOMIPHOCTI ¥y
dopmyBanHi iHaekciB skocTi moBiTps (AQI Ta CAQI) Ta 0cOOMMBOCTI iX BHUKOPUCTAHHS.
Panianiitnuii GpakTop BUSABHBCS BarOMUM YMHHUKOM, SIKUH CYTT€BO BIUIMBA€E Ha (OpMYyBaHHS
000X 1HJIEKCIB.

[Tpu mopiBHSAHHI MIAXOMIB A0 PO3paxyHKy iHIEKCIB BusiBieHO, mo ansi CAQI Ouibi
e(eKTUBHO BUKOPHCTOBYBATH IOTOAWHHI CepelHi 3HaueHHs, ToAl sk anst AQI mouineHO
3aCTOCOBYBATH JEHHI cepeAHi. Taka pi3HUIS MIATBEPAKYE PI3HI AITOPUTMH PO3PaxXyHKY Ta
iXHIl BIUIMB Ha KiHIEBI pe3ynbTaT. Lle m03BoisSe OLTbII TOYHO adanTyBaTH aHali3 IiJ
KOHKPETHI 3aBJaHHs Ta PEriOHaIbHI 0COOJIMBOCTI.
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LlikaBe ciocTepeXeHHs CTOCYEThCs BILTUBY BiTpy Ha CAQI: y HiuHUil "ac BiTep HE Mae
3HAYHOT'O BIUIMBY Ha 1HJIEKC SIKOCTI TOBITPsI, TOJII SIK Y IEHHUH Yac abo 3a MOBHUM JIEHb HOTO
BIUTUB € TOMITHUM. [le CBITUHUTH TIPO 3MEHIIECHHS IHTCHCHBHOCTI BITPY BHOYI, IO 3HIKYE
HOTO 3/1aTHICTH JI0 PO3CIIOBaHHS 3a0py/IHIOBAYiB, BIAMOBITHO BHOCSYN KOPEKIIIl B PE3yJIbTaTH
MOJCIIOBAHHS.

BUCHOBKMU TA IIEPCIIEKTUBMU ITIOJAJBIINX JOCJIIKEHD

Pe3synbratu nOCHiKEHHS] JEMOHCTPYIOTh €(EKTUBHICTh 3aCTOCYBAaHHS pErpeciiiHoro
aHaTi3y s BUSBJICHHS 3aKOHOMIPHOCTEH y JaHMX MOHITOPUHTY SIKOCTI aTMOC(hepHOro
noBiTps. PeanizoBaHuil MOIynb aHaii3y 3 THYYKMMHU HaJallITyBaHHSIMH IiJTBEPIUB CBOIO
3MaTHICTh  3a0e3medyyBaTH  JeTajdbHE JOCHIPKEHHS  B3a€MO3B’SI3KIB  MDK  PI3HHUMHU
EKOJIOTIYHUMH  TlapaMeTpaMH, 30KpeMa pajiali€ro, BITpOM Ta  KOHIEHTpAIIMH
3a0pyaHIoBa4iB. OTpUMaHiI BUCHOBKH III0JI0 OCOOJMBOCTEH BIUIMBY IIMX YMHHHKIB Ha IHICKCH
AQI ta CAQI 103BOJSAIOTH BIOCKOHATIOBATH METOOJIOTI] MPOTHO3YBAHHS SKOCTI MOBITPA,
OpIEHTYIOUNCH HA cenn(iKy perioHiB Ta YaCOBUX MEPIOIB.

Oco06nuBy yBary 3acilyroBYyIOTh pe3yJIbTaTH, sIKi BKa3ylOTh Ha BIAMIHHOCTI y MiX0Jax
1o po3paxyaky AQI ta CAQI IMorogunana arperaris nanux mis CAQI ta nerra — mist AQI
3a0e3MeyyloTh TOUHIIIE MOJICIIIOBAHHS 1 BIOOpaXKeHHs peanbHOi CUTYAITii.

VY mepcnexTHBi AOCTiIKEHHS MOKe OyTH PO3IMIMPEHE HUIAXOM iHTerpamii JoAaTKOBUX
perpeciiHuX MojeNield, TaKuX SK HENiHIMHA perpecis 4Yd MOJEIl YacOBUX PSJIB, JUISA
BpaxyBaHHSl CKJIAJHIIINX B3a€MO3B’S3KiB y naHuX. Bukopucranns OLAP-anamituku Ta
metoniB Data Mining Ha ocHOBiI 310paHMX JdaHUX JO3BOJUTH ABTOMATH3yBAaTHU IOUIYK
MPUXOBAHUX 3AJCKHOCTEH 1 aHOMAJIH, IO CIPUATUME OUTBII TOYHOMY MPOTHO3YBAaHHIO Ta
dbopMyBaHHIO €(PEKTUBHUX EKOIOTIYHUX CTPATErii.
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CEPIAJIIBALIA OB’E€EKTY AEPEBO TAODOMAHA I [NTAT®OPMOIO .NET 7.0

AHoTtaniss. B aBTopchkiii mporpami CTHCHEHHS JaHMX Ha OCHOBI MeToja KOJyBaHHS
lapdmana, sxka He TUIBKM BHUKOHYE TIIpolec Kommpecii 1 Jexkommpecii, ajne 1 J03BOJIsIE
CIIOCTEeperaTH 3a peallizallielo BCIX TPOIECiB BHKOPHCTAHWHA MeXaHi3M OiHapHOI cepiamizamii
00'eKTIB - mporiec MepeTBOPEHH 00'ekTa B MOTIK OalTiB. PO3IISIHYTI adbTepHATHBHI aJTOPUTMH
OirapHOI cepiamizarii, axa He miaTpUMyeThes atdopmoro .NET 7.0 i Bume.

Keywords: Huffman algorithm, Binary trees, Adaptive Huffman coding, serialization,

deserialization.

1. BCTYII

Anroputm I"apdmana (Huffman’s algorithm) BukoprcToByeThCS Ui CTUCHEHHS JAHUX
1 JIOKUTh B OCHOBI poOoTH Oaratbox apxmBaTopiB. Jlyis kommpecii 1 jaekommpecii
BUKOPUCTOBYeThCS aepeBo [addmana, sixke mo cyri € xmouem. Lleit xirou HeoOXigHO
30epertu. s mporo B mporpaMi BUKOPHCTaHHH MeXaHi3M OiHapHOi cepiamizamii 00'€KTiB,
asie mounHatoun 3 Bepcii .Net 7.0 meit MexaHn3M BBaXKa€eThCsl 3aCTAPUIUM 1 HE MMiITPUMYETHCSL.

Yepes Te Tpebda mIykaTH albTepPHAUMBHI METO/IH.

Merta pociimxkenns: [IpoBecTr NOPIBHUIBHUIA aHai3 ajlbTEPHATUBHUX METOIIB
cepianizaiiii, Kl peKoMeHAYI0ThCsl po3poOHukamu maatgopmu .Net 7.0 ta Buie.

2. TEOPETUYHI NIACTABH

Ines, mo mokmageHa B OCHOBY koayBaHHs I'ad¢dmana, 3acHOBaHa Ha 4YacTOTI HOSBU
CUMBOJIy B MOCHIOBHOCTI. CUMBOJI, SIKHH 3yCTpI4aeThbCs B TMOCIIIOBHOCTI HaWyacrTille,
OTPUMY€E HOBUH Jy’ke MaJIeHbKUH KOJ, @ CUMBOJI, IKHH 3yCTpivaeTbcs Haipijiie, OTpUMYE,
HaBMaku, OuUTkln noBrui koxa. lle moTpiOHO yIst TOTO, MO0 CHMBOJH, SIKI 3YCTPIYArOTHCA
Halvacrile, 3aifHsIM HaiiMeHIle MicCIs, a caMi PiIKICHI - Oiible.

Jls po3yMiHHS LIbOTO aNTOPUTMY HEOX1JHO 3HATHU YCTpii OiHapHOro nepeBa. Byszmom
TaKOr'o JIEpeBa € €JIEMEHT, 110 MICTUTh KOJ| CUMBOJIA, HOT0 YacTOTY 1 MOCHJIAHHS Ha JIiBE 1
npaBe MiIepeBo.

Jnsa npuxnany BisbMeMo psnok «CraBa Ykpaii». {00 oTpumatu Koa 11t KOXKHOTO
CHUMBOJIy Ha OCHOB1 HOr0 4acTOTHOCTI, HaM Tpeba noOyayBaTu OiHapHe nepeBo. KoxkeH nuct
bOro JiepeBa Oynae MICTMTH cuMBOJN. JlepeBo Oyne OyayBaTHCsS BiA JIUCTS 10 KOPEHS.
CHUMBOJIM 3 MEHILIOK YaCTOTO0 OYIyTh Jalli BiJl KOPEHs, HI’K CUMBOJIH 3 OLIBIIOI0 YaCTOTOIO.

Jlis moyaTKy MopaxyeMo 4acTOTH BCiX CUMBOJIB. Ilicis 0OUMCIeHHs 4acTOT CTBOPHUMO
By3JI1 OiHApHOTO JepeBa JUIsi KOKHOTO CHMBOIY 1 JAOAAaMO iX B 4epry, BUKOPHUCTOBYIOUH
YaCTOTY B SIKOCTI IIPIOPUTETY

Tenep nmicraemo ABa MEPIIMX €JIEMEHTa 3 YEepPru 1 MOB'A3YEMO iX, CTBOPIOIOYM HOBHM
BY30J] JIepeBa, B sIKOMY BOHM 00u7Ba OynyTh HallaJKaMH, a MPIOPUTET HOBOTO By3ja Oyne
JIOPIBHIOE CyMi 1X IPIOPHUTETIB.

[Ticns 1poro 101a€MO HOBHMM BY30Jl Hazaj B YEpry BPaxoBYIOUM HOro MPUOPUTET i
MOBTOPHUMO Ti K KPOKH.

[Ticns Toro, sik OyAyTh MOB'A3aHI JBAa OCTaHHIX €JIEMEHTa, BUIiEe MiJCYMKOBE IEPEBO.
Lle i € nepeBo Nahdmana. (pucynok 1)
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& Huffman algorithm =

Cnasa YkpaiHi “ | Mrsens
wainy

Crsopum
Cepianisysam
ecepianisysam

Dexonysatia

SI-TAY maao
A aaaawana
SEAY mE0Q I

[BiliKoBMIA KOAI CTUCHEHOTO TeKCTY
1000100101101001101111001107111700711117000001

[BIfKOBMIA KOJ1 MOYATKOBOIO TEKETY

10000110000000001000701017100000100001111010000010001070110

00000100001000070000010000111011000007000011000000000100001100100000010000110000000000000010000000000100001000110000010000111010000001000100000000000 “

Pucynox 1. Inmepgpeiic kopucmysaua. /lepeso I agpgpmana.

{06 po3mmpyBaTH 3aKOAOBAHHI PSIOK, TpebOa MPOCTO WTHU IO JEPEBY, 3rOPTAOYH B
BiJITIOBITHY KO’)KHOMY OiTY CTOPOHY /IO THX IIip, TOKK MU HE JJOCATHEMO JIHCTA.

Jyis KoyBaHHS BUKOPHCTOBYEThCsl Tabnuus [agdmana, a uis 1eKoyBaHHS - JIEPEBO
ladpdmana, sxe mo cyri € kmroueM. Llelt kmou Takoxxk HeoOximHO 30epertu. Jlns 1mporo B
mporpamMi BUKOPUCTaHMI MeXaHi3M OiHapHO1 cepianizaiii 00'ektiB. Cepianizailis mpeacTaBise
MIPOIIEC MTePETBOPECHHS OYyAb-sIKOTO 00'€kTa B TOTIK OaiTiB. I1icis mepeTBOPeHHSI MU MOKEMO
neil motik OaiTiB 30epirtu B OiHapHOMY (aiini. A mpu HEOOXITHOCTI MOKHAa BHUKOHATH
3BOPOTHUI MPOIIEC - Jlecepiaiizallio, TOOTO OTpUMATH 3 MOTOKY OaiTiB paHilie 30epekeHuit
00'€KT.

3. METOAHM AOCJIIKEHHS

s po3pobku obpana MoBa nporpamyBaHHs C#. 3pydHuil Ta IHTYITMBHO 3pO3yMIIHii
iHTepdelic mporpamMu mpenacTaBieHWd Ha pucyHky 1. Jlns OiHapHOi  cepiamizariii
3acTocoByBaBcs Kiac BinaryFormatter. Bukopuctanus BinaryFormatter y cygacHux Bepcisix
NET BBaxkaeTncss 3actapiiuMm dYepe3 mpoOiemu Oesnexku. HatomicTh pexkoMeHAYeThCs
BUKOPUCTOBYBATH 1HII (hopMaTH cepianizalii.

Y .NET 8.0 aBiiikoBa cepiaizaliisi po3BUHYJAcs 3 MONEPEIHIX BepCiil AJis MiIBUILIEHHS
0e3meku, MPOJYKTUBHOCTI Ta cyMicHocTi. Och Orfisiag TOro, IO CIiJi BPaxoByBaTH HpHU
OinapHiii cepiamizamii B .NET 8.0:

* System.Text.Json: ans OuUIBIIOCTI 3aBAaHb  cepiaiizalii  PEKOMEHAYEThCS
BukopuctoByBatu System.Text.Json. Bin miarpumye cepianizariito ta aecepiamizarito JSON
13 BUCOKOIO IIPOIYKTHBHICTIO Ta O€3MEKOI0.

* bibnioTexu CTOPOHHIX PO3POOHUKIB:

- protobuf-net: peanizye Oydepu mnpoTokoniB ans epeKTUBHOI Ta MOPTATHBHOI
cepiami3ariii.

- MessagePack: mBuakuii 1 kommakTHHH (opmaT s JBIHKOBOi cepiaiizarii,
MIIXOAMUTH JUISl TPOrpaM, SIKi MOTpeOyroTh eheKTUBHOI Nepeiadi JaHuX.

i miaxomu 3abe3meuyroTh OesneyHi Ta eekTuBHI MexaHi3mu cepiamizamii ans .NET
8.0, He mokJIaarourch Ha 3actapinuii BinaryFormatter.
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4. PE3YJIbTATHU TA OBTOBOPEHHSI

Y .NET 8.0, miaxoau 3a0e3reueHHs 0e3meuyHux Ta epeKTUBHUX MEXaHi3MIB cepiaizamil
CYTTEBO BIIOCKOHAJICHI ISl 3a/I0BOJICHHS CYYaCHHX BHUMOT po3poOku. OCHOBHI MiIX0IU
BKITIOYAIOTh:

JSON-cepianizamis 3a qonomororo System.Text.Json:

besneka cepiamizarii:

Y .NET 8.0 3nauna yBara mpuaiIsieTbcs Oesmemi Imija dJac cepiamizamii. 30Kkpema,
BUKOPUCTOBYIOThCS MIAXOM ISl 3al00IraHHs TaKUM 3arpo3am, sIK aTakd Aecepiaiizalii, mo
MOYYTb TIPU3BECTH 10 BUKOHAHHS IIKIIJTHBOTO KOIY.

3ampoBa/pkeHl HOBI ommii JUis  3axXUCTy KOH(DIASHIIMHUX JaHWX, BKIIOYAIOYU
MO>KJIUBICTh BUKJTFOUCHHS MIPUBATHUX a00 CECHCUTUBHUX TIOJIIB 3 TIPOILIECY cepiaiizarlii.

BUCHOBKMU TA HEPCIHEKTUBHU NOJAJBIIUX JOCJIAKEHb

binapna cepiamizamist y Visual Studio 2022, sx i B inmmx Bepcisix .NET, mosBosse
30epiratu 00'ekTH y aiin abo mepenaBaTH ix yepes Mepexy y BUIJISAI O1HApHOTO MOTOKY. Y
.NET Core ta .NET 5/6/7 niarpumka 6iHapHO1 cepianizalii Bipi3HAETHCS BiJ CTapHX BEPCii
NET Framework, ne 3actocoByBaBcs kiac BinaryFormatter. Bukopucranus BinaryFormatter
y cydacHux Bepcisix .NET BBaxkaeThcs 3actapinum uepe3 mpobinemu Oesnexu. Hatomictsb
PEKOMEHIyeThCS BUKOPUCTOBYBATH 1HII popmartu cepianizaiii.
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BUKOPUCTAHHS TEXHOJIOT'TI BJIOKYEMH 1S ITIABUILIEHHS SKOCTI CUCTEM
KEPYBAHHS EHEPI'OMEPEXAMU

AHoTaniss. Po3rnsHyTi NUTaHHS MiJBHIICHHS SKOCTI KEpyBaHHsS ESHEpromMepexamu 3a
paxyHOK 3aCTOCYBaHHSI TEXHOJIOT1H OJIOKUESHH Ta BHUKOPUCTaHHS CMapT-KOHTpakTiB. [lokazaHo
HEOOXIJHICTh BHUKOPUCTAHHS CIICI[iai30BAHUX MaTeMaTHYHHX aJITOPUTMIB [UIS aHami3y,
JMHAMIYHHUX TPOLECIB Y Mepexi, 110 BPaXxOBYe HENIHIHHMH XapakTep 3MiH HaBaHTaXEHHS. Y
IIbOMY BBa’Ka€ThCs, M0 MOIIYK ONTUMAIBHOIO PO3IIOALTY ITOTYXHOCTI MiXK TeHEpaTOpaMH 3a 1
3a0e3MeUeHAs MiHIMAIBPHIX BUTPAT YYACHHKIB MEPEXKi CKIaJa€ OCHOBI METOIIB HEINiHIHOTO
nmporpaMyBaHHA. HamaHo BiAIIOBIIHI IPUKIIaIU aHANI3Y ePEXiTHUX MPOIECIB B eHEPrOMEPEKi.

Kaiouosi ciioBa: 6510k4eliH, eHeprocucTeMa, CMapT-KOHTPAKTH, KepyBaHHS MEpeKaMu.

1. BCTYII

[Mu¢posizaliss €eHEPreTUKU BIAKPUBAE MHUPOKHUI CIEKTP MOKIMBUX 3aCTOCYBaHb HOBUX
iHpopMalifHUX TEXHOJOTM, 30KpeMa TEeXHOJOrii OJOKYeHH Ta CMapT-KOHTPAKTIB JUIs
NIJBUIIEHHS $KOCTI CHCTEM VIPAaBIIHHS €HEproMepekaMu Ta, 30KpeMa, Mepexamu
Microgrid. Came poboTa cucTeMu YHpaBiiHHS OaraTo B 4OMYy BH3Haya€ €QEKTHBHICTb
Microgrid.

Came Big poOOTH CHCTEMH MEHEIKMEHTY 0araro B 4OMY 3ale)KUTh €PEKTHUBHICThH
Microgrid. Bukopucranus Smart-KOHTPaKTIB Ja€ 3MOT'y cBoedacHo (opmyBaT 6a3y AaHUX
CHUCTEMH YIIpaBJiHHS, IO BIAMOBIAHO CHpoOILye ii poOOTYy Ta MiJBHUILYE MIBUAKICTD,
MIPO30PICTh Ta PETYISPHICTH PO3PAXYHKIB MK ydacHuKamu Microgrid. Came cMapT-KOHTPAKT
30epirae 3anucu HeoOX1THUX MPaBUJI, BUKOHAHHS SIKUX 3aITyCKa€ MEBHI IHCTPYKIIii, BOyJ0BaH1
B CMapT-KOHTpakT. Y TapagurMi TOPTiBIi €HEpPri€l0  CMapT-KOHTPAKT MO’KHA
BUKOPUCTOBYBATH JJIsl ABTOMAaTH3allil YNpaBIiHHA EHEPreTHUYHUMH TpPaH3aKLiIMU MIiX
napTHepamMHu SIK cHcCTeMy Uil e(eKTHBHOI TOpriBii eHeprieto. [lpaBuia eHepreTHYHUX
TPaH3aKIii MOXHA PO3MICTHUTH B CMapT-KOHTPAKTax, sfKi HeMOXJUBO 3MiHUTH [1]. Kpim
TOTO, CMapT-KOHTPAKT MOXe 3a0e3MeunTd Npo30pi PHUHKU TOPTiBIl €Hepri€r, Je BCl
YYaCHHMKH JOBIPSIOTH KOHTPAaKTaM, IO MOXE 3MEHIIUTH BUTPATH Ha MEPEXKy, a TaKOXK
BUTpPaTH Ha TOPTIBIK0 MaJUMH BIJHOBIIOBAaHUMH JiKepernamu eHeprii. BpaxoByroumn
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HasIBHICTH PI3HUX THUIIIB BUPOOHHKIB eHeprii B Mepexi Microgrid, po3yMHHII KOHTPaKT Hajae
OlIbIIIE MOKJIMBOCTEH 1 MPO30POCTI IS CHOXKMBAYIB, 5K, HAPHKIAA, MOXYTh TOPT'YBAaTH
CBOIMH Herepea0ayyBaHUMHU HAUIMIIKAMU BiJ BUPOOHWITBA BiTHOBIIOBAHUX JKEpeEI
eHeprii.

Bukopucranus Smart-KOHTpakTiB 3a3BUYail BHMarae HasBHOCTI OJIOKYeHHY 1,
BIJIMTOBI/THO, 30€PEKEHHS 1CTOPii KOHTpAareHTiB Mepexi. [Ipu 11boMy cMapT-KOHTPAKT MOXKE
nepeadavaTi, MO SK TUIBKKM OJIOKYCHH MIATBEPAUTh, IO JOTOBIp KYIIIBIII-MPOJAAKY
€JIEKTPOEHEPrii CXBaJICHO, LliHA CIUIAYYyEThCS aBTOMAaTH4YHO. L{e 03Hauae, o pU3uK 3aTPUMKH
ab0 HeCIUTaTH 3HWXKYETHCS, OCKUIBKM TPAH3AKINS 3AIMCHIOETBCS 11032 PEryIbOBaHUM
cepeoBUIleM «(HOpMaNTbHUXY MIATGOPM Il TOPTIBIIi €IEKTPOCHEPTIEo [2].

Po3yMHI KOHTpPaKTH € TOTCHLIAHO TOTY)KHOK TEXHOJIOTIEK JUIS CTBOPCHHS
JICIICHTPATI30BAHUX 1 TPAHCAKTUBHUX CHEPrETHYHHUX CHCTEM.

2. TEOPETUYHI OCHOBH

[Tpouecu cMapT-KOHTpakTiB Ais Microgrid, siki BKIIOYAIOTh IIICTh PI3HUX PIBHIB,
omucani B [3]. Ha mepmomy piBHI HamarOThCsS BXiAHI JdaHi 3 Mepexi Microgrid,
HaBaHTa)XEeHHsA, arperatopiB. Ha apyromy piBHi iHdopmalis mepenaeTbcsi B aJITOPUTM
YIIPaBIIIHHS PO3IIOIIIOM 1 TIepeiadero eJIeKTpoeHeprii. BiH BKiIIoUae TEXHIUHY ONTUMI3AIIIIO 3
BUKOPUCTAHHSAM €(QEKTHUBHUX aJITOPUTMIB pO3paxyHKy. SIK MNpaBWiIo, Takl pO3paxyHKU
BUKOHYIOTBCS 11032 pO3yMHUMH KOHTpakTamu. Ll[00 omTumizyBatu mKepesno >KUBICHHS Ta
HaBaHTAXXECHHS, BU MOJKETE IiJIKJIIOYAaTH/BUIIy4yaTH OJIOKM JDKepesl Ta HaBaHTaXEHb J0/BiJ
CHCTEMH a00 MEePepO3NOAIISATH MOTYKHICTh TeHEPATOPiB AJIsl 3MEHILICHHS BUTPAT.

Ha HactynHoMYy piBHI 3a pOo3paxyHKOBUMHU JAHUMH YKJIQJAlOThCS TIONIEPEHI T0TOBOPH.
Hani iine piBeHb OnoxueiiHy, Bepudikamis, mmdpyBanHs. Ha m'stoMy Ta mocTtoMy piBHIX
3MIACHIOIOTHCS OOUYMCITIOBAIBHI Mpolecu Ta (i3uyHa nepenada iHGopmallii MiK By3IaMu
Microgrid.

Sk npasuiio, Microgrid ckianaeTbes 3 KUIBKOX JKEpeNn po3MOJUIeHOT reHepauii - e
cUcTeMa pPO3MOJiTy, sKa 3a0e3redye JIOKAbHE eNIEKTPUYHE HaBaHTAKEHHS 3 MOXIIMBICTIO
MiIKIIOYEHHS 10 Mepeki Ta aBTOHOMHOiI poOotu. HeszanexxHo Bix pexumy poOOTH
MIKpOMEpEXKi, YIpaBIiHHS aKTUBHOIO Ta PEaKTUBHOIO MOTYXHICTIO O€3M0CEepeHbO BILIUBAE
Ha poOouy MOBEIIHKY CHCTEMH 3 TOUYKH 30py CTaOLIbHOCTI HANpPYIH, HOTYKHOCTI Ta SKOCTI
€JIEKTPOCHEePrii.

3. PE3YJIBTATU TA OBTOBOPEHHS

[Tpu aBTOHOMHINM POOOTI AOCTYIHa MOTYXXHICTh T'€HEPAaTOpiB MOBMHHA BIJMNOBIIATH
3arajlbHOMY HAaBaHTAKEHHIO MIKpOMEpEXi, 1HaKIIe chcTeMa MOBHMHHA OyTH pO3BaHTaKEHA,
o0 3aJJOBOJILBHUTH BHUMOTH JI0 TeHepauii Ta momuty. KpiM Toro, HeoOximHi cTpaterii
KepYyBaHHS JKHUBJICHHSIM, 1100 3MEHIIUTH TPEMTIHHSA B JMHAMIIl CHUCTEMHU Ta TMOKPAIIUTH
nepexiJiHi mpolecu MepeMUKaHHs HaBaHTAXXEHHS, OCKUIBKA HEMae€ HEeCKIHYEHHOTO JiKepelna
KUBIICHHSI.

Jlis cMapT-KOHTPAKTIB, SIK 3a3HAYajIocs paHilie, npu GopMyBaHHI AMHAMIYHUX Tapu}iB
HEOOXITHO BPaxOBYBaTH HABAaHTA)KEHHS, OCOOJMBOCTI TeHepallli JpKepes, MO0 BXOIATH 0
ckiany Microgrid, i BTpaTu eHeprii Ha nepeaady s 3a0e3redeHHs] HU3bKUX I[iH.

Criiike KepyBaHHS T€HEpATOpPaMH MOXHA JTOCSATTH 3a JIOMOMOTOIO 3B'SI3KY MiXK HHMH.
CucremMu KepyBaHHSI CTBOPIOIOTHCSI HA OCHOBI JIOKQJIbHO BUMIPSHUX MapaMeTpiB, HEOOX1THUX
JUISI IOKPAIIEHHS Yacy BIATYKY CUCTEMH, HaJIIHHOCTI Ta MiHIMI3allil BUTpAT.

Kpurepii, 3a skumu ontumizyerbcst Microgrid, B OCHOBHOMY MOJAUISAIOTHCS HA JBI
KaTeropii: eKOHOMIYHICTh 1 HaAliHICTh [4]. [IuTaHHA Mpo Te, SIKUM KpUTEPisiM CIIiJl HaJaTH
npiopuTeT, 1 BUOIp PIBHA JOMYCTUMOCTI KOKHOTO 3 KpPUTEpIiB 3aJMIIAIOTHCS HA PO3CY.H
po3pobHuKa cucteMu. EKOHOMIYHI KpuTepii B OCHOBHOMY CTOCYIOTHCS BapTOCTI CHUCTEMH
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a0o, B JESAKMX BUMAJKaX, CKJIAAY CHCTEMH, TOJII K KpUTEpil HAAIHHOCTI MalOTh MPIOPUTET
HaJl IPOJIOBKCHHSM JKUBJICHHSI HABAHTA)KCHHS. X04Ya BUKOPHCTAHHS MIKPOMEPEK Ha OCHOBI
PO3MOIICHUX JKEpeNl eIeKTPOSHeprii Ta BiJHOBIIOBAHHUX JDKEPENl K «UUCTHX» JKEPel
eHeprii 3 HHU3BKMMH BHTpaTaMd Ha TEXHIYHE OOCIYroBYBaHHS Ta €KCIUIyaTaiilo €
MEPCICKTUBHUM, TIOYaTKOBI IHBECTHI[IHHI BHUTpaTH, HEOOXiTHI IS BCTAaHOBICHHS
MIKpOMEpEXKIi, Ty»,Ke BUCOKI, IIT0 pOOUTH BAPTICTh CHEPTrii Ta 4Yac OKYITHOCTI Ay’K€ BUCOKA.

VY Bunaaky HEMHIMHUX (YHKIIA 1 KOJM HAaBAHTAKCHHSI 3MIHIOETHCS CTPUOKOIOAIOHO,
3aBJAaHHS ONTUMI3allii BUTPAT € OUTBII CKIAJHWM 1 BUMAara€ BHUKOPUCTAHHS CIEI[iaIbHOTO
MaTEeMaTUYHOTO anapary CUCTeMHOro aHamizy. OfuH 13 MaX0diB € BUKOPUCTAHHS HETTHIHHUX
METOAM TPOTPAMyBaHHA JJs TMOIIYKY ONTHMAJIbHOIO PO3MOALT IMOTYKHOCTI MiX
reHeparopamu it 3a0e3MeueHHs MiHIMaIbHUX BUTPAT y9acHUKIB Microgrid.

B o6macti HemiHIfHOrO mporpaMyBaHHsS 3 OOMEXKEHHSMH (YMOBHA ONTHMI3allis)
METO/IM BUPIIIECHHS BKa3aHUX MPOOIEeM MEHI po3po0IeH] MOPIBHSIHO 3 TaTy3310 HEJIHIHHOTO
nporpamyBaHHs ~0e3 oOMmexenb (OezymoBHa onTuMmizaimis). Posrisaemo  poboty
E€HeproMepeki 3 BUKOPUCTAHHSM AJTOPUTMIB KEPYBaHHS HA OCHOBI METOAM HEIIHIHHOTO
nporpamyBaHHs. [Ipu mpoMy mpobiiemMa onTumizamii Oyae po3risgaTHCh K MaKCUMi3yBaTH
npuOyTOK 1 MIHIMI3yBaTH ONEpaliiHi BUTPATH. AJTOPUTM pEaTbHOTO 4Yacy IOBHHEH
0araTopa3oBO BUKOHYBATH OOYMCIICHHS BUKOPUCTOBYIOUi BXinHiI naHi. HoBmii ctan cucremu
IpU [IbOMY HEOOXIHO PEryJsIpHO OI[IHIOBATH 1 MICIs OTPUMAaHHS HOBUX JAHHUX MPOLEIYPY
ONTUMI3aIli] CIIi1 TOBTOPUTH.

BUCHOBKMU TA NEPCIHEKTHUBHU NOJAJIBIINX JOCJIAXKXEHb

[IpoBeneHi po3paxyHKM 1 aHami3 BIANOBIAHUX rpadikiB MoKazye, IO MpH
ONTUMAJIFHOMY YIIPaBIIiHHI BUTPAaTH YYaCHHUKIB MEpPEeXi 3HU3WIHMCA B CepeaHboMy Ha 2%
HOPIBHSHO 3 BUMAJIKOM, KOJIU YIIPABIIHHS € HE ONTUMI30BaHUM.

BuxopuctaHHs ONTHMI30BAaHOTO YIPaBIIHHSI € OCOONMBO €(EKTHMBHUM i 4Yac
HepexiIHUX MPOIECIB IMOB’A3aHUX 13 3MIHOIO CTPYKTYPU Mepexi 1 BIAKIIOYEHHI abo
JI0JTATKOBOMY H1JKIIOYEHH] F€HEPaTOpIB.
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MOJIEJIIOBAHHS IHOOPMALINHOI CUCTEMU VIIPABJIIHHS BAJJAHCYIOUUM
PMHKOM EJIEKTPUYHOI EHEPTII KPAIH!

AHoTanisgs. B crarTi po3rIsHYTO NHMTaHHSA MOJENIOBaHHS iH(opMmaniiHOI cucTeMu
yIpaBiiHHS OaJaHCYIOUYHMM PHHKOM €JIeKTpOoeHeprii. 3amporoHOBaHa CHUCTEMa BiANOBiTae
MDKHapOIHUM cTaHgapTam, TakuM sik ENTSO-E, o 3a0e3neuye cyMiCHICTb 13 €BpOIEHCHKIMHU
mwiatpopmMamu Uit oOMiHy OamaHcyrodoro eHeprieto. OcoOimBa yBara NPUIUTAETHCS
aBTOMATH3alii IPoIEciB, TAKUX K 00poOKa 3asiBOK yYaCHHUKIB PHHKY, PO3PAXYHOK IOIHTY Ta
MPOMO3HIII, a TAKOX IHTErpamis 3 LEHTPaIbHOEBPONEHChKUMH IuaTdGopmamu. JlocmimKeHHs]
MiIKPECITIOE Ba)KJIMBICTh BIIPOBAPKCHHS TAKUX pilleHb A 3a0e3medeHHs cTaOuIbHOCTI Ta
e(eKTHBHOCTI EHEPreTHYHMX CHCTEM B YMOBaX IHTErpamii HAmiOHAIFHOTO PUHKY OO
€BPOIIENUCHKOTO.

KuarouoBi cnoBa: bamancyrounit  puHok, Eneprermuna cucrema, ENTSO-E,
Indopmauiitna cucrema, Apromartmsauis, Po3paxyHok mnomurty i1 mpomnosuiii, MikHapoaHa
iHTerparis.

1. BCTYII

CyuacHa eHepreTMYHa CHUCTEMa CTHKAeTbCs 3 O€3MpeLeeHTHUMHU BUKIUKaMHU,
MOB’SI3aHUMH 13 3a0€3MEeUeHHsIM HaJIIHHOCTI, €(EeKTHMBHOCTI Ta EKOJOIIYHOI CTIHKOCTI.
banancyBaHHs MONMTY Ta MPOMO3HULIT eIeKTpoeHeprii Habya0 OCOOJIMBOrO 3HAYEHHsS uyepes
3pOCTalouy poJib BIAHOBIIOBAHUX JIKEpEN €Heprii, M0 XapaKTepU3yIOThCsl HECTAOUIbHICTIO
BUPOOHHUIITBA, & TAKOXK Yepe3 HEOOXIJHICTb 1HTerpallii HalllOHAIbHUX €HEPreTUYHUX PUHKIB Y
rnobanpHl Mepexi [1], [2]. OcobnuBO akTyanbHO 1€ 3aBAaHHS B KOHTEKCTI 1HTerparii
€HepreTHYHUX PUHKIB YKpainu Ta €C, 1mo po3noyanocs 3 CUHXPOHI3alli eJIeKTPOMEPEX Y
2022 pomi. s interpartis, 3ailicieHa B pamkax ENTSO-E, mo3ommia YkpaiHi MOKpamuTi
CTaOUIbHICTh €HEPrOCUCTEMHU Ta PO3IIMPUTU MOXKIMBOCTI Ul TOPTIBII €JIEKTPOEHEPri€l0 B
000X HampsiMKax Mix Ykpainoto Ta €spornoro [1], [3].

VY 1pOMYy KOHTEKCTI aBTOMATH3allisl Ta BIPOBA/PKEHHS Cy4YacHHUX iH(OpMaliiHuX
CUCTEM JiJIsl yNpaBiiHHSA OaJaHCYIOUMMHU pPHHKAaMU € KJIIOYOBUMHU (akTopamu JUIs
3a0e3nedeHHsl cTalbiIbHOCTI cHUCTeMH. Taki CHCTeMH 03BOJIIIOTH ONTHMI3YBaTH PO3IOJILT
pecypciB, MIABUIIUTH IPO30PICTh PUHKY Ta MIHIMI3YBaTH BUTPATH Ha PETYIIOBAHHS MOMUTY.
Hocgin kpain €C mnokasye, 1o cTaHAapTH3allis NpoleciB OanaHCyBaHHS, HANPUKIAL yepes
BukopuctanHa miarpopm aFRR Ta MFRR, crnpusie mokpaimienHio iHTerpaiii puHKIB Ta
3HIDKEHHIO BUTpAT Ha enektpoeHeprito [4], [5].

Merta maHOi cTaTTi MOJISITa€ y BUCBITICHHI HAIpPAIfOBaHb, IO CTOCYIOTHCS PO3POOKH
iH(popMaliifHOI cucTeMH, SKa J03BOJIAE, 32 YMOBM BIIPOBAKEHHS OalaHCYIOYOrO PHUHKY
CJIEKTPUYHOI  eHeprii, 3a0e3medyBaTH aBTOMATH3AIli0, Ta, SK pe3ylbTar, CTayie
¢byHKLIOHYBaHHS Oi3HEC MPOLIECY Ta BCi€l eHEPreTHUHOI Mepexi KpaiHu.

117



X1 Mioienapoona nayxoso-npaxmuyna Kongepenyis XII International scientific conference

"Iobaneni ma pezionansni npoonemu iHhopmamusayii 6 cycninbcmsi i "Global and Regional problems of Informatization in Society
npupoooxkopucmysarni '2024", 21-22 aucmonada 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYbIll Vkpainu, Kuig NULES of Ukraine, Kylv

2. PE3YJIbTATHU POBOTHU

3anporoHoBaHa cucTeMa po3po0sieHa y BIAMOBITHOCTI 0 MKHAPOAHUX CTaHAAPTIB [6]
110 3a0e31mevyye MOXKIIMBICTD i1 BUKOPUCTaHHS HE TUIBKU B MEKaX OKPEMOI IepKaBH, ajie i s
BIIPOB/DKEHHSI 00’ €IHAHOTO PUHKY OaJlaHCYIO4Oi €HEprii, 0 BKIIFOYAE EKiTbKa KpaiH.

OcHoBoro miisi pobotu iH(opMariitHoi cucteMu OanaHCYIHOUOrOo PUHKY € HACTYIHI
CKJIQIOBI:

- OTpUMaHHs Ta 30epiraHHs 3assBOK BiJl yUaCHUKIB PHHKY,

- PO3paxyHOK Ta KOPUT'YBaHHS MIONUTY Ha €JIEKTPUYHY CHEPTIIO,

- 30epiranHs iHGOpMAIIii 00 HASBHUX MOTYKHOCTEH MIKJIEP)KaBHUX TIEPETHHIB,

- 33JIOBOJICHHSI TIONMUTY Ha EJEKTPUYHY EHEpriro 3 BUKOPUCTAHHSAM KIIPIHTOBOTO
alnropuTMy, 30epiraHHs Ta BiJIIpaBKa pe3y/IbTaTiB aKTUBAIII] 3asSBOK JI0 YYaCHHUKIB PUHKY,

- IU3arperariisi pe3yabTaTiB aKTUBAIH 10 PiBHS KiHIIEBUX BUPOOHUYMX MOTYKHOCTEH.

OyHKIIOHATBHICTE CHUCTEMH IMPEJCTABICHA 3a JOMOMOTOK JiarpaMu MpPElEeACHTIB

HaBeJcHa Ha HACTYITHOMY PUCYHKY.
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Pucynox 1. Ocnosnuii ¢hynkyionan cucmemu

3aranoM 3alporOHOBAHY CUCTEMY MOYXHA JIEKOMIIO3yBaTH 10 JEKUJIbKOX MOAYIIB.

Monayns koH(]irypamiii BiANOBiZja€ 3a BEIEHHS OCHOBHUX JaHUX Ta KOH(irypauii
CUCTEMHM, SIKI BKJIIOYAIOTh: JOBIAHMKH (yYaCHUKHM pPHHKY, OajaHCyroul 30HH, BHpPOOHUYI
HOTYXHOCTI, TOIO), OajaHCyroul MPOAYKTH, KOH(DIrypaiii mporuecis, rinodanbHi KOHIryparii
CHCTEMH.

Monynb 3asBOK Ha/la€ MOXKIIUBICTh yUaCHUKaM PHUHKY CTBOPIOBATHU 3asBKH B CUCTEMI SIK
6e3nocepennbo dyepe3 GUI cucremun Ttak i wepe3 APl kanan. Ilpu ctBopenHni uepe3 GUI
cucTeMa aBTOMAaTHYHO BUKOHYE TEXHIUHY NEpEeBIpKY CTBOPIOBAHUX 3asBOK. I[Ipu cTBOpeHHI
3asBoK stk uepe3 GUI tak i wepe3 APl koxHa 3asBKa MepeBIPAETHCS 3 TOYKH 30py Oi3HEC
BaJIiJIallii.

Jns 3aBanTakeHHS 3asBOK BUKOopucTOBYeThcsi CIM XML dopmar nokymeHnty
BignosigHo g0 ENTSO-E EDI ReserveBid_MarketDocument [6]. Bukopucranusi maaHoro
MDKHapOJHOTO (OpMaTy JI03BOJISIE CTAHIAPTU3YBATH JAHUN MEXaHI3M, 110, 3 OJHOTO OOKY,
3a0e3meuye BiAMOBIAHICTH CHUCTEMI MIXKHAPOJHUM BHUMOTaM, 3 I1HIIOTO, HA/Ia€ MOKJIHMBICTh
BUKOPUCTaHHS CHUCTEMH pPI3HUMH KpaiHamMu 0e3 HeoOXiJHOCTI ajanTaiii 1HIIOTO
IPOTPaMHOT0 3a0e3MeUeHHs /10 MPOTOKOIY OOMIHY TaHUMH.

Moaynes monuty 3abe3reuye OTpUMaHHS Ta 30epiraHHs BUXIAHUX JaHUX HEOOXITHUX
JUI TIPOpaxyHKy MOMUTY Ta Oe3MocepeHbO CaM pPO3PaxyHOK 3 METOK MaTu SKOMOra
TOYHIIIE 3HAYEHHS TOMHUTY Ha ENEKTPUYHY CHEpTilo, Mo 0a3yeThcs Ha HACTYIMHHX JaHUX:
MOTOYHI MPOTPaMH TEHEPYIOUUX MOTYKHOCTEH, HasiBHI OOMEKEHHS Ta JIIMITH, IPOTHO3H1 JaH1
CIIO’KMBAHHA Ta BUPOOITKH, TOIIIO.
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Po3paxyHok monuTy BiOYBa€eThbcs NEpeAYacHO IJIsi WOTO 3aJ0BOJICHHS 32 pPaxyHOK
maHoBux akTuBaii (Scheduled activation) ta 6e3mocepeHbO i1 9ac «TOProBOro Yacy» s
3aJI0BOJICHHS IpssMuMHK akTtuBaiisimu (direct activation).

Moaynb iHTETpalliid € BiIMOBIIaJLHAM 32 BCl 1HTErpallii K 3 BHYTPIIIHIMH CHCTEMaMH
3 METOI0 OTPUMAHHS JaHUX, HEOOXITHHUX JJIsl pO3PAaXyHKiB, TaK 1 3 30BHIIIHIMU CHCTEMaMH,
TaKUMHU SIK [IEHTPaJIbHI TuiaTrgopMu Ta iHGoOpMaIliiHi CHCTEMH YYaCHUKIB PUHKY.

Moynp akTUBAIiii Ta au3arperaiii € TOJOBHOI CKJIQJOBOIK YAaCTHHOK CHCTEMH.
3adBKM YYaCHUKIB PHHKY Ta pPO3paxOBaHHW MOMUT BIiANPABIAIOTHECS [0 KIIPIHTOBOTO
QITOPUTMY IICHTPAIBHOI IIaTGopmMH, sika 3a0e3redye aKTUBAIlI0 3asBOK YYaCHHUKIB 3 METOIO
3aJI0BOJICHHS TIOMUTY CHCTEMHHX ONEpPATOPiB Ha eNEKTPUYHY eHepriio. KirodoBoro MeToro
QITOPUTMY € 3aJOBOJICHHS TMONHTY 3a pPaxyHOK 3asBOK 3 HaWHIKYOK I[IHOIO
BUKOPUCTOBYIOUM MO>KJIMBOCTI TPAHCKOPJOHHUX TEPETOKIB €IEKTPUYHOI €Heprii, o Hajae
MaKCHUMAaJIbHUH COIiaTbHO-€KOHOMIYHHIA €(QEeKT Ta CYTTEBO 3HIDKYE 3arajbHi BUTPATH Ha
OallaHCYIOUy CIIEKTPUYHY CHEPTii0 3aBIISKH.

[Ticnst Toro, sik pe3yabTaTd OTPUMAaHi BIAMOBIIHI AKTUBALIISIM TUCHIETYEPCHKI IHCTPYKIIIT
BIJIIPABIIAIOTHCST 10 YYAaCHUKIB PHHKY 3 METOK iXHBOTO TOJAIBIIOT0 BUKOHAHHS
TFeHEePYIOYHMHU MOTY>KHOCTSMHU.

BUCHOBKH

Po3pobnena  indopmamiiiHa  cucTeMa  YOpaBIiHHS ~ OallaHCYIOUMM  PUHKOM
eJIEeKTpOCHEeprii BIANOBIAa€ CyYaCHUM MDKHAPOIHHUM CTaHAapTaM i 3abe3neuye CyMICHICTb 13
eBponelickkumu  1atpopmamu  ENTSO-E.  BmpoBamkeHHst Takoi cucTeMHu J03BOJISIE
aBTOMAaTH3yBaTH KJIIOYOBI MPOLIECH PHHKY, 30KpeMa 0OpoOKy 3asBOK, pO3paxyHOK IOIUTY,
IHTerpamio i3 30BHIMHIMEA IUIaTGopMaMu Ta aKTHBAIIKD OaJaHCYIOUUMX peCcypciB Ta
3HWKEHHIO BUTpaT Ha OalaHCyBaHHS Ta ONTUMI3allil TPaHCKOPIOHHUX IE€PETOKIB
€JIEKTPOCHEePrii.

[Topanemn JociiKeHHS MaroTh OYTH 30CepekKeHi Ha PO3LIMPEHHI (DYHKIIOHAIBHUX
MOJYJIMBOCTEH  CHCTEMH, TaKuX SK po3poOKa Ta  BIPOBAPKEHHS  BOYIOBAaHOTO
ONTUMI3AIIIHOrO aNropuT™My AJs 3a0e3nedeHHs (DYHKIIOHYBAaHHS MiJ 4ac HEIOCTYIHOCTI
LEHTPaJIbHOI KJIIPIHIOBO1 MJIAT(HOPMHU.
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METHOD OF SECURELY STORING THE PRIVATE KEY OF THE BLOCKCHAIN
NETWORK ACCOUNT

Abstract. This paper investigates methods for securely storing private keys of accounts
in blockchain networks, in particular, symmetric (AES) and asymmetric (RSA) encryption
methods. Secure storage of a private key is a critically important task, since compromise of the
key can lead to loss of user assets and significant losses. The paper focuses on advanced
approaches, such as key fragmentation, parallel encryption, and combined use of AES and RSA
algorithms. The advantages of the AES algorithm are considered, which provides high
encryption speed and efficiency due to support for parallel computing. RSA, for its part,
guarantees a high level of security due to the use of long keys and the ability to store private key
fragments in local secure storage. The study presents ways to combine these algorithms to
achieve a balance between performance and security. In particular, a process of pre-encryption
of the private key using AES with the subsequent use of RSA for secure storage of encrypted
fragments is proposed. The practical part of the work demonstrates the effectiveness of the
proposed methods. The comparison shows that AES works approximately five times faster than
RSA, but RSA has much greater resistance to attacks. The use of parallel processing reduces the
time for encrypting keys compared to serial data processing. The proposed methods are
promising for use in financial, medical and other areas where a high level of protection is
required. They demonstrate better resistance to attacks, reducing the risk of unauthorized access
compared to traditional methods. The use of these approaches allows to significantly improve
the security of storing private keys.

Keywords: AES; RSA, Private Key, resistance

1. INTRODUCTION

In today's blockchain environment, where a private key provides account access and
network transactions, its secure storage is critical. Compromise of the private key leads to the
loss of control over the account where the user's assets are stored, which can cause significant
financial and informational losses. Thus, the problem of secure storage and use of a private
key becomes key in the context of ensuring information security of blockchain systems and
has great practical significance. Recent research in the field of blockchain account security
has focused on the development of robust encryption algorithms, fragmentation methods, and
multi-factor authentication. A significant part of research uses such approaches as symmetric
and asymmetric encryption (AES[1] and RSA algorithms[2]), and key storage technologies in
secure hardware modules etc. espite great achievements in the field of private key protection,
the issue of increasing resistance to attacks remains relevant. There is a need for integrated
approaches that combine multiple layers of protection to minimize the risk of key
compromise. In this work, improved methods of fragmentation and parallel encryption are
considered, which allow to ensure greater efficiency for the protection of the account key.

The purpose of this study is to propose methods of secure storage of the private key of
the blockchain network account, which are aimed at minimizing the risks of unauthorized
access.
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2. THE THEORETICAL BACKGROUNDS

Private Key (PK) [3] storage requires a high level of protection, as its compromise will
lead to a complete loss of access to assets and data. For secure PK storage, two basic methods
are chosen - symmetric AES and asymmetric RSA encryption. The main reasons for choosing
AES for PK protection are its resistance to modern cryptographic attacks, its high encryption
speed, which makes it suitable for parallel computing, and it provides fast access to the
encrypted key. RSA is one of the most stable methods that uses two keys. The investigated
methods implement the AES and RSA algorithm. The account's PK blockchain is first
processed by the appropriate encryption algorithm using a specially generated key. The PK is
stored locally in a file or some secure storage. The process of encrypting the PK and storing
its individual encrypted fragments in different repositories takes place in parallel. A
combination of symmetric and asymmetric encryption is also possible to increase protection.
In the case of an attack on the system, even an attempt to break one type of encryption will
not allow access to the PK blockchain account.

3. RESEARCH METHODS

Two key algorithms were chosen to investigate the secure storage of blockchain account
PKs: symmetric AES encryption and asymmetric RSA encryption. Using AES to encrypt the
PK ensures its secure storage and fast access during decryption. AES uses a fixed-length
symmetric key that is generated using a cryptographically secure random number generator
[1]. This key must be unique and stored separately or encrypted to prevent unauthorized
access. The blockchain account PK is encrypted using AES, converting it into an encrypted
format that can be securely stored in a local file or database. Due to the symmetry of AES,
this process is fast and efficient even when processing many keys [4]. The encrypted PK is
stored locally in a secure storage with restricted access. To avoid direct access to the AES
key, it can also be encrypted, for example, using RSA, or stored in a password-protected file.
To increase the security of the approach, it is possible to implement parallel processing of
encryption of separate equally distributed parts of the PK. The full key is divided into blocks
that are encrypted simultaneously on several processor cores and stored in separate encrypted
files, which increases the efficiency and security of the system. Access to the PK is carried
out by decryption using a symmetric AES key. In this case, the authenticity of the symmetric
key is necessarily checked, which protects data from accidental or malicious interference. The
AES method has a significant performance advantage, as it is one of the fastest encryption
algorithms. It is ideal for environments where fast access to the PK is required. Unlike AES,
asymmetric RSA encryption uses a pair of keys: public and private. RSA supports key lengths
of 2048 or 4096 bits, which provides a very high level of security [5]. To increase security,
the PK is split into several equal fragments, each of which is encrypted separately. Each
encrypted fragment is stored in a local file or a secure database, which ensures the distribution
of the entire PK and makes it difficult for unauthorized access. Each encrypted part of the PK
is stored in separate places locally or in a distributed system, which allows for improved
security, since access to one fragment does not allow obtaining the full PK. For an additional
level of security, each of the fragments can be further encrypted. To access the PK, all its
parts must be assembled and decrypted in reverse order. First, the cipher of each fragment is
processed, and then all parts are combined to restore the full PK of the blockchain account
[3]. In order to optimize and modify this method, the fragmentation process of each key
segment can be performed with parallel encryption, which reduces the processing time
accordingly. Additionally, parallel processing and storage of fragments in different secure
files allows for increased efficiency of access to them. The RSA fragmentation and encryption
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method provides a reliable level of protection due to distributed PK storage. However, it is
more complex to implement than AES and requires significantly more computational
resources for the encryption and decryption processes [5]. A modified method of the
combined approach can be used, which involves the use of symmetric and asymmetric
encryption to achieve maximum protection. In this case, the PK is first processed using the
AES algorithm and then stored in encrypted form using RSA.

4. THE RESULTS AND DISCUSSION

The use of the proposed modified approaches consists in PK encryption using AES and
RSA algorithms, using parallel processing, further splitting the key into equivalent protected
fragments for local storage and multi-algorithmic protection. The comparison shows that AES
encrypts data about 5 times faster than RSA, but RSA provides stronger protection due to a
longer key length, which increases resistance to attacks by 40 % compared to the AES
algorithm. With PK encryption, this combination allows for a balance between performance
and security, especially when parallel processing reduces the time to encrypt individual
fragments to 30% of serial processing. Accordingly, encryption performance in the process
increases by 70%, reducing the overall load on the system. The obtained results can be
applied to different blockchain systems. This approach demonstrates resistance to external
threats, reducing the risk of unauthorized access by 60% compared to traditional methods, and
improves the overall level of data security.

CONCLUSIONS

In this study, modified methods of secure storage of the PK account of the blockchain
network are proposed, which are based on the use of symmetric (AES) and asymmetric (RSA)
encryption algorithms. Several key approaches are considered and compared, which allow to
perform the PK account encryption process, using parallel processing of key fragments by the
specified algorithms, creating a further division of the PK into equivalent parts for local
storage, and applying multi-algorithmic protection. The performance evaluation confirmed
that the proposed methods provide reliable PK protection against unauthorized access.

REFERENCES

1. National Institute of Standards and Technology. Advanced Encryption Standard (AES).
Federal Information Processing Standards Publication 197, 2001. [Online]. Available:
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf.[Accessed:6-November-2024]

2. D. W. Kravitz, J. Cooper. Securing user identity and transactions symbiotically: 10T
meets blockchain, Global Internet of Things Summit (GIoTS). — 2017.

3. Mollin R. RSA and Public-Key Cryptography (Discrete Mathematics and Its
Applications). — United States, Boca Raton, Fla.: Chapman and Hall/CRC; 1st edition,
2002. — 304 p.

4. Advanced Encryption Standard (AES) [Online]. Available:
https://www.geeksforgeeks.org/advanced-encryption-standard-aes/.[Accessed:6-
November- 2024]

5. RSA encryption algorithm, types of attacks on it. Python language implementation
[Online]. Available: https://dou.ua/forums/topic/43026/.[ Accessed: 6-November- 2024]

122


https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf
https://www.geeksforgeeks.org/advanced-encryption-standard-aes/
https://dou.ua/forums/topic/43026/

XU Misicnapoona naykogo-npaxmuuna Kongepenyis XII International scientific conference

"Inobaneri ma pezionanvbhi npobnemu inopmamusayii 8 cycninecmei i "Global and Regional problems of Informatization in Society
npupoooxkopucmysarni '2024", 21-22 aucmonada 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYbIll Vkpainu, Kuig NULES of Ukrainge, Kyiv

BikTop Kupuuenko

K.(h.-M.H., JIOI[CHT

HYVYBill Ykpainu, ¢paxynbret iHpopMauiiHux TexHouorii, M. Kuis, Ykpaina
0009-0001-0575-8684

v.kyrychenko@nubip.edu.ua

Maxkcum Heabomesn

ACHCTEHT

HYVYBIll Ykpainn, ¢pakynsTter iHpopMamiiHIX TexXHOIOTiH, M. KniB, Ykpaina
0009-0000-9820-0649

nedoshev@pm.me

OCOBJIMBOCTI OBYUCJIEHb PYTHON HA ITPUKJIAAI I'TTIOTE3U IT1OJIJIOKA

AHoTamig. VY CTaTTi pO3IIANAETBCS PO3pOOKA ANTOPUTMY U 3HAXOMKCHHS
TeTpaeaPUYHUX YUCEJI, IO CKIANAIOTECS B CyMY, KA IOPIBHIOE 3aJAHOMY HATypaJbHOMY YHCITY
N. Terpaeapuuni dmciaa € YaCTHHOIO IIOCHIZOBHOCTI (ITypHHX dHCEN, $Ki MOXHA
IHTEPIIPETYBaTH SK KUIBKICTh KYJIBOK, IO MOXYTh OYyTH pO3TalloBaHI B TeTpadApabHbINA
mipamizi. OCHOBHOIO METOIO JOCIIIPKEHHS € CTBOPEHHSI €()EKTHBHOTO aJTOPUTMY, IO J03BOJISE
3HAaXOMUTU Bix 1 0 5 TeTpaenpuyHUX 4HCEN, CyMa SKUX Ja€ 3HadeHHd N, 1100
EKCIIepPUMEHTAIILHO MepeBipUTH TpeTIo rinotesy [lomtoka.

Karouosi ciioBa: I'inore3u [lomnioka, TerpaeaApuyHi 4ncia, alrOPUTMHU
1. BCTYII

TeTtpaeapuyHi yncia € 4aCTUHOIO (BIrypHOI YUCIOBOI MOCTIIOBHOCTI. 3a/1aya MOJsrae B
ToMy 1100 TepeBipuTH TpeTio Tinote3y [lomoka, sika Kake 1o I HaTypalbHOTo yrciaa N
ICHYIOTh BiJi 1 10 5 TeTpaenpUyHHUX YHCEN, CyMa SKHX JIOPIBHIOE IIbOMY 4yHucly. Po3B’s130K
TaKoi 3aja4l noTpedye e(peKTUBHUX AITOPUTMIB JJIsl IEpeOopy MOXKIIMBUX BapiaHTIB.

Mertoro cTaTTi € MOLIYK Ta MOPIBHSAHHS €()EeKTUBHOCTI PI3HUX AITOPUTMIB Ta IiJIXOIB
70 onTuMi3alii 1 BuOIp HaMOUIBII ONTHMAJIBHOIO AITOPUTMY M 3a7adl pO3KiIaay Ha
TeTpaepHyHi YUCIA.

B crarTi nponoHyeThCsl PO3TIISIHYTH ABa TUIH aJTOPUTMIB: MOIIYKY BEPTUKAIBHHUNA Ta
ropusoHTaneHuil. KpiM onrtumizamnii  e(peKTUBHOCTI camMoOro airopurMy, B  CTaTi
PO3IIIAAAIOTECS METOIM ONTUMI3aLlli KOy Ta MOPIBHAHHS pO3pOOJIEHOTO aIrOpUTMy Ha MOBI
Python 3 iHImIMMH MOBaMH.

2. TEOPETUYHI OCHOBHA

[Tepen mouaTkoM pO3pOOKH ANTOPUTMY IMOMIYKY PO3KIAAYy Ha TETpaeApHuHI 4YHCiIa
NOTPIOHO  PO3MJISIHYTH  (GOpMYNH, SIKI BHUKOPUCTOBYIOThCS il  MOOYIOBU  YHCEN
TeTpaepuyHOi TOCHTIIOBHOCTI. B X0oai JOCHIUKEHHS BHKOPHCTOBYBAIHMCH MBI (HOPMYIIH:
MOIIYK TeTpaeapajJbHOr0 Yucia 32 WOro 1HAEKCOM y MOCHIIOBHOCTI Ta OTPUMAaHHS 1HAEKCY
HaOIMKY0ro HaHMEHIIIOro YHCa 3 MOCIiAOBHOCTI TETPACAPUIHHUX YUCET.

Hpyra dbopmyna puruiuBae 3 nepiroi. @opMyria 4ucia B MOCTIIOBHOCTI TETPASIPUIHUX
YHCel 32 1HAEKCOM BUIJIIA€ HACTYITHUM YHHOM:

T — n-(n+1)-(n+2)
° M)
ne T - TeTpaenpangbHe YUCIIO, N - IHJEKC TeTpaeApaIbHOTO YKCcia Y MOCIi0BHOCTI
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Sxmo po3dutu 10 GopMylry, TO OTPUMAEMO KyOIYHOTO pIBHSHHS, SKE MOXHA
BHUPIIITUTH

ﬂ3 nz n
TZ?-I-?"F@ @)

Jns pimeHHs KyOi4HOTO PIBHSHHS OYJ10 BHKOPHCTAHO TaKHKM aJTOPUTM IS TMONIYKY
KOpeHiB piBHsA. Take piBHAHHS Oyae MaTH 3aBXId OJUH KOPiHb, TOMYy MO)XHa BiTKHHYTH
3aiiB1 MepeBIpKH. TakoXK MOXHA MiCTaBUTH KOEPIIIEHTH Ta CIPOCTUTH. Toa1 aliropuT™ Oyjie
BUTJISJIATH TaK:

ONE _THIRD = 1 / 3
MINUS ONE THIRD CUBE = (-ONE THIRD) ** 3

def get tetradic number index(y):
q=3*y

discriminant = (-q)**2 + MINUS ONE THIRD CUBE
discriminant sqrt = sqgrt(discriminant)

u = (q + discriminant sqrt)** (ONE THIRD)
v = (q - discriminant sqrt)** (ONE THIRD)
return (u + v - 1)

3. METOAU JOCJIAKEHHS

Jns mepeBipkd MIBHAKOIIT Ta KOPEKTHOCTI POOOTH alroputMmy OylIo CTBOPEHO
IHCTpYMEHT ISl TECTYBaHHSI POOOTH aJTOPUTMY Ha PI3HHUX MPOMDKKAX YHCEN 1 MOPIBHIHHS
po0OTH ANTOPUTMIB 32 YyacoM. TeCTH MPOBOIWINCH BUKOPUCTOBYIOUHM mporecop Apple M1
Pro (10 simep). Iacrpymenrapiii: Python 3.13.0, Bun 1.1.33, Apple clang version 15.0.0 3
onuiero -0O2. TecTu BHUKOHYBaJIMCh MOCTIIOBHO. TeCT BKIIOYA€E TEPEBIPKY KOMXKHOTO
pe3yabpTaTy Ha BignoBigHicTh Tpertiit ['imortesi [lomioka, a cam mepeBipka IO €JIEMEHTIB
cyMmHu Biz 1 10 5 Ta 1110 B CyMi BOHHM YTBOPIOIOTH IIIbOBE YUCIIO.

4. PE3YJIBTATHU TA OBTTOBOPEHHSA

PesynpTaramMu mOCHiKEHHS € 3BeleHa TaOiMLs MIBUJIKOAIL PI3HUX alrOpUTMIB 3
PI3HUM PIBHEM OINTHUMI3Allli Ta CEPEIOI0 BUKOPUCTAHHS 1 caMl aJrOPUTMHU.

[Tepen mouaTtkoM poOOTH aiaropuT™ nii Oy7a0 MOMIIEHO Ha JBa BHUJU: MOLIYK
BEPTUKAIBHUN 1 TOPU30HTAIBHUN. BepTHkanbHMi MOUIYK Mpalloe MIBUIKO, aje B pe3yibTari
3HAaXOJUTh PO3KJIAJ 3 MAKCHUMAIbHOIO KUIBKICTIO MOJaHKIB. ['OpH30HTAIBHHMIA aNroputM B
pe3yapTaTi 3HAXOAUTh PO3KIAJ 3 MIHIMAIBHO MOXJIMBOIO KUIBKICTIO  €JIEMEHTIB.
["opu30HTaIBHMI aNTOPUTM MA€ MEPEBIPUTH Maii’ke BCl MOKIMBI KOMOiHallii, TOMY Ipallo€e B
pa3u MOBUIBHINIE 1 HE MIIXOIUTH Ul MEePEBIPKU TIOTE3U HA BENUKHUX yuciax. ToMy Ouiblie
yBaru NpUAUISIIOCh CaMe BEPTUKATILHOMY aIrOPUTMY.

B ocHOBI anroputMmy jexuTh nepedip eIeMEeHTIB 10 I’ SITH YHCEN M0 Yep3i BITHIMAIOUN
yuciaa BiAg IIboBoro ymcia N IMOKM ocraya He Oyne JopiBHIOBaTH Hymo. llpukian
HAWUIPOCTIIIOro aJITOPUTMY 3 KOJOBOIO Ha3BOIO “‘simple’:

def find sums (input number: int) -> list:
tetradic numbers = make tetradic numbers (input number)
length = len(tetradic numbers)

for il in range (length):
nl = make tetradic number (il)
requiredl = input number - nl
for i2 in range(length):
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n2 = make tetradic number (i2)
required2 = requiredl - n2
for i3 in range (length):
n3 = make tetradic number (i3)
required3 = required2 - n3
for i4 in range(length):
n4 = make tetradic number (i4)
required4 = required3 - n4
for i5 in range (length) :
n5 = make tetradic number (i5)
required5 = required4 - n5
if requiredb ==
return [nl, n2, n3, n4, n5]

return None

OueBUIHO HIO0 IIEH aNTOPUTM HE € ONTUMAIbHUM. J[JI MOKpamieHHS IIBUIAKOMIIT

anropuTMy OyIio 3po0JIeHO HACTYITHE:

[Tomyk 3 kiHig. Benuki uncna 3a3Buuail € cyMOr0 HaWOULIBIIUX YKCE, TOMY OUIbII
ONTHMAJBFHO MOYMHATH IMOIIYK 3 KiHms. L{g onmrumizamis Mae Ha3By reversed. Bymo
HEepEeBIPpEeHO W0 JOLUIBHO MOYMHATH MOWIYK 3 KIHIM came Ui MepIiuX JABOX
€JIEMEHTIB. AJITOPUTM 3 KOJOBOIO Ha3BOM “reversed”.

Terpaenpuyni yrcia MOXKHA FeHEpPyBaTH 3aMiCTh TOrO 100 MOCTIHHO BUPaxOBYBaTH
BUKOPHUCTOBYBATH (POPMYITY.

Buxopuctanus GiHapHoro nomryky. OCKUIBKH MOCIHIIOBHICTh T€TPACIPHUUHUX YHUCEI
BiJICOPTOBaHA, MOYKHA BUKOPHCTATH AJITOPUTM OIHAPHOTO TMOIIYKY JJISi TIPOXOAY TIO
eseMeHTax. Ilpudyomy OlHapHMIM MOIIYK MOXKHA BHUKOPUCTOBYBATH SIK JUIS
BEPTUKAJIBHOTO, TaK 1 TOPHU3OHTAIBHOTO AITOPUTMY. AJITOPUTM 3 KOJOBOIO Ha3BOIO
“binary-search”.

BukopucranHs TeHepyBaHHs CyM JI0 TIONIYKY. 3aMiCcTh TOTO HIO0 IIyKaTH YHCia, JJIs
SKMX TOTPIOHO TpU TETpaeIpUYHMX YHCIa MOXKHA MIPOMTH MO TEeTpa’pajbHBIN
yuciaaMm 1 moOyayBaTH CyMH IJisi OJHOTO, JIBOX 1 Tphox enemeHTiB. IloTiM, komm
notpiOHO Oyne 3HaiTH OakaHy CyMy JUIsl HaTypaJlbHOTO YHCIa, BOHO Bxe Oyjne
nopaxoBaHo. lle 3HauHO 3MeHIIye KIIbKICTh MPOXoay HHMKIIB. KiNbKICTh Takux
eneMeHTiB 10 200 TerpaenpuuHux uucend. TakuM yuHOM MHiHO O(200)"3. mu
orpuMaemo 47547 3HaliICHUX CyM, SIKI MO>KHa BUKOPUCTOBYBATH JJISl 3HAXOJKEHHS
3JMILKY JUIS NEpUIOro, Ipyroro Ta TPeTboro yucia. 3aBIsSKHU IbOMY MPOMYCKAETHCS
nepeBipka OurbInocTi Hatypanbaux yucen 10 50 000. Ile Takoxx Mae 3HAUHUM BIUIMB
Ha IIBUJAKOJIIO NMPH BEIMKUX YHCIIAX, OCKUIBKM TaM TaKOX 4YacTO PO3PaXOBYIOTHCA
enemenTH a0 50 000. Anroputm mMae KoJ10BY Ha3By “prebuild”.

Buxin 3 mepeBipku B Kellli SIKIIO TaM O1IbIlIe JOMYCTUMOI KIJIbKOCTI €JI€MEHTIB CyMH.
Jisi BepTUKAIBHOTO aNTOpUTMy Iie Ja€ 3HayHe NpumBuAmeHHs. [licms koxHOI
NEPEeBIPKU pe3yNbTaT 30epiraeTbes B Kell, SKIIO HE 3HaleHo. TakuM 4MHOM, SKIIO
IpU TOIIYKY €JIEMEHTH CYMHU 3HailIeHo B Kelll, aje iX KUIbKICTh OiibIia 3a
JIONYCTUMY, TO II€ YHUCIO TEPEeBIpATH Jali HAa MEHIIMX 3HAUYEHHSIX HEMae CEeHCY.
Anroput™m Mae KoJ10BYy Ha3By “prebuild-skip”.

OCTaHHBOIO ONTHUMI3AIIEI0 JAHOTO AITOPUTMY € PO3OUTTS Ha MOTOKHU. JlomaBaHHS
0araTonoTOKOBOTO BWKOHAHHS 3HAYHO TMPHINBUAIIYE BUKOHAHHSA TIIEPEBIPKH Ha
Cy4JacHUX KoM roTepax. OnTumiszailist Mae KoJoBy Ha3By “‘multithread”.

[likaBUM MeTOJOM ONMTHUMI3AIlli € MepeHeCeHHs] Koay s BukoHaHHs Ha GPU. Jlns
11poro BukopuctoByBascs Python 1 ¢ppeitmBopk anst podotu 3 GPU Apple Metal.
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HaBeneni onrtumizamii Oynu  mepeBipeHi Ta pe3yibTaTd 3BEACHI y TaOJIHIIO.
Onrtumizanii nepesipsiiuck Ha MoBi Python, TypeScript (Bun), C++, Apple Metal i mapi 3
Python.

Ha pucynky 1 nmponemoncTpoBanuii rpadik eheKTUBHOCTI PI3HUX aJITOPUTMIB y Pi3HUX
CepeIoBUINAX IS Pi3HOI KITBKOCTI YHCEI JJIsl TIEPEBIPKH.

3 pUCYHKa BHIHO IO QJITOPUTM TOPH3OHTAILHOTO TIOIIYKY CHJIBHO BIJICTa€ Bij
BEPTUKAIBHOTO Yy MIBUAKOCTI. Yepe3 BenuKy KUIbKICTh YHCEI, ONTHMI3allisl 3a JOIMOMOTO0
GPU ne nanma takoro mpupocTy sk OararonorouHicte Ha CPU. Lle BUKIMKaHO TUM, IIO
Oararo ganux nepenaerses Mibk CPU 1 GPU. Byiio mopiBHSHO MIBUIKICTh pOOOTH aITOPUTMIB
Ha MoBi Python, TypeScript (Bun) ta C++. Xoua TypeScript npaifoBaB mIBH/IIE B PEKUMI
OJTHOTO TIOTOKY, B 0araronotrokoBomy pexkumi Python moka3ye cebe kparie, ajne Bce OIHO
noBUTbHIMINHN 32 C++.

Time in seconds

30 == python/simple
== bun/simple
python/reversed
bun/reversed
== python/binary-search
bun/binary-search
20 python/binary-search-prebuild
== bun/binary-search-prebuild
bun/binary-search-prebuild-skip
python/multithread
== pun/multithread
c++/multithread
== python/gpu
== bun/horizontal-binary-search

bun/horizontal-multithread

[ ———
0 \ f } } t t }

10 000 100 000 1 000 000 10 000 000 100 000 00O 250 000 000 500 000 000

Pucynox 1. I'pagix 3anexcnocmi uacy 8i0 KinbKocmi enemenmia OJist PO32AAHYMUX
anzopummie

BUCHOBKMU TA IIEPCIHEKTUBMU ITIOJAJBIINX JOCJIIKEHD

B xoxai nocnimxeHHs Oyno po3riisiHyTO BHKOpUcTaHHS MoBU Python ta ananoris s
BUPILICHHS PECYPCOMICTKHX 3aJ]au Ha MPUKJIIaAl JOBEJeHHs TpeThoi rinote3u Ilommoka. bymno
PO3MIISIHYTO K 1 CTAaHAAPTHI METOAM ONTHMI3allii aJrOPUTMIB, TaK 1 MIISXH TMOKPAIICHHS
IOPOAYKTUBHOCTI BHKOPHCTOBYIOUM OararonoTo4HicTe. IlapanenbHi oO4YHCICHHS 3HAYHO
MPUCKOPIOIOTh B&XKl Ui KOMIT'IOTepa QJITOPUTMH 1 B IUIOMY TepeBipeHi MOBU
nporpaMmyBaHHs rapHo cede nmokaszanu. [IpoGneMoro 171 BUKOpUCTaHHS rpadiyHOro ajanrepa
JUIS OOYHCIICEHb CTajo Te, M0 Pe3ynbTaTH MOTPiOHO 30epertu y daitn. s momaiasimoro
aHamizy. Hapmami MoXHa TOPIBHATH NPOJYKTUBHICTh OOYHMCICHb BUKOPUCTOBYIOUH
texHojorito CUDA. Po3po0iieHi airopuTMu TrapHO NpaLOOTh MapaleibHO, HaBiTh
BPaxOBYIOYM BUKOPHUCTAHHS CHUIBHOTO KEITy.
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METAAHAJII3 [TOPIBHAJIbHUX JOCIIIXXEHb AJITOPUTMIB KJIACTEPU3AILIII
JUJII OBPOBKU BEJIMKUX OBCAI'IB JTAHUX

AHortaniss. Meraanani3 kinacrepuzanii Juis BEIMKHX AaHUX JOCHIIKYE e(PEKTHBHICTH
NOMYJISIPHAX QITOPUTMIB Y KOHTEKCTI pI3HHMX THIIB J@HMX Ta METOIB KJIacTepu3arlii.
BusiBneHo, mo g YMCIOBUX naHWX Haiikpammmu € K-Means, Chameleon ta DBSCAN
3aBIAKH iX TPONYKTHBHOCTI Ta THYYKOCTi. I/ KaTeropialbHUX JaHUX ONTHMAJIbHUMHA
samumaioteest K-Medoids, LIMBO i Kohonen's SOM, mo 3a0e3mnedyloTh TOYHICTH Ta
ajanTamiro 1o crerudigHnx HabopiB JaHWX. AHAII3 MIIKPECITIOE BiACYTHICTh YHIBEPCAIBLHOTO
pilIeHHsS, PEeKOMEHAYIOYM KOMOIHYBaTH MiAXOOW IJIsl TOCATHCHHS HAWKpaIIUX pe3ylbTaTiB.
[Mopmanpmmi mociimKeHHS MAaIOTh 30CEPEIUTHCH HAa 3HIDKCHHI OOYHCITIOBANIbHOI CKJIAJHOCTI Ta
iHTerpanii TpaguLiiHUX i Cy4aCHUX METOIB.

KoaiouoBsi ciioBa: MeTaananis; aropuT™M KiacTepu3allii; BeNnKi 00CATH TaHUX

1. BCTYII

3 HEBOUHHHUM 3pOCTaHHSAM OOCATIB JaHUX y BCIX cdepax JIOACHKOI MisJIbHOCTI, Bij
HAYKOBHX JIOCHIKEHb 10 Oi3HEC-aHANITHUKHU, KJIacTepu3allisi MepeTBOpuiIacia Ha KPUTHYHO
BOKJIMBUNM Ta HE3aMIHHHHM IHCTPYMEHT /I TJIUOOKOTO aHajizy, BCEOIYHOTO PO3YMIHHS Ta
e(eKTUBHOI 1HTepIpeTalii CKJIaJHUX, BEIUKUX Ta 6araToBUMipHUX HAOOPIB JaHUX.

HesBaxkatoun Ha 3HAYHUN TIPOTpEC Yy PpO3pOOIl aJrOpUTMIB KiacTepu3allii, 1CHyroul
METOJIM YaCTO CTUKAIOTHCS 3 CEPHO3IHUMH OOMEKEHHSMHU Tpu 00poOIli HAJABENTUKUX HAOOpiB
JTaHUX, 0COOJIMBO B YMOBaX 0OMEKEHUX OOUMCITIOBAIIBHUX PECYPCIB.

OcHoBHa mpobiiemMa MOJArae y BIJCYTHOCTI YHIBEPCAIbHOIO alrOpUTMY, SKHHA Ou
e(eKTUBHO TMOEAHYBAB BUCOKY IMIBHAKOIII0, MAacIITa0OBaHICTh Ta SIKICTh KJIaCTEpU3aIlil JIs
pI3HUX THUMIB BETUKUX AaHuX. lle 3ymMOBIIO€ HEOOXITHICTH CHCTEMAaTHYHOTO aHaTi3y Ta
MOPIBHSHHS 1CHYIOUMX MIAXOIB JI0 KjacTepu3allli BEIUKHX JaHUX, 00 BU3HAYUTH IXHI
CWJIBbHI Ta cja0Ki CTOPOHH, a TAaKOXX BUSBHUTU MEPCIEKTUBHI HANPSIMKH I TMOAATIBIINX
JOCTIIKEHb.

Mera mnyo6Jikauii. Ha ocHOBI MeTaaHamnizy MOpIBHSUIBHUX JOCHTIIKEHb, BU3HAYUTH
HalOUIbII eQEeKTUBHI AJITOPUTMH KiacTepu3auli A oOpoOKM BETMKUX OOCSTIB JaHUX Y
PI3HUX Traxy3sx 3aCTOCYBaHHS.

2. TEOPETUYHI OCHOBHA

ANTOpUTMH KJIacTepu3allil € KIIOYOBHUM I1HCTPYMEHTOM aHajli3y BEJIMKHX OOCSTiIB
JIAaHUX, K1 BUKOPUCTOBYIOTHCS JJISI BUSBJICHHS CXOXKOCTI Ta 3aKOHOMIPHOCTEHW y Habopax
JaHuX. 3alexHo Big cHoco0y TpynyBaHHA Ta crHeuudiku oOpoOIIOBaHUX JaHUX,
KJIaCTEepHU3aIlisl PO3AUISETHCS Ha PI3HI MIIAXOAU, SKI BApIIOIOTHCS 3a PIBHEM CKIIATHOCTI,
TOYHOCTI Ta oOuucimoBaiIbHOI edekTuBHOCTI. [l yac aHamizy anropuTMiB KiacTepu3aiii
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BPaxOBYIOThCS TaKi BaXKJIMBI (aKTOPH, SIK 1X MPOAYKTUBHICTh, MACIITA0OBAHICTH 1 aganTaris
IO TUIIIB JAaHUX.

BpaxoByroun KITHO4OBI KaTeropii KJIaCTepU3aI[ifHUX alropUTMiB, X OCOOJMBOCTI Ta
cdepu 3acToCyBaHHS, AITOPUTMH KJIaCTEpH3allii MOXKHA MOJUINTH HA KiJIbKa OCHOBHHUX THIIIB
(Tabm.1).

Tabnuys 1

Tunu ajaropuTmiB KjaacTepusamii

Tun anropurmis Onnce

Le#t T anropuUTMiB PO3MOIUISE IaHi Ha 3a37aJleTiib BU3HAYEHY KUIBbKICTh KJlacTepiB,
IpH [bOMY KOXKHA TOYKA HAJICKUTh TUIBKH 1O OJHOTO KiacTtepa. Merta moisrae y
MiHiMi3amii fesikoro kpurepiro. Hanpukian, me BigcTaHp 10 MEHTPY KiIacTepa.

Ha ocHoBu mominy Ha
MM IMHOXAHA

AnroputMu OYIyIOTh i€papxito KIacTepiB y BUIIIIAL AepeBa , Tak 3BaHi JEHIPOTPAMH.

Ha ocHOBi moOymoBu . . . Lo ;
JepeBa MOXKHa po3pi3aTd Ha PI3HUX PIBHSAX Uil OTPUMAHHS 0a)XaHOi KiTbKOCTI

iepapxii .
pap KJIaCTepiB.

Li anropuT™Mu 3HAXOOATh KJIAacTepU SK OONACTI 3 BHCOKOI MIUIBHICTIO TOYOK,
Ha ocHoBI miinsHOCTI po3niieHi oO0macTAIMH 3 HH3BKOIO INUTBHICTIO. [limXomaTe s CKIamHUX (QopM

KJIaCTEpiB Ta OOPOOKH ITyMy.

JaHi po3IUIAIOTECS HA CITKY ITiJ] 4ac MpoIecy MPOCTOPOBOI AUCKPETH3ALlIi, 1 KITacTepu

Ha ocHoBI ciTku . . L .
BU3HAYAKOTHCA AK HI1JIBH1 O6J'I3CT1 B CITIII. HIZ[XOZLHTL JJI1 BEJIMKUX Ha60plB JaHUX.

Ha ocHoBi | [lepenbauaerbcs, 10 JaHi MOXOIATh i3 MEBHOTO CTATHCTHYHOTO PO3IMOJLTY, 1 KOXKEH
MO/JICIIFOBaHHS JJAHUX KJIaCTep ONUCYETHCS MApaMeTPaMy IIbOr0 PO3HOLLLY

Ha ocHOBI mpoBeneHOro aHamizy HAyKOBHUX JIOCIHII)KEHb BCTAaHOBJICHO, IO JUIS
3a0e3MeyeHHs] KOPEKTHOrO MOPIBHSIHHS aNTOPUTMIB KiacTepu3alii HeoOXiIHO BpaxOBYBaTH
TUIH JTAHKX, 3 SKAMHU BOHU TPAIIOIOTH. 3 1€l MpUYuHA 0a30BUMU ISl pO3TIIsiAy Oynu oOpaHi
KIIIOUOBI THIHM JaHUX, SIKi HaifyacTillle BAKOPHCTOBYIOThCA B KIacTepHOMYy aHamisi (puc. 1). Ix
OCHOBHI XapaKTEpUCTHUKH, 1110 BIUTMBAIOTh HA BUOIp aJrOpUTMY, AE€TAJIbHO ONMUCAaHI B poOOTax
[1]-[5] pi3Hux HAyKOBILiB.

Tunu [aHux B KJIaCTEPHOMY aHaIi31

Yucnosi gani KareropianbHi naHi
BesnepepBHi a00 AMCKPETHI YHCIOBI JlaHi, 10 MOIUTSIOTECS Ha JUCKPETHI
2QETAUALPHHAT TTITN MATNTR I('i ]TLI('I.{‘“‘I TTNIANNITV I{ﬂ'T‘Pl"nﬂi.‘. ﬁF‘Q TINANNOTTHNATO TTIOONAGTTIEN vmiw HIANMIA

Pucynox 1. Tunu oanux 6 knacmeprHomy ananisi
3. METOIHU JOCJIIKEHHSA

Jns Bu3HaueHHS e(EeKTHUBHOCTI alrOpUTMIB KiacTepusalii BHUKOPUCTOBYBABCS
METaaHANITHYHUA Tiaxig. BiH mepexpbadae cucTeMaTH4HM —aHami3 myOmikamid i3
MOPIBHSIIBHUMHU JTOCITI/DKEHHSIMH  aJITOPUTMIB, IO 3aCTOCOBYIOTHCS [IJISi BEIIMKUX OOCATIB
JTAHMX.

s Toro mo0 epeKTUBHO MOPIBHATH aNTOPUTMU, OYB BUKOPUCTAHUN MOPIBHSIBHUI
aHaJli3 aJrOpUTMIB, SIKHI OXOIUIIOBAaB KUIbKa €TaliB: CIOYaTKy oOMpaBcs HaHOLIbII
e(eKTUBHUI aJITOPUTM JJIl MOXKJIMBOT KOMOIHAIIIT TUIY aJTOPUTMY Ta TUITY JIaHUX B OJHOMY
JoKepeni, Aaini oOupaBcs HalyacTille 3ragyBaHUN 1 pEeKOMEHJOBAaHUM aIrOPUTM Cepell YCixX
TDKEpedt.
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4. PE3YJIBTATHU TA OBT'OBOPEHHSA

Amnamiz podotu M. A. Mahdi [1], sxi posrmisganu MacmTaboBaHi alrOPUTMHU
KjacTepusamii A7 BENMKHX JaHUX, JO3BOJIMB BH3HAYUTH JIAEPIB Cepell aJIrOpPUTMIB
Kkjactepuzanii. {1 YyucinoBux naHuX, METOJ MOALTY Ha MIAMHOKUHU HallKpallle peatizyeTbes
3a gomomoror anroputmy K-Means 3aBasku #oro mpocToTi Ta MIBHUAKOCTi, TOMI SIK
lepapxivyHUd Miaxij Ha#OUIbII epeKTUBHHUM 13 3acTocyBaHHAM ainroputmy Chameleon, 1o
BUKOPHUCTOBYE JWHAMiYHE MojemtoBaHHsA. [l kmactepuzamii Ha OCHOBI  IIUTBHOCTI
ontumanibHUM € DBSCAN, 31aTHMIA 3HaXOUTH KJIacTepH HeCTaHIapTHOI (popmu, a CiTKOBUI
MeTo Haiikpaie npaioe 3 WaveCluster, sskuii mBUIKO 00po0JIsi€ BETUKI MacCUBH JTaHUX. Y
MOJICTIOBaHHI JaHuX TepeBary otpumap Gaussian Mixture Model (GMM) 3aBasiku THYYKOCTi
B MOOY/I0B1 CKJIQJHUX CTaTUCTHUYHUX Mojeseil. J[s kareropialbHUX JTaHUX METOJ MOJALTY Ha
HOiIMHOXKMHU  Kpamie peanizyBatu uepe3 K-Medoids, a i iepapxiyHoro miaxomy
ontuMmansHuM € anroput™m LIMBO, cneuianmizoBanuii niasi poOOTH 3 KaTeropiallbHUMHU
naanMu. Knactepusanis Ha 0CHOBI MIIIBHOCTI edexThBHA i3 3acrocyBaHHsIM CACTUS, sikuit
aJanTyeTbes A0 crnenudiku KaTeropialbHUX JaHUX, TOAl SK CITKOBHM METOJ JEMOHCTPYE
BrUCOKYy miponayktuBHICTh 13 CLIQUE. Jlns mMonentoBaHHS KaTeropiadbHUX JaHUX HAHOUTBII
niaxomutb Kohonen's SOM, mo 3abe3neuye rHydke rpynysaHHs. Lli anropurmu
MPOJIEMOHCTPYBAIM CBOIO €()EKTHBHICTh Yy BIAMOBITHUX CIEHAPISX, JTO3BOJSIFOYH JOCSTTH
AKICHOTO KJIACTEPHOTO aHali3y.

B po6orti Z. Dafir [2], B sikiii po3riisgaqucs 4UCIOBI JaHi Ta alrOPUTMH HAa OCHOBI
MOJITy Ha MiJIMHOXKMHH, METOJ| mapanenbHoro BukoHaHHi K-Means uepe3 MapReduce
BUSIBUBCSl €(DEKTUBHUM 3aBISKU IIBUAKOMY PO3NOIUTY AAaHUX MK By3JIaMH Ta OHOBJICHHIO
HEeHTpPiB KiactepiB. KareropianbHi 1aHi Haiikpamie oOpoOJIsStOTHCS 3a JOMOMOTOI0 aarTarii
K-Modes, ocobnmmBo Ha 1urardgopmi 3 OaraTosaepHUMH MPOIECOpaMH, siKa 3abesreuye
PO3MOJINT AAHUX MK MOTOKaMH. Y BHIMAJKaxX ajJropUTMiB Ha OocHOBI miiibHOCTI, DBSCAN,
peanizoBanuii 4epe3 Spark, € jiepomM 3aBISKH MOXIJIMBOCTI OOpOOKH BETUWKUX HAOOpPIB
JAHUX 13 30epeKeHHSM TOYHOCTI. AJITOPUTMH Ha OCHOBI CITKH, Taki sk WaveCluster Ha
OCHOBI TapajebHOTO BUKOHAHHS, 100pe ONTUMI30BaH1 JIsl 0araTonponecopHuX CepeaoBUI]
yepe3 epeKTUBHE PO3OUTTS MPOCTOPY.

Posrnsaaroun podoty K. Djouzi and Kadda Beghdad-Bey [3], 6yiio Bu3HaueHo, 1110 11s
YHUCIOBUX JAaHUX HaWkpamumu anroputMamu € K-Means, sxuii 3abe3neuye MpOCTOTY
peanmizanii Ta MacuTaboBaHiCTh, a Takok BIRCH, skuil epexTuBHUI 17151 0OpOOKM BEIUKHUX
HaOOpiB 13 MIHIMAJIBHUMHU pecypcamu. Y KaTeropiaJlbHUX JaHUX JiiJlepaMH BUCTyNaoTh K-
Modes, mo npaitoe 3 HoMiHaIbHUMH 3HaueHHsAMH, Ta DHCC, agantoBanuil 11 i€papXxiuHoi
knactepusanii. DBSCAN Bu3zHaHO ONTUMaldbHUM JJs YHCIOBUX 3a7ady 13 IIymMamu Ta
KJIacTepu3ailiero J0BUIbHOI (opmu. Takoxxk Oyno Big3HaueHO edexTuBHICTE EM  mis
aBTOMATHYHOI'O BU3HAYEHHS KUIBKOCTI KjacTepiB y uncioBux nanux i COBWEB s poGotu
3 KaTeropialbHUMU JaHUMHU.

[Ticns mopiBHsuIbHOTO anaii3y pociimkerb N. Anand and P. Vikram [4], ans uncioBux
naHux Hanoumem  edextuBHUMHU BusiBWwincs DBSCAN cepen anropuTMiB Ha OCHOBI
minsHOCTI 1 BIRCH cepen anroputmiB Ha ocHOBI moOyI0BH ie€papXiid. J[i1s kaTeropiaqbHUX
nanux gigepamu cranu K-Modes y miaxoai moainmy Ha minMHOoxuHH Ta ROCK cepen
1EpapXi4HUX aITOPUTMIB.

Amnamizyroun pobory A. Fahad [5], mns uucnoBux gaHuX Hale)EeKTHBHIIIMMU
BUSIBWINCS QJITOPUTMU Ha OCHOBI miuibHOCTI, Taki ssk DENCLUE, uyepe3 iX 3maTHICTh
CTBOPIOBATH KOMITAKTHI KJIAacTepW 1 MIBUAKHWIA Yac BUKOHAHHS. [yl KaTeropiallbHUX JaHUX
0co0JIMBO 10Ope 3apeKOMEHIyBaB ce0e METOJ Ha OCHOBI MOJICIIOBAHHS JIaHUX, 30KpeMa
anroput™M EM, 3aBasiky BUCOKINA TOYHOCTI Ta CTAOUTBHOCTI KJIacTepU3aIlii.
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BUCHOBKMU TA IEPCIIEKTUBMU ITIOJAJIBIINX JOCJIIKEHDb

AHaJi3 Cy4acHUX JOCHIIPKCHb JIO3BOJIMB BHU3HAYUTH JIJEPIB Cepell aIrOPUTMIB
KJIacTepu3alii 3aJIeKHO BiJl THITY TaHUX 1 MIAXOY: Uil YUCIOBUX JaHUX Haie(eKTUBHIIMMU
€ K-Means, Chameleon, DBSCAN, WaveCluster i Gaussian Mixture Model (GMM), Toxi sik
JUIs KaTeropialibHUX JaHuX onTuManbHumu BusHani K-Medoids, LIMBO, CACTUS,
CLIQUE Ta Kohonen's SOM. XoxeH aiaroputM He € YHIBepCaJIbHUM, TOMY IIOJabIII
JIOCJTIJDKEHHST MAalOTh 30CEPEAUTHCS HAa KOMOIHYBaHHI TE€XHIK, 3HI)KCHHI 4acOBOI1 CKJIQHOCTI
Ta 1HTerpamii TpagumiMHUX 1 Cy4acHMX MiAXOJiB Uit 3a0e3neueHHs e(EeKTUBHOI
KJIaCTEePHU3aIlil BEJTMKUX OOCATIB JTAaHUX.
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RESEARCH ON THE SECURITY OF MASS SERVICE SYSTEMS IN INTELLIGENT
TRANSPORT SYSTEMS USING ARTIFICIAL INTELLIGENCE TECHNOLOGIES

Abstract: The security of mass service systems in intelligent transport systems (ITS) is a
critical aspect of the development of urban transport infrastructure. The use of artificial
intelligence (Al) technologies in securing such systems allows for the automation of threat
detection, risk prediction, and incident management processes. This research aims to develop
ITS security analysis scenarios, including the identification of potential vulnerabilities, the
implementation of cybersecurity measures, and the assessment of Al integration effectiveness in
protecting transport infrastructure. The article discusses the concept of ITS mass service
security, proposes approaches to its evaluation and improvement using Al. Key results include
the identification of methods and scenarios for ITS security research, as well as the advantages
and risks of using Al in their operation. The presented results can serve as a basis for further
developments in the field of transport cybersecurity.

Keywords: Intelligent transport systems, mass service, security, artificial intelligence,
megacities, research scenarios, cybersecurity.

1. INTRODUCTION

The development of megacities and the increase in transportation load create significant
challenges for the security of intelligent transport systems (ITS). The use of modern
technologies, such as artificial intelligence (Al), to enhance the security of these systems is a
pressing task. However, questions remain regarding the integration of Al into ITS security,
particularly in terms of threat identification and protection against cyberattacks. Literature
review shows that current research focuses on the use of Al in traffic management [1] and
traffic flow prediction [2], but pays insufficient attention to security aspects. Research on ITS
cybersecurity [3] highlights attack detection methods but is limited in analyzing Al
integration into this process. The uniqueness of this study lies in forming a comprehensive
approach to mass service system (MSS) security considering Al.

Aim of the publication : Given the aforementioned aspects, the goal is to analyze
scenarios for researching the security of mass service systems in intelligent transport systems
using Al technologies.

2. THEORETICAL FOUNDATIONS

The security of intelligent transport systems (ITS) is a multifaceted category
encompassing both physical and information security. Physical security aims to protect
infrastructure and equipment from potential damage, while information security ensures the
protection of data that is processed, transmitted, and stored within ITS. The latter includes
measures to prevent cyber threats and attacks. The application of artificial intelligence (Al)
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technologies in the field of ITS security is based on three main principles, as presented in
Table 1.

Table 1
Fundamental Principles of Al Application in ITS Security
Pri Technol Functional description
nciple ogy
Firs Machine Enables the prediction of threats and detection of anomalies in the
t Principle | Learning (ML) | functioning of transport systems.
Sec Bi Allows real-time analysis of data obtained from sensors and network
ig Data - - - . ;
ond p A sources, ensuring quick risk detection and decision-making.
S rocessing
Principle
Thir Decision Involves the use of algorithms for rapid incident response without
d Principle Automation human intervention.

ITS face a range of risks that can be classified into three main categories (Figure 1).

technolo

cyber

gical

include attacks on traffic arise from hardware or

control systems, which can lead to software errors and can cause

their disruption

failures in the operation of ITS

social threats

related to data manipulation by

users, which can create risks to privacy

and data integrity

Figure 1. Classification of Risks in ITS

Thus, ensuring the security of ITS requires a comprehensive approach that includes the
use of innovative Al technologies, risk analysis, and the implementation of protective systems
at all levels of transport infrastructure management.

3. RESEARCH METHODS

The research methods are based on a combination of theoretical analysis and
experimental work, which ensures a comprehensive approach to studying the security of
intelligent transport systems (ITS). The methodology includes several stages that logically
complement each other and are presented in Figure 2.
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»  Analysis of potential »  Developing models »  Conducting tests on
cyber threats that that describe possible simulation platforms
may impact the approaches to that mimic the
operation of transport protecting transport operation of public
systems. systems using transport control
»  Based on historical | artificial intelligence E systems in megacity
data of previous technologies. . conditions.
hreat incidents in ITS evelop »  Cover various Xperime Involvement of
Model security. ment aspects of security, ntal transport system
INg >  Allows identifying of including threat Verifica operators to verify
key system Resear identification, tion of the effectiveness of
vulnerabilities and ch development of Develop the proposed
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Figure 2. Methodology for Researching MSS Security in Megacity ITS

The research object is traffic control systems, which are among the most crucial
components of the transport infrastructure in megacities. Participants in experimental studies
must evaluate the performance, response speed, and reliability of the implemented algorithms,
ensuring the possibility of practical implementation of the results.

4. RESULTS AND DISCUSSION

The results of the study confirm the high potential of artificial intelligence (Al)
technologies for ensuring the security of intelligent transport systems (ITS) in megacities. The
research addresses several key aspects related to threat detection, security optimization, and
risk prediction.

The threat detection model is based on the analysis of input data X ={X;,X,,..., X, },

where x; — such as traffic, network activity, sensor triggers, and so on. A machine learning
algorithm is used to construct a classification function:
f: XY, 1)
where Y={0,1}, 0 — indicating the absence of a threat, 1 — indicating the detection of a
threat.
The training of the model is performed by minimizing the loss:
mgin L(f(X;6),Y), )

where 0 — are the parameters of the model, and L — is the loss function, such as binary
cross-entropy:

n

L(y.9) = —%z[yi log(9;) + (L ;) log@— 9,)] @3)

i=1

The model can use neural networks to detect nonlinear dependencies in the data. The
architecture includes an input layer, several hidden layers (either fully connected or
convolutional, depending on the data type), and an output layer with sigmoid activation.
During threat detection, Al-based models demonstrate high efficiency. Specifically, the
proposed algorithms can identify up to 92% of cyberattacks on transport networks.

The use of machine learning (ML) methods allows for the automation of event log
analysis, which previously required significant time and human resources. This can reduce
incident response time by up to 35%, a crucial indicator for minimizing the potential impacts
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of threats. Using neural networks for risk prediction will reduce the frequency of false
security alerts, enhancing system accuracy and reducing unnecessary operator workload.

Research on MSS security confirms the feasibility and effectiveness of integrating Al
technologies into ITS in megacities. However, the study also highlights the need for further
adaptation of these technologies to the actual operating conditions of urban agglomeration
transport systems. It is particularly important to consider the specifics of transport
infrastructure, system scalability, and the risks that may arise during the integration of new
solutions into existing networks.

CONCLUSIONS AND FUTURE RESEARCH PROSPECTS

The implementation of artificial intelligence (Al) technologies to ensure the security of
intelligent transport systems (ITS) in megacities will significantly enhance their resilience to
cyber threats and help optimize incident management. Al enables the automation of threat
detection, risk prediction, and incident response processes, making transportation systems
more efficient and safer. The application of machine learning, big data analysis, and neural
networks helps systems adapt more quickly to changing operational conditions, which is
particularly important for large urban agglomerations.

Future research should focus on the development of security standards for ITS using Al,
the adaptation of systems to new types of attacks, and the examination of ethical issues related
to the use of these technologies. Specifically, it is important to consider user data privacy,
accountability for errors in automated systems, and avoiding bias in algorithms. This
comprehensive approach will contribute to the creation of safe and resilient transport systems
in the future.
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BU3HAUEHHS CTAJIII 3PUIOCTI HOJIYHMII 3A JOIIOMOI'OO 3rOPTKOBOI
HEUPOHHOI MEPEXI

AHoTanisg. VY JocCHipKeHHI 3OiCHEHO NOPIBHAJIBHHHA aHali3 pI3HUX MoAeJeH
3TOPTKOBUX HEHPOHHHX Mepex i Kiacudikamii cTaxii Jo3piBaHHA NONYyHHII, a came
MobileNetV2, MobileNetV3Small ta EfficientNetBO. [Ins ouiHku  Heiipomepexi
BPaxOBYBAJIMCS TaKi METPHUKH, SIK TOUHICTb, BTpaTH, BIy4HICcTh(precision), moBHora(recall), mipa
f1(fl-score) Ta uyac wHaBuaHHA. Y pe3ynbTaTi HAMKpalli MOKa3HUKH BHSABIIHCS y MEPEKi
MobleNet. Pe3ynbratn Ta MeTOAMKa IOTO JOCTIHKEHHS MOXXYThb OyTH KOPHCHHMH SIK IS
HAyKOBILB, TaK i JJIsl MIANPUEMIIB, IO MPAIIOIOTh B arpONpPOMHUCIOBOCTI Ta BIPOBAKYIOTh
IITYYHHUH IHTENEKT y BUPOOHHYHMIT mporiec.

KarouoBi ciaoBa: mTydHHIE IHTENEKT, MAIIWHHUA/KOMII'IOTEPHHN 3ip, 3TOPTKOBA
HeriporHa mepexka(3HM), MobileNet, EfficientNet.

1. BCTYII

[TpoTsiroM Bciei icTopii CiIBCHKOTO TOCHOJAPCTBAa TEXHOJIOTIi BUPOIIYBaHHS Ta 300py
BpPOXKAI0 TMOCTIHHO BIOCKOHATIOIOTHCS, MOJETHIYIOYM pPOOOTY Ta TOdi Ta 30UIBIIYIOUN
edexTuBHICTh 300py MmaoAiB. ChOrofHi y rajiy3b arpornpoMHCIOBOCTI TEX MPOHUKAIOTH
CyJacHi TEXHOJIOTi, 30kpeMa IITYYHHMil iHTeNeKT. MIoro BUKOPHCTAHHS IIOPOKY CTae jeiaii
nomupeHimuM. Lls TexHonoris 103BoJsi€ BUPOOHUKAM arponpoAyKiii B peKUMi peaabHOro
yacy OTpUMYBATH BeJUKI oOcsiru iHopMallli, aHami3yBaT iX Ta NpUWMaTH PIIIEHHS 11010
BHECEHHsI JOOPUB, BUKOPUCTaHHS MECTHIM/IIB, 3pOIIYBAaHHS Ta BU3HAUEHHS 3pUIOCTI IUIOAY
ab6o pocinuHu. [loegHaHHA 3 HOBITHIMH pO3poOKamMM O€3MIJOTHUX MAIIMH Ta poOOTIB
JI03BOJIsI€ 30UTBIIUTH IPOYKTUBHICTH Ta 00CSATH BUPOOHULITBA Y CUTBCHKOMY T'OCIIOIAPCTBI.

Bax/MBOIO 4acTHHOIO Cy4acHOI arpONpOMHCIIOBOCTI € KOMIT IOTEpHUH 31p — OJHA 3
rajy3ei ITYyYHOTO 1HTENEKTY, sIKa 30CepePkeHa Ha CTBOPEHHI 1HTEJIEKTYaJIbHUX CHCTEM, SIKi
3/1aTHI OOpOOJSATH Ta aHaNI3yBaTH Bi3yaJlbHY 1H(OpMallilo Tak, sIK 1€ poOUTh JIIOJCHKA
ceHcopHa cucrtema[l]. ¥V paMkax JaHOT TEXHOJIOTIi 4acTO BUKOPUCTOBYIOTHCS HEMPOHHI
MepexKi, 1110 3A1MCHIOIOTH SIK PO3Mi3HAaBaHHs 300paKeHb, TaK 1 iXHIO KJIacH(IKaIito.

Merta nocnimxenss. IlopiBHsIIBHUM aHami3 epEeKTUBHOCTI PI3HUX MoOJIeNel 3rOpPTKOBUX
HEHUPOHHUX Mepex Ui Kiaacudikauii cTajli 3puIocTi IUVIOAY HAa MPUKIAJl ATl MOJYHMIN, a
TaK0X BU3HAYCHHS Halle()eKTUBHIIIOI MOl HEHpoMepexi.

HoBuzna 1ie€i poboTu mossirae B MOPIBHSHHI €(EKTUBHOCTI PIZHUX apXITEKTyp
HEHPOHHUX MEpeX Ha YHIKaJIbHOMY HabOpi 300pa)keHb IMOJIYHHILIb, CIELIANbHO 3i0paHoOMy
s kimacugikarii cramid Jo3piBaHHS, M0 Ma€ TMPAKTHYHE 3HAYCHHS arpoONpPOMHCIOBUX
JOCIIJKeHb y Hamiil kpaiHi. JlocmikeHHsl TakoX aHallizye e(eKTHBHICTh JIETKUX MOJeNen
Ha 300pakKeHHSIX CEePeHBOI SKOCTI, MO BKIMBO JUIS BIPOBAKEHHS KOMITIOTEPHOTO 30PY B
yMOBaxX OOMEXEHUX OOYMCIIOBAIBHUX PECypcCiB, BUKOPUCTAHHS MOJETl HAa MOOUIBHHX a0o
BOYZIOBaHUX MPUCTPOSIX JJISI pEATbHOTO arpOIPOMHUCIIOBOTO 3aCTOCYBaHHSI.

Metoauka 1 3aco0u nocmiJpkeHHs. il HaBYaHHS HEHpOMepeKk CaMOCTIHHO 310paHuii
Ha01p naHux i3 402 300pakeHp /Uit HaBuaHHA Ta 91 g TpeHyBaHHs. 300pa’keHHS MOJIYHUIIb
po3noiieHi 3a 3 KilacaMy: He3piJii, HallOJIOBUHY 3Pl Ta MOBHICTIO 3pii.
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Pucynok 1. Cmaodii 0o3pieanns nonyHuyi(31i6a Hanpaeo): He3pina, HanoJ108uUHy 3piid,
cmuena.

Jlns mHabopy maHMX 3aCTOCOBaHA TEXHIKA HapolryBaHHs AaHux(data augmentation), mo
JI03BOJISIE 30UIBIINTH HOTO IIISIXOM 0OepTaHHS 300pakeHb IiJl PI3HUMHU KyTamH, OOpi3aHHs
Ta iHImMX omepariii 3 HuMH. Lle m03BosE HEeWpomMepeki OyTH THYYKIIIOK JJii BUKOHAHHS
nocrasieHoi 3aia4i. HaBuanns BinOyBanocs npotsrom 100 emox Ha 3X MOJeNsaxX HEMPOHHUX

mepex: MobileNetV2, MobileNetV3Small, EfficientNetBO.

2. TEOPETUYHI OCHOBHA

MobileNetV2, MobileNetV3Small ta EfficientNetBO, siki € ogHuMm 3 HaiIermmx
MoJiesiell 3rOPTKOBUX HEHPOHHMX MEpeX y Hall yac. BoHM 1eMOHCTpYIOTh HOBITHI MiJXOAU
JI0 CTBOPEHHs €(QEKTHBHHX MOZENEH UIs 3a7ad KOMIT IOTEPHOTO 30py, OpI€EHTOBAaHHX Ha
MOOLTBHI IPUCTPOI Ta CUCTEMU 3 0OMEKEHUMH PECYPCAMH.

MobileNet, — 1 ciMeHCTBO JIETKHX MoOJENed HEHPOHHUX MEpPEeXk, TOJOBHOIO
0COOIMBICTIO 5KOI € 3roprka 3 posmimeHHsMm 3a rmbuaoo (Depthwise Separable
Convolution). Lls TexHika CYTTEBO 3MEHIIYE OOYMCIIIOBAIBHY CKIAQJHICTh 1 KUIBKICTh
napameTpiB MOJEIII.

MobileNetV2, npencrasiena y 2018 pori CenanepoM Ta CIiBaBTOpaMH, 3aIIpoOBaIniia
inHoBamiiHi  Mexanismu Inverted Residuals i Linear Bottlenecks, ski 3HWKYIOTH
00YMCIIIOBAJIBHY CKJIAJHICTh, BOJHOYAcC 30epiraroud BaXJIMBY 1H(QOpPMAII0 B MPOCTOP1
o3Hak[2].

MobileNetV3, ctBopena y 2019 pomi [oBapmom Ta i#oro KomMaHIo0r0, TMigHIMAE
ONTHMI3allil0 apXiTeKTypH Ha HOBHil piBeHb 3aBasku Bukopuctanairo Neural Architecture
Search (NAS). Moaens BropoBamkye Moayrm Squeeze-and-Excitation (SE) mis mocuieHHs
pEJIeBaHTHHUX KaHAIIB Ta HOBY akTHBaliiiHy (yHkuito h-swish, sika migsuinye edexkTHBHICTH
o0uucIieHb MOPiBHSHO 3 TpaauiiiHow ReLU[3].

EfficientNet — e cimeiicTBO 3ropTKOBHX HEHPOHHUX MEPEK, TOJOBHOK OCOOIHMBICTIO
AKUX € KoMIulekcHuM wmacmradyBanpuuid minxig (Compound Scaling). et meton
30a1aHCOBaHO MaclITabOBye pPO3Mip TIMOWHM, MIMPUHU Ta BXIAHOTO 300pa)KeHHd, IO
JIO3BOJISIE  JIOCSATTH KpPAIIOro CIIBBIJHOMICHHS MIDXK TOYHICTIO Ta OOYHCIIIOBAILHOIO
e()eKTHUBHICTIO.

EfficientNetB0, po3pob6inena Tanom 1 Jle y 2019 pori. Bona BUKOpHUCTOBY€E OJIOKH
MBConv, siki noeanyioth nepearu inverted residuals i3 SE-momynsmu, 3abe3neuyrodu
BUCOKY MPOJYKTUBHICTh MPH MiHIMAJIbHUX BUTpaTax pecypcis[4].

TakuM YUHOM, IIi apXITEeKTypH AEMOHCTPYIOTh Cy4yacHUH OajlaHC MK €()EeKTUBHICTIO Ta
TOYHICTIO, OCOOJMBO aKTyaJdbHUU IJIsi MOOUTPHMX 3aCTOCYHKIB 1 CHUCTEM 3 OOMEKEHHMH
pecypcami.

3. PE3YJIbTATHU JOCJIIIKEHHSA
Heiipomepexxa MobileNetV2 moka3ana Taki TOKa3HUKA TpU HABYAHHI: TOYHICTH,
BITy4HICTh, MOBHOTa Ta Fl-mipa ckmamu 99.46%, Brpatu 0.0139. IIpu Bamigariii TOYHICTS,
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BIIY4HICTh, TOBHOTa Ta F1-Mmipa ckinamu 97.8%, Brpatn 0.099. Came HaB4aHHS HelipoMepexki
TpuBayo 14 xB 36 c.

Hetipomepesxa MobileNetV3Small moka3zaia Taki mOKa3HUKH NMPU HABYAHHI: TOYHICTb,
BIIy4HICTb, MOBHOTa Ta Fl-mipa cknanu 98.42%, Brpatu 0.0288. Ilpu Bamimamii TOYHICTb,
BIIY4HICTh, ToBHOTa Ta F1-mipa cxuamm 98.9%, Brpatu 0.0451. Came HaB4aHHS HEipoMepexi
TpuBajio 12 xa.

Hetipomepexxa EfficientNetBO mokaszanma Taki MOKa3HUKM TpH HaBYaHHI: TOYHICTh
99.33%, Brparu 0.033, Biyunicte 99.39%, moBHoTa 99.39%, F1-mipa 99.39%. Ilpu Bamigamii
TouHICTh ckiana 98.61%, Brpatu 0.04, Biyunicte 98.61%, moBHoTa 98.61%, F1-mipa
98.61%. Came HaByaHHA HeifipoMepexki TpuBaso 16 xB 17 c.

[Ipyn HaB4YaHHI HaWTOUHINMIOKW cTaya Mojaelb MobileNetV2, ame nmpu BpaxyBaHHI BCIX
napameTpiB, HalieekTUBHILIOW BUsBIIIacs 3 apxiTekTyporo MobileNetV3Small.

EfficientNetBO e 99 33
A 98!61
MobileNetV2 e 99 46
e 97!8
MobileNetV3Small

A 93, 42
A 08 9

Pucynok 2. [lopigusints mouHocmu HetpoHHUX Mepedic OJisl HA8UAIbHO2O(CUHIN) ma
8anioayitino2o(yep8onuii) Habopy Oanux

BUCHOBKHA

OTpumaHa Mozenb Ma€ JOCUTh BHCOKY TOYHICTh Kiacugikaiii craaii 3piiocTi
nonyHuili. MobileNetV3Small € naliMeHmoo 3-momMix BHOpaHUX IJIs  JTOCTIIKEHHS
HelipoMepexk, MPoTe 1€ He 3aBaANIIO OTPUMATH BHCOKI MOKA3HUKY 110 MPU HaBYAHHI, IO MIPH
BaJIialrii.

BpaxoByroun nocTiitHe BOpOBaIKEHHS Cy4aCHUX TEXHOJOTIH Yy CLIbChKE TOCTIONapCTBO,
a TakoX OYpXJIMBUA PO3BUTOK INTYYHOTO IHTEIIEKTY, PE3YJIbTaTH IHOTO JIOCIIKCHHS
MOXXYThb CTaTH KOPUCHUMH SIK JJIs BITYM3HSHHUX aBTOPIB, TakK 1 JUIsl TIEBHHUX MIAMPUEMCTB
arpompoOMUCIOBOTO KOMIIJIEKCY.

CIIMCOK BUKOPUCTAHUX TKEPEJI

1. Wikipedia [Enexktponnuii  pecypc] — Pexum goctymy 10  pecypcy:
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%27%D1%8E%D1%8
2%D0%B5%D1%80%D0%BD%D0%B8%D0%B9_%D0%B7%D1%96%D1%80

2. MobileNetV2: Inverted Residuals and Linear Bottlenecks [EnexrponHmii pecypc] —
Pexxum noctyny 10 pecypey: https://arxiv.org/abs/1801.04381

3. Searching for MobileNetV3 [Enexrponnwuii pecypc] — Pexxum goctymy 10 pecypey:
https://arxiv.org/abs/1905.02244

4. EfficientNet: Rethinking Model Scaling for Convolutional Neural Networks
[Enextponnwuii pecypc] — Pesxxum moctymy 1m0 pecypey: https://arxiv.org/abs/1905.11946
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BUKOPUCTAHHA CTATUCTUYHUX METOUIB UL TIPOBEJAEHHA AHAJII3Y
SAKOCTI ATMOCOEPHOI'O ITOBITPA

AHoTaunis. Y Z0oCIiIKeHHI HABEICHO Pe3yIbTaTH BUKOPUCTAHHS CTATHCTUYHUX METOIIB
JUISL aHaJI3y SIKOCTI arMoc(epHoro MoBiTps. [yis nmpoBeneHHs JOCIiIKEeHHS 0yJI0 BUKOPUCTAHO
BiIKpUTHIT HaOip AaHuX npo iHAekc skocti moBiTps (AQI) Ta Horo KOMIIOHEHTH: piBHI
npibHoaucnepcHUX acTtok (PM2.5), o3ony (0O3), miokcuay azoty (NO2). bymo modymoBano
0araToBUMIpHY perpeciiHy MoJeib, sSKa JO03BOJIMJIA OILIHUTH BAXIUBICTh KOXXHOTO 3
napaMeTpiB Ha 3HaYEHHs iHIEKCY SIKOCTI HOBITPSI.

KuarouoBi cioBa: atmocdepHe TOBITPS, SKICTh MOBITPs, 3a0pyIHIOIOYI PEYOBUHM,
CTATHCTUYHHI aHAI3.

1. BCTYII

[TocranoBka mpobOiiemMu. ATmocdepHe MOBITPsI BiJIrpae OJHY 3 KIIOYOBUX pOJeH y
BIUTMBI Ha BCi KOMIIOHEHTH HABKOJHIIHBOTO CEPEAOBHUINA. SIKICTh MOBITPs BILUTUBAE HA CTaH
BCIX J>KMBHX ICTOT, BPAaxOBYIOUM HAC, JIOJIEH, B3a€MOJIII0 €JIEMEHTIB €KOCHUCTEMH Ta Ha
IUTaHeTy 3arajioM. ATmocdepHe MOBITPS BKJIIOYAE TaKi OCHOBHI KOMIIOHEGHTH SK KHCEHB,
BYIJIEKMCIMM Ta3, a30T, a TaKOX I1HEPTHI Ia3M, HANPHUKIAJ, aproH, reiid, BOAEHb, HEOH,
KPHUIITOH, KCEHOH, pasoH. [IpoTe KpiM pi3HOMAaHITHHX MPUPOJHUX EJIEMEHTIB Ta CIIOJIYK B
aTMoc(epHe TOBITPs MOTPAIUIIIOTH Pi3HI 3a0pyAHIOIOUYl PEYOBHMHHU, IO HAIXOIATH Y
pe3ysbTaTi aHTPOIOTeHHO1 AisibHOCTI.Cepell TaAKMX PEYOBUH € OKCUIU a30Ty, CIpKHU, YaJHUN
ra3, 030H, a TakoX 3BakeH1 yactTuaku PM2.5, PM10. Yci BoHU HECYTh HAA3BUYANHO BETUKUI
BILJIMB Ha CTaH 3/I0POB’sI IIOJUHU Ta JOBKIJLIA.

Merta ny6aikauii. Meroto myOmikaiii € BUKOPUCTaHHS Ta MOPIBHSAHHS CTATUCTUYHUX
METO/IIB /U1 00pOOKH Ta aHalli3y AaHHUX MPO SIKICTh aTMOC(HEPHOTrO MOBITPSL.

2. TEOPETUYHI OCHOBH

I[Tix yac a”amni3zy cTany aTMoc(epHOro MoBITPs Ta PEryIIOBaHHS HOrO SIKOCTI BaXKJIHMBY
pOJIb BIJITPAlOTh E€KCIEPTHI CHUCTEMH Ta CUCTEMM MIATPUMKH TNPUHHATTS pilleHb. Taki
IporpaMHi MPOAYKTH JIOTIOMAaratoTh ONpAallbOBYBAaTH BEIMKI MAaCHUBU JaHUX, 1€ J03BOJISIE
(daxiBIAM IIBUJKO Ta TOYHO OTPUMYBATH PE3yJIbTAaTH Ta BIANOBITHO MpUMMAaTH HEOOX1JHI
pilIeHHS ISl peryatoBaHHs piBHA 3a0pyaHeHocTi. OTHUMH 3 BaKJIMBUX KOMIIOHEHTIB CUCTEM
OIATPUMKH TpUHHATTS pimeHb € TtexHoinorii OLAP 1 Data Mining. Buxopucrtanss
CTaTUCTHUYHUX MeToniB y moenHaHHi 3 OLAP ta Data Mining no3Boisie OuIbII TIHOOKO
MPOBOAMTH aHAJI3 BIUIMBY OKpPEMHX 3a0pyIHUKIB Ha 3arajbHy OI[IHKY SKOCTI MOBITPS Ta
OIIIHIOBATH JIOCTOBIPHICTh BUSBIEHUX TIMOTE3.

Jlns mpoBeneHHs CTaTUCTHYHOTO aHalli3y BUKOPUCTAHO BIAKPUTHI HaOIp AaHUX PO
iHgexc skocti moBiTps (AQI) Ta HOro CKIaaoBi: MOKa3HUKHU JPIOHOAMCIEPCHUX YACTOK
(PM2.5), o3ony (O3), a Takox miokcuay azoty (NO2) [1].

3. PE3YJIbTATU TA OBTOBOPEHHS
VY mporeci aHanizy aTMoc(epHOro MoBiTps OYyJi0 MpOoaHai30BaHO PO3MOJLT KIIBKOX
MOKA3HUKIB MOBITPS Ta BIUIUB JiorapudMivyHoi TpaHcopMallii Ha iXx HopMmaibHIcTh. Ha puc. 1
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npoJeMoHCTpoBaHO Tpadiku Q-Q, HAa SKUX MOXKHA MOMITHTH, IO HEOOpPOOJICHI 3HAYCHHS
MMOKa3HUKIB Ta 1HJIEKCY SKOCTI MOBITPs (JIIBUW CTOBMEIH) NEMOHCTPYIOTh HEPIBHICTD 1 BaXKi
XBOCTH, SKi TMOPYIIYIOTh CIPOCTOBYIOTh HOPMAJBHICTh po3NOAUTy naHuX. lleperBopenHs
3Ha4Y€Hb, BUKOPHUCTOBYIOUH JIoTapu(PpMiuHy TpaHcdopMalliro (MpaBHil CTOBIIEIB), TIOCIITOBHO
MOKpAIlye HOPMaJIbHICTh PO3MOALTY, 3SMEHIIYIOUH aCUMETPII0 Ta BIJIMB BUKUIIB, 110 POOHUTH
JaHi OUTHI TMPHUAATHUMH JUIi BUKOPUCTAHHS CTATUCTHYHHX METOJIB, MPOTE JUISA JESKUX
noka3HukiB, Hanpukiag, CO ta Ozone, Take MEPETBOPEHHS HE MOBHICTIO BUPINIYE MPOOIEMHU
HOPMAaJIbHOCTI, III0 BKa3y€ Ha HEOOXiAHICTh 1HIIUX THIIB IEPETBOPEHb.
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Pucynok 1. I'paghix Q-Q 0151 NOKA3HUKIG AKOCT AMMOCHEPHO20 8Impsi: NOPIGHAHHSI
noYamKo8ux 0aunux (1ieopyy) ma nocapugpmpyuno mpancgopmosanux (npasopyt)
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102 708 vl

Jlns BU3HAUEHHS BIUIMBY KOXKHOTO 3 3a0pYyAHMKIB Ha IHAEKC SIKOCTI MOBITps OyIo
pO3paxoBaHO €IaCTHYHICTh, SIKA JEMOHCTPYE BIJICOTOK 3MiHM 3aleXHOi 3MiHHOI (iHAeKC
SKOCTI TOBITPSI) MPH 3MiHI HE3aJeKHOI 3MIHHOI (pIBHS KOHKPETHOrO MNoka3zHuka) Ha 1%.
EnacTuuHicTh MOXKHa po3paxyBaTH 3a Takow (GpopMyIoro:

— o
E - ﬁi X E: Jc
B, — xoeiuieHT perpecii 1 i-ro napamerpa,
i, — CepeJHE 3HAUEHHs 1-ro IapaMeTpa,
¥ — cepeaHe 3HaYeHHS 1HJIEKCY SKOCTI MOBITPS [2].

VY mporieci po3paxyHKy OyJv OTpUMaHi Taki pe3yiabTaTH:

Ozone AQI Value 0.075802
NO2 AQI Value -0.001569
PM2.5 AQI Value 0.934452
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Ha ocHOBIi oTprMaHuX pe3yibTaTiB MOXKHA 3pOOUTH TaKi BUCHOBKH

— O30H: 3HAYEHHsI €aCTHMYHOCTI O3Ha4ae, 110 30utblieHHS Ha 1% piBHIO 030HY Yy
MOBITP1 MOB’si3aHe 31 30UIbIICHHAM 1HAEKCY AKkocTi moBiTpss Ha 0,0758%. Takuit
pe3ynbpTar JIEMOHCTPYE BIJHOCHO HHU3bKY, allé BCE JX IMO3UTHUBHY YYTIUBICTh
IHJIEKCY SIKOCT1 TIOBITPS 10 3MiH PIBHIO O30HY.

— NOg: pe3ynbrar enacTHUHOCTI BKa3ye Ha Te, 1m0 30uibleHHs nmoka3Huka NO2 Ha
1% moB’s3aHe 31 3HWKCHHSIM 3HaueHHs iHACKCY sikocti moBiTps Ha 0,0016%.
MoskHa 3pOOHMTH BHUCHOBOK PO HE3HAUHy HETAaTHBHY 3aJICKHICTh MK DPIBHSIMHU
NO: i 3aranbHUM IHAEKCOM SIKOCTi HOBITPSI, 110 O3HaYa€ M0 mpu 30iabieHHi NO2
3HAYEHHS 1HJEKCY SKOCTI MOBITPS CTa€ HE Habararo, ajae HUKIUM

— PMz2s: pesynbrar enacTUYHOCTI TOKa3ye, 1o 3i 30uabimeHHsM PM2.5 na 1% ingexc
SKOCTI NOBITPs 301bIIyeThC HA 0,9345%. Takuil pe3ynbrar AEMOHCTPYE 3HAYHHUNA
BIUIMB 3MiHU 3Ha4eHHs1 PM2.5 Ha iHJIeKC SKOCTI MOBITPSI.

Y mpoueci BHKOPUCTaHHS TEXHOJIOTIH IHTENIEKTYaJIbHOTO AaHalli3y pPO3paxyHOK
€JaCTUYHOCTI MOJXK€ JOTOMOITH OI[IHUTH JOCTOBIPHICTh 3HaijeHMX rimote3. Hamami
OTpPHMaHi pe3ylbTaTh aHaji3y JOMOMOXYTh OOpaTé CTparerito sl TMOKPAIIEHHS SKOCTI
MOBITPSI.

BUCHOBKMU TA NEPCIHEKTHUBU ITOJAJIBIIUX JOCIIAKEHb

[Tix wac nmocmiykeHHsT OyI0 MPOBEACHO CTATUCTHYHHMMA aHANi3 SIKOCTI aTMOC(EpHOTO
MOBITPs. [XHE BUKOPHMCTAHHS J03BOJIMJIO BU3HAYUTH BILIMB Pi3HHX MMAapaMeTpiB Ha 3aralbHe
3HAYCHHS 1HJEKCY SKOCTI MOBITpsA.Pe3ynpTat MpoBEAEHOTO MOCITiKEHHS MOKa3yIOTh, IO
piBHI ApibHOaUCcHepcHuX yacTMHOK (PM2.5) Ta o3ony (O3) MaoTh HaWOUIBIIMI BIUIMB Ha
IHJICKC SKOCTI MOBITPSI.

Bukopucrtani Meroaum MOXYTb OyTH KOPHUCHMMH JUISl OIIHKA BIUTUBY PI3HUX
3a0pyIHUKIB Ha 3arajJbHUM 1HAEKC SKOCTI MOBITpsA. Takok BOHU MOXYTh OyTHM YacCTUHOIO Y
npolieci po3poOKH CHUCTEMH HiATPUMKHM NPUHHATTA pillleHb, TaK SK J03BOJIIOTH OYHCTHTH,
HIArOTYBATU JaHi AJis MOJAJIbIIOro aHali3y Bxke 3 3acTocyBaHHAM TexHozoriii OLAP Tta Data
Mining.
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AJIATITUBHI AJITOPUTMU IIOLIYKY ITHOOPMALIIL B YMOBAX BEJIMKUX
OBCAI'IB JAHUX

AHoranisg. CyvacHuil  cBiT  iHQOpPMAalifHUX  TEXHOJOTIH  XapaKTepU3yeThCs
CKCIIOHCHIIMHUM 3pPOCTaHHSAM OOCSTIB [aHWX, SKIi TCHEPYIOTbCS Ta HAKOMUYYIOTHCS 3
PI3HOMaHITHHX JpKepes, BKIIOYAlOYl COLIaNbHI Mepexi, ceHcopu IHTepHeTy pedeii, Oi3Hec-
TpaH3aKIii Ta HAyKOBI IOCTIMKCHHA. B yMoBax Takoro iH(pOpMamifHOrO mepeHaCHICHHS
TpaIULiitHI METOIH MOUIYKY CTalOTh MEHII €(h)eKTUBHUMH, L0 MPU3BOAUTH A0 MOTPEOH B HOBHX
MiAX0Jax JI0 MOITyKy Ta 00poOKH iH(popMariii. ATanTHBHI aITOPUTMH, 31aTHI HATAIITOBYBATHCS
Ha 3MiHHI YMOBH CEpEZOBHUINA Ta OOPOOIATH BENHKI OOCATH JaHUX y PEKUMI PeabHOTO dacy,
HaOyBarOTh Bce OLTBIIOTO 3HAYCHHA. Y JaHIH pOOOTI PO3TISTHYTO OCHOBHI ACTIEKTH aJalTHBHUX
ITOPUTMIB TIOIIYKY iH(pOpMaIii, X mHepeBard, BHUKJIMKH IIPH BIPOBA/PKEHHI Ta MOXKJIHBI
HAaIpsMU MOJAJIBIIOTO PO3BUTKY.

KoarouoBi cioBa: amanTiBHI anropuTMH; HOIIYK iH(GOpMalii; BequKi 0OCSITH AaHUX;
MalllMHHE HaBYaHHs; paH)KyBaHHs1; 00poOKa MPUPOJHOT MOBH; BEJIMKI JaHi.

1. BCTYII

VY cyudacHy enoxy uu@poBoi TpaHchopmaliii 0OCSITH TaHUX 3pOCTaOTh 31 MIBUJKICTIO,
10 MEPEeBUIIYE MOKJIMBOCTI TPAaJULIMHUX cHcTeM iX oOpoOKM Ta aHamizy. 3a JaHUMHU
JIOCJIIJDKEHb, 00CST TI00AJbHUX JaHWUX TOJBOIOETHCS KOXKHI aBa poku [1]. Takuit Temn
3pOCTaHHs BUMAara€ HOBUX MIJXOAIB A0 MOLIYKy Ta 0O0poOku iH(OpMaIii, OCKUIBKU
TpaauLiiHI METOIU He 3a0e3MeUyI0Th 10CTaTHbOI IIBUIKOCTI Ta TOYHOCTI.

[Tpobnemi edexTHBHOrO MOUIyKy iH(pOpMalii y BEITUKUX MACHUBAX JaHUX MPHUCBIUEHO
0araTo HayKOBHUX [JOCHI/DKEHb. 3O0KpeMa, 3HauyHa YyBara NPUIUISETbCS aIrOpuTMam
MAIlMHHOTO HaBYaHHs, TJTMOOKOMY HaBYaHHI, MeTojaM OOpoOKM NpHUPOIHOI MOBHM Ta
posnoaiieHuM cuctemam o0podbku mganux [2], [3]. OgHak, He3BaXKalOUW Ha YCHIXH, ICHYIOTh
BUKIIMKH, MOB'S13aH1 3 MacIITAOOBaHICTIO, aJaTUBHICTIO O 3MIHHHUX JaHUX Ta €()eKTUBHICTIO
B YMOBaX OOMEXEHUX PECypCiB.

Meta nyo6uikanii. BpaxoByroun BuIe3a3Hau€Hi MOJIOKEHHS MOXHA 3a3HAYUTH, IO
METOI0 JOCII/DKEHHS € ACTAJbHUM aHali3 MIAXOIIB 0 aJalTHUBHUX aJTOPUTMIB TOIIYKY
iHpopMmalii B yMoBax BEIMKHX OOCSTIB JaHUX, BHU3HAYEHHS iX OCHOBHMX IlepeBar Ta
BHUKJIMKIB, a TAKOYK OKPECJICHHSI TIEPCIIEKTUB MOAATBIIOTO PO3BUTKY B Il TaTy31.

2. PE3YJIBTATHU TA OBI'OBOPEHHS

OO0pobka Benukux 00cCATIB MaHUX, Bimomux sk Big Data, € BaXIWBUM 3aBIaHHAM
Cy4acHOI HayKH 1 TEXHIKH, SIK€ XapaKTePU3YEThCS HU3KOIO KIIFOYOBUX aCIEKTiB, 00'€JHAHUX Y
konnenmito "5V" [1]. Jlo HuX Hamexath 00CSATr, N0 BKa3ye Ha BEIWYE3HY KUIbKICTh
iH(popMallii, Ky CTBOPIOIOTH 1 HAaKOMHMYYIOTh 3 PI3HUX JPKEpes; IIBUIKICTb, SKa BU3HaYae
TeMI TeHepalii Ta oOpoOKM [aHUX; PI3HOMAHITHICTh, IO BiJ0Opakae UIMPOKUN CIEKTP
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dopmariB 1 cTpykTyp iH(oOpMarii; AOCTOBIpHICTH, fKa AaKIEHTYe yBary Ha TOYHOCTI Ta
HAJIHHOCTI JaHWX; Ta IIHHICTh, sIKAa 30CEPEKYE yBary Ha IXHbOMY ITOTEHIAT JIs
OTPUMAaHHS HOBUX 3HaHb Ta JOCSATHEHHS NMPAKTUYHHUX pe3yabTariB (puc.l).

Oocsr “5v” JocroBipHi
(\Valiime) Kounenmia Rin Data cth (Veracitv)
IIBuaxicTs L{iHHICT
(Velocitv) PisHomaniTHic (Value)

™h (Varietv)

Pucynox 1. bazosi acnexmu xonyenyii 00pooKu 6eaukux 00ca2cie 0aHux

[Toripu BenuKi MOKIMBOCTI, 0OpOOKa BEIIMKUX JAHUX CYNPOBOIKYETHCS TPYAHOILIAMH,
TaKUMHU SK OOMEXKEHICTh OOYHMCIIOBAIBHHUX PECYpCiB, HEPIBHOMIPHICTH PO3MOITY HAaHUX,
HasBHICTh LITYMY, CKJIaJIHA CTPYKTypa iHdopMallii Ta He0OXiIHICTh POOOTH B pealbHOMY Yaci.
I[i BuKIMKA TOTPEOYIOTh 3aCTOCYBaHHS IHHOBALlIHHUX alNTOPUTMIB, e(EKTUBHUX
00YMCITIOBAIBHUX CHCTEM Ta METOMIB 3a0€3MEeUYeHHs SKOCTI M aKTyaJlbHOCTI JIaHUX, LIO0
JI03BOJISIE JTOJIATH OOMEKEHHS TPAAMLIHHUX IMIIXOMIB 1 BIIKPHBA€ HOBI NMEPCIEKTUBU IS
aHaJli3y Ta MPUNAHATTS PillICHb.

AJanTUBHI alTOPUTMHU BIAITPAIOTh KIIIOUOBY POJIb y BUPIMIEHHI Cy4aCHHX BUKIIHKIB,
MOB’SI3aHUX 13 TMOIIYKOM Ta OOpOOKOI BEIMKUX OOCSTIB JaHUX, 3aBIASKH 1HTErpaiii
IHHOBAIIMHUX TEXHOJOriH 1 mepemoBux miaxomiB. OJHHM 13 TPOBIIHUX HANPSIMIB €
BUKOPUCTAHHS METOIB MALIMHHOTO Ta INIMOOKOr0 HAaBYAHHS, SIKI 3a0€3MeUyl0Th aIrOPUTMU
3/IaTHICTIO HaBYaTHCS Ha BEJIMKMX Habopax NaHUX 1 BUKOHYBAaTH TOYHI HPOrHO3YBaHHS.
Hanpuknan, pekypeHTHi HeWpoHHi Mepexxi (RNN) Tta Tpanchopmepu epeKTUBHO
00pOOJIAIOTh TOCTIAOBHI JaHl, BpPAaXOBYIOYHM CKJIAIHI 3aJ€KHOCTI MIXK eJleMEHTaMU
iH(popMallii, 1110 J03BOJISIE TOCATTH BUCOKOI SIKOCTI aHaNi3y 1 po3yMiHHsS KoHTeKcTy. IloiOHi
MiIXO/T! € OCHOBOIO JJISi CTBOPEHHSI IHTENIEKTYyaIbHUX MOJIENIEH, SIKi IEMOHCTPYIOTh 3HAYHHUI
HOTEHIIIal B Pi3HUX Taly3siX HAyKH Ta TeXHOIorii [2].

PanxyBaHHSI Ha OCHOB1 3BOPOTHOrO 3B'SI3KY € 1€ OJHHUM BAXKJIUBUM MIJIXOJIOM, IO
JI03BOJISIE  BpPAaxOBYBaTH MOBEIIHKY KOPHUCTYBadiB JUIs MiJABHILEHHS pPEJeBaHTHOCTI
pe3ynbTatriB nomyky. Taka mepcoHamizaiis crpuse GOpMyBaHHIO 3PY4HOTO 1 €(EeKTUBHOTO
JIOCBily B3aeMoJii 3 iH(popMaliifiHuMu cucremamu. Kpim Toro, BaJinMBy pojb BiAIrparOTh
CUCTEMHM 1HJEKcallll Ta OHOBJIEHHS 1HJEKCY B peajJbHOMY 4acl. BukopuctaHHs po3noaiieHnx
mwiatgop™m, Takux sk Elasticsearch ta Apache Spark, no3Boisie 3abe3neunTd IIBUAKY
00poOKy NaHUX 1 MIATPUMYBATH iX aKTyaJdbHICTh, II0 OCOOJMBO BaXJIMBO Yy JUHAMIYHOMY
CEpeIOBHIIlI BETUKUX 00CsTiB naHuX [3].

Metonu oOpo6ku mpupoanoi moBu (Natural Language Processing, NLP) € me ogaum
KPUTUYHO BAXKJIMBUM HampsMoM. 3aBasku mozensMm, TakuM sk BERT ta GPT, nomrykosi
CUCTEMH HaOyBalOTh 3JaTHOCTI Kpalle po3yMITH KOHTEKCT 3alMTiB 1 HaMIpd KOPHCTYBadiB.
Ile no3BOJsiE AOCATAaTH BHCOKOI PEJIEBAHTHOCTI Pe3yJbTaTiB MOUIYKY HaBiTh Yy CKIAJHHUX
iHdopmaniiiHux 3anutax [4]. 3okpema, BERT (Bidirectional Encoder Representations from
Transformers) 10BiB cBOIO e(heKTHBHICTH B 0OPOOII TEKCTIB 3aBASKH ABOOIYHOMY MiIXOIY 0
aHaJIi3y KOHTEKCTY.

EBpucTuuHi Ta TiOpuaHI MIAXOMM TaKOX 3aiiMalOTh BaXJIHBE MICIE B pPo3poodii
aJaNTUBHUX aNropuTMiB. BOHM J03BOJNSAIOTE KOMOIHYBaTH TpagulliiiHI aJrOpUTMHU 3
€BPUCTUKAMH JIJIsl JOCSTHEHHsS OUIbINOI IIBHUIKOCTI Ta €(PEKTHMBHOCTI MPOLECIB MOILIYKY,
OJIHOYACHO 3HWXYIOUM OOYHCIIOBaIbHI BUTpaTd. LI migxoaum 3HAXOAATh IIMPOKE
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3aCTOCYBAaHHS Y BHITQJKaX, KOJIM HEOOXITHO JOCATTH ONTUMAIBHOTO OaJIaHCy MiK TOYHICTIO 1
MPOTYKTHUBHICTIO.

AnantuBHi anroput™Mud (OPMYIOTH OCHOBY CydYacHHX iH(OpMAIiHUX cHCTEM,
3a0e3mevyrour IXHIO THYUYKICTh, €)eKTHUBHICTD 1 3aTHICTh aJIallTyBaTUCs 0 3MiH. [HTErparis
METO/IB MAIIMHHOTO HaBYaHHS, PAaHXKyBaHHS, OOpPOOKM MPHPOTHOI MOBH Ta TiOpHIHHX
MiIXO0/IIB J03BOJISIE €PEKTHBHO BUPINITYBATH 3aBJIaHHS MMOIIYKY iH(pOopMaIlii B yMOBaX BEITHKHX
00CsTiB JaHWX, 30aJTaHCOBYIOYM MPOAYKTHBHICTh, TOYHICTh 1 MacmraboBaHicTh. KoxkeH
HiAX1A Mae yHIKaJIbHI IepeBaru Ta OOMEXEHHs, 10 MOTpedye ONTUMAIBHOTO BHOOPY AT

KOHKPETHHX 3aBJaHb (Ta01.1).

Tabauys 1

IopiBHSIHHSI OCHOBHMX aaNITUBHUX MiIX01iB

Mixxix

IlepeBaru

HenoJgiku

MamHHe HaBYaHHS Ta
rau0OKe HaBYaHHS

Bucoka TOYHICTh, 3[aTHICTh BHSBISTH
CKJIA/IHI MATepHU

[ToTpeOyrOTh BETHKHX OOCATIB JaHUX
Ta pecypciB UII HABYaHHS

PamxyBanns Ha ocHoBi | [lepconamizamis, mokpamieHHs | HeoOximnicte 300py Ta  aHamizy
3BOPOTHOT'O 3B'I3KY pEIIeBaHTHOCTI KOPHCTYBAIbKHX JAHHUX

IHgexcanist B peanbHOMY | AKTYaJbHICTh pe3yibTaTiB, MIBUAKUHA | BHCOKi BUMOTH O MPOIYKTHBHOCTI Ta
Jaci JOCTYTI MacimTaboBaHOCTI

O6pobka mpupoxnoi MoBu | [mbme po3ymiHHS KoHTeKcTy Ta | CKIamHiCTh Moneined, TOTpeOyIoTh
(NLP) CEeMaHTHKHU Oararo pecypcis

EBpuctiuni Ta riOpuaHi
MAXOMH

IIBuaKiCTh, eeKTUBHICTD, 3MEHIICHHS
00YHCITIOBAILHUX BUTPAT

MoxyTh OyTH MEHII TOYHUMH, HIXK
IIOBHOIIIHHI MOAEN]

AI[aHTI/IBHi AJIr'OPpUTMHU  CTUKAKOTLBCA 3 BHKIHMKAMH, TdKUMHU K MaCH_ITa6OBaHiCTI>,

KOH(1IEHIIIHICTh, IHTEPIPETOBAHICTh MOJIEJNIEH Ta BHUCOKI BHUMOTH JO pECypciB, MIO
notpedyoTh edexTuBHUX pimeHb. Cepea  MEpCNeKTUBHUX MIAXOAIB — po3polka
pecypcoeeKTUBHUX  ITOPUTMIB, BUKOPUCTAHHS  PO3MOAUICHUX  OOYHCICHb  JJIs

MaclITaOyBaHHS JaHUX, (elepaTUBHE HaBYaHHSA s 30epekeHHs KOH(QIAEHIINHHOCTI Ta
CTBOPEHHS IMPO30pPHX MOjAENeH, skl 3a0e3neuyroTh JOBIpY 10 Pe3yibTaTiB 1 €PEeKTUBHICTh
poboTH.

TakuMm 4MHOM, BHUPIIICHHS 3a3HAYEHUX MPOOJIEM JISKUTh Y TUIOMIMHI BIOCKOHAJICHHS
TEXHOJIOT1H, ONTUMI3allii pecypciB Ta JOTPUMaHHS €TUYHMX 1 NMPaBOBUX HOpM. [HTerparis
[UX TIIXOJIB J03BOJIUTh CTBOPUTH AJIAlITUBHI QJITOPUTMH, SIKI HE JIMINE BiAMOBIAATUMYTH
CyJacHUM BHUMOraM, aie H 3abe3nedyBaTUMYTh CTIHKICTh 1 HaIidHICTh y MaHOyTHIX
1H(pOopMaLIHHUX cHUCTEMAaX.

3. BUCHOBKHU TA NEPCIIEKTUBHU ITOJAJIBIIUX JOCJII’KEHb

TakuM dYWHOM, aJaNTHBHI aJITOPUTMU € KIOYOBHM KOMIIOHCHTOM Cy4YacHUX
iHQOpMaLIfHUX CHUCTEM, IO MPAIIOIOTh 3 BEIUKUMU OO0CSTaMU JaHUX, 3a0e3Medyrodu
e(eKTUBHICTh, MEPCOHANIZAIII0 Ta pEeJIeBaHTHICTh IMONIYKY B yMOBax 3pOCTaHHS
iH(opMaLiifHUX TOTOKIB. BOHM BUKOPHCTOBYIOTh MallTMHHE HABYAHHS, METOAM PAH)KyBaHHSI,
00poOKy TpUPOJHOT MOBH Ta TIOPWAHI MIAXOAW JJIS TOJOJAHHS BHUKIWKIB, TAKUX SK
MaciTaboBaHICTh, KOH(IAEHIIIHICTh, IHTEPIPETOBAHICTh Ta BUCOKI BUMOTH JIO PECYPCIB.
HesBakaroun Ha 11i BUKJIHMKH, aIallTUBHI aNTOPUTMHU BIiJKPUBAIOTH HOBI MEPCHEKTUBU IS
PO3BHUTKY 1H(GOPMAIIHHUX CUCTEM, IHTETpaIlii 3 IHIIMMH TEXHOJOTISIMH, TAKUMH SIK OJIOKYCHH
Tta [HTepHeT peuell, a TakoX 3a0€3MEUEHHs CTAIOr0 PO3BUTKY IMGPOBOTO CEPEIOBUIIA,
MOETHYIOUN TEXHIYHI 1HHOBAITT, ETUYHI MPUHIIUITH Ta MUKIACIHUILTIHAPHUN TIX1].
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METOOJIOT'TSI AHAJII3Y HACTPOIB JIJIS1 OLIIHKW E®@EKTUBHOCTI CUCTEMU
JIEPY)KABHOI'O YIIPABJIIHHS AIIK YKPATHU

AHoOTamig. Y CTaTTi NpeACTaBICHO HOBATOPCHKY METOJOJIOTIIO aHalli3y HACTpPOIB, IO
CIpsSIMOBaHA Ha OMLIHKY €(QEKTHBHOCTI YHPABIIHCHKHUX PIOICHb y cdepi arpornpoMHUCIOBOTO
komiutekcy (AITK). 3 maHOi TOUKHM 30py, OMTHHM 3 OCHOBHHX 3aBAaHb JOCIIKEHHS € PO3poOKa
IHTErpoBaHOI CHCTEMH, 31aTHOI 00'€qHATH CyJacHI IIAXOAM TEKCTOBOI aHANITHKH, 30KpeMa
embeddings, mexaHi3mu attention, topic modeling Ta sentiment analysis. Taki migxomu
JIO3BOJISIFOTE CTPYKTYPYBAaTH Ta aHATI3yBaTH 3HaYHI 0OCSATH TEKCTOBUX AAHHX, IO MOXOJISTH 3
PI3HOMaHITHHX JKepes, TaKuX SK 3BITH, CTaTTi, OJOTHM Ta comianbHi Mepexi. Meromomoris,
3ampoIOHOBaHA B JIOCII/KCHHI, aKIEHTYE YBary Ha MYJIBTHMOJAIBLHOCTI, TOOTO 3AaTHOCTI
00’eIHyBaTH pi3HI BUIU JaHUX A (OpMyBaHHS OaraTOBHUMIpHUX IpPEACTAaBICHb TEKCTOBOT
iHpopmauii. Ile no3Bossie BpaxoByBaTH MHOKHHHI aCHEKTH 3MICTY, Taki SK KOHTEKCTyaJbHI,
JIEKCHUYHI Ta CEMaHTUYHI 0COOJIMBOCTI TEKCTY, IO BKpail BayJIMBO JUIsl PO3YMIHHS KOMIUIEKCHUX
EMOLIIHHUX peakIliii KopucTyBauiB. BukoprcTaHHsS MexaHi3MiB attention MOJIMIIYe 3MaTHICTh
MOJIEeT 30CepeKyBaTUCS HAa BOXKIMBUX YaCTHHAX TEKCTY, ToAi sk embeddings 3abe3neuyroTh
MIEPETBOPEHHS CIIIB Yy BEKTOPW Ui IOJAibIIoi 0OpoOku. [lyIi TEMOBOTO MOJICIIOBaHHS
3actocoByloThcs Metoan Latent Dirichlet Allocation Ta Non-Negative Matrix Factorization, mo
PO3KPHBAIOTh NPUXOBaHI TEMHM B TEKcTaX, N03BoJsitoun ekcnepram AIIK orpumyBaTH HOBI
iHcalTh 31 cBOiX maHmx. Kpim Toro, crarts posrismae BukopuctanHs amroputMy PELT mns
BUSBJICHHS 3MiH y Yaci, sIKe MiJBHUIIY€E TOYHICTh i HaIIHHICT OLIHOK, OTPUMAHUX 3 TEKCTIB.
BaxnuBUM acmeKToOM € 3aCTOCyBaHHsS BEKTOPHHX 0a3 JaHWX, IO JIO3BOJITIOTH OOpOOJISATH Ta
30epiraTi BEJIMKI MAcCHBH JaHUX 3 BUCOKOIO INBUIKICTIO i €eKTHBHICTIO. TakuM YHHOM, IIs
IHHOBAI[ifHA METOJOJIOTisI Hajae CyTTeBl mepeBard st iHgyctpii AIIK, 3abe3meuyrouun
MOXIIMBICTb INIMOLIOTO aHaJi3y YIPaBIiHCHKHX PillieHb Ta iX BIUIMBY, IPONOHYIOYH HOBI LUIIXH
onTUMi3alii Ta MmiBUIIEHHS e()eKTUBHOCTI MPOLECIB.

Kurouosi cioBa: MynstiMonanbhicte, Embeddings, Topic modeling, Sentiment
analysis, BekropHa 6a3a manux, anroputm PELT, Latent Dirichlet Allocation, Non-Negative
Matrix Factorization, Topic Modelling.

1. BCTYII

[TocranoBka npoGiemu. ¥Y cyuacHomy arpornpomucioBomy komiuiekci (AIIK) Ykpainu
VIPaBIiHCHKI PIMIEHHS EKCTpEeMalbHO BaXKIUBI s 3a0e3nedeHHsT eQEeKTUBHOCTI Ta
rapMOHIHHOTO PO3BUTKY Taiy3i. [Ipore, TpaauiiiiHi METOAM aHaJi3y 4YacTO BUSBIAIOTHCS
HEJIOCTATHIMU IS BUSIBJIICHHS €MOIIMHOI CKJIaJ0BOi CYCHIIBHOT AYMKH, IO Ma€ KIIFOYOBE
3Ha4YeHHs JUIsl GOPMYBaHHS YIPaBIiHCHKUX cTpareriil. ToMmy BUHHKae HEOOXITHICTh Y HOBHX
MeTo/Max, Kl O JO3BOJSUIM aHai3yBaTH BEJIMKI OOCATH TEKCTOBHUX JaHWX, OTPUMAHHX 13
pizHux mkepen. Lle i BU3Hayae akTyanbHICTH PO3pOOJIEHOI METOJOJIOTI] aHali3y HACTPOiB y
JTAHOMY JTOCJIIJIPKEHHI.

AHati3 OCTaHHIX JOCITIJUKEHb 1 MyOsikamiil. B ocTanHI pokH 3’ SIBUJIOCH YUCIEHHE KOJIO
JOCTIIKEHb, 1K1 OXOIUTIOIOTh TUTAHHS TEKCTOBOI aHAJITUKHU, 30KpeMa BUKOPUCTAHHSI METO/I1B
MAIlMHHOTO HAaBYaHHS JUId aHajii3y HacTpoiB. 3o0kpema, pobotu [l], [2] miakpecioroTh
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BaYUIUBICTh IHTErpaIlii MyJIbTUMOAAILHUX TaHUX JJIsl MOKPAIICHHS SKOCTi aHami3dy. IIpote,
HE3B)KAIOUM HA YHWCIICHHI JOCHIHKCHHS, 3aJIMIIAIOTHCS HEBUPINICHHMMH MUTAHHS MO0
e(EKTUBHOCTI TaKUX METOJIB y Crenu(piYHUX KOHTEKCTaX, 30KpeMa B arpornpoOMHCIOBOCTI.
Tomy naHe mOCHiKeHHST (OKYCYEThCS Ha IMX aclleKTaX, HAaMararouuch 3allOBHUTH iCHYIOY1
IPOTaJIMHU.

Merta my6mikarii. Mera 1i€i cTarTi mojsirae y po3po0Oiii Ta BOPOBaPKEHHI 1IHHOBAIIHHOT
METOJIOJIOTIi aHalli3y HACTPOIB, 10 0a3yeThCsl HA CyYacCHUX METOJaX MAIIMHHOTO HaBYaHHS,
JUIS OLIIHKH YIIPaBIIIHCHKUX pimeHs y ramysi AITK.

2. PE3YJIBTATHU TA OBI'OBOPEHHSA

3anporoHOBaHA ~ METOJOJIOTIS  aHaji3y HAacTpOiB IS OMIHKA  €(dEKTHUBHOCTI
YIIPaBIIHCHKUX PILICHB y raiy3i arponpomucioBoro komiiekcy (AIIK), BusiBienHs HacTpoiB
IPOMAaJChKOCTI, IPOrHO3yBaHHSA peaklili Ha HOBUHM Ta PILIEHHSA, a TAaKOX BHU3HAYECHHS
KIIFOYOBHX (PaKTOpiB, IO BIUIMBAIOTh HA 3MIHY ITMX HACTPOIB peaii3yeTbcs 3a PaxyHOK
KOMILJIEKCHE BUKOPUCTaHHS HACTYITHUX KOHLIEIIIIN:

MynbTUMOANBHICT — B KOHTEKCTI TEKCTOBOI AHANTHKH MYJIbTHMOIAIBHICTD,
3a0esneyye 0O0'€IHAHHS PI3HUX METOMIB OOPOOKM TEKCTy ISl OUIBLI CTPYKTYpOBaHOIO
npencTaBicHHs iH(OpMalii Ta JO3BOJISLE IHTETPYBaTH TEKCTOBI JaHI 3 IHIIUMHU TUIIAMHU
JaHUX, JO3BOJISi€ OPTaHi3yBaTH TEKCTOBI aHi y popMaii3oBaHOMY BUTJISAL Ta BiIKPUBA€E HOBI
MOYJIMBOCTI Ui iX JOCHI/KeHHS Ta BUKopucTaHHSA. Embeddings — me martemaruune
MPEJICTABICHHS. TEKCTIB y BUIJISAAI OaraTOBUMIPHMX BEKTOPIB, SIKi KOAYIOTh CEMaHTHUYHI
3B'I3KM MK CJIOBaMH, PCUCHHSIMH YU TCKCTaMH. 3aBISIKH TakuM MmojeisM, sk Word2Vec,
GloVe a6o cywacui BERT i1 GPT, TekcTtoBi eneMeHTH, IO MarOTh CXOX1 3HAY€HHS,
pO3TamoBYIOThC OnM3bKO B OararoBumipHoMy mpoctopi [3]. Lle mo3Bomse rpymyBatu
JOKYMEHTH Ta 3[1HCHIOBaTH €(EeKTUBHMI IMONIYK CXOXKHUX TEKCTIB abo KiacTepu3aliio B
peanbHOMy daci. Topic modeling — 3abe3nedye TeMaTH4HY CTPYKTYpPH3alll0 TEKCTY,
JI03BOJIsIE BU3HAUUTH OCHOBHI TEMH B KOpIyci TeKcTiB. Bimomi meronu, Taki sik LDA (Latent
Dirichlet Allocation) abo NMF (Non-Negative Matrix Factorization), rpynyioTh TEKCTH 3a
TEMaM{, HAJAIOYd CTPYKTYpPOBaHUI OIJIAJ OCHOBHUX HampsmiB iHpopmamii [4, 5, 6].
BuxopucrtoBytoun embeddings mnpu 1poMy A03BOJISIE TPOBOAWUTH aHaNI3 y BEKTOPHOMY
IPOCTOpI: IIyKaTH TEKCTH 32 TEMATHKOO, BHSBISATH TPeHAM a00 BU3HAYaTH 3B’SI3KU MIXK
TeMamu. Sentiment analysis — € KIIOYOBUM IHCTPYMEHTOM JUIsl OI[IHKM €MOLIHHOTO
3a0apBieHHs TEeKCTiB. BiH BU3Hauae, YM TEKCT € MO3UTUBHUM, HETAaTUBHUM YU HEUTpalbHUM,
a TaKoXX MOXKE JIeTai3yBaTh WOTO €MOIIiiHI acleKkTu (paaicTh, 3J7ICTh, TPUBOTA TOIIO) [7].
Bukopucranns embeddings y sentiment analysis 103BoJisie BpaxOBYBaTH K KOHTEKCT, TaK 1
CEMaHTH4H1 0COOJIMBOCTI, 110 3a0e3Meuye TOUHICTh aHalli3y JUIsl MOCTIB UM HOBUH. BekTopHa
0a3a JaHWX BHUCTYIAE SPOM aHAIITUYHOI CUCTEMH, 3a0e3Meuyr0Ur B3a€MOJII0 MK PI3HUMHU
MeToJaMH aHalli3y. BoHa 103BoJIsie BUKOHYBATH 3allMTH O TEKCTIB HA OCHOBI CEMaHTUYHOL
OJIU3BKOCTI, pealli3yBaTH KJIacTepU3allil0 BEKTOPIB, 30epiraTi pe3yabTaTH aHali3y, a TaKOX
MIPOBOJIUTH TOITYK a00 MPOTHO3YBaHHS 3 BUKOPUCTAHHSIM 0araTOBHMIpHOTO TPEACTABICHHS
nanux [7]. Lle 3a0e3nedye MOXIUBICTh MacIITaOyBaHHS aHATITHKH ISl BEIMKUX OOCSTIB
TTAHHX.

[Tpu poMy 3aranbHa mporeaypa oOpoOKH TaHMX BKJIIOYa€e HAacTymHI Kpoku: 1. 306ip i
30epiranHsi cupux JnaHux. Ha npoMy erami TEKCTOBI JaHi 30MparOThCs 13 PI3HUX JIKEped,
TaKuX K COLIaNbHI MEepeXi, HOBUHHI cailTh uu GpopyMu, odiliifHi cTaTucTUYHI 3BiTH. BoHK
30epiratoTbcst B 0a3zax JaHUX Y CHPOMY BUTJIAMI Pa3oM 13 KOHTEKCTHUMHU METaJaHUMH. 2.
[Toniepennst 00poOka Texcty. CHpi TEKCTH OUYHMILYIOThCS Bij mIyMy (IIYHKTYaIlisi, CTOI-CJIOBA,
HTML-tern), HopmamizytoTbcsl (JieMMaTH3allis, CTEMIHT) 1 TOTYIOThCS J0 BEKTOpH3alii. 3.
Bekropuzanis. IliiroToBnaeHi TEKCTH NEpeTBOPIOIOTHCS Ha embeddings 3a 10MOMOror0
moxenei, Takux sk BERT, FastText abo GPT. Lli BekTopHI mpeacTaBieHHs A0JAI0THCS 0
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BEKTOpPHOI 0a3uW JaHUX, 1€ BOHH CTAOTh JOCTYITHUMHU Ui TONIYKY Ta AHATITHKH. 4.
MopentoBanHa Ta aHajii3. BekTopHi maHi mpoxonaTe yepe3 eranu topic modeling st
BUSIBIICHHSI TeM, sentiment analysis ISl OLIHKK HACTPOiB, Ta IHINI METOMU MJIs aHATi3y
3QJIKHOCTEH 1 TpeHAIB. Attention-MexaHI3MH BUKOPUCTOBYIOTHCS JIJII PO3YMIHHS KOHTEKCTY
KIIIOYOBUX CJiB a0o0 ¢pa3. s cermeHranii 4acoBUX psi/liB BUKOPHUCTOBYETHCS AITOPUTM
PELT. BnacHe cerMeHramiss € KIIOYOBUM €TaloM I aHami3y 3MiH y HacTposX
rpomajacekocti, a anroput™ PELT (Pruned Exact Linear Time) BHUKOPHUCTOBYETBCS ISt
BUSIBIICHHS TOYOK 3MIH y YacOBHX psAaxX HACTPOIB, IO JO3BOJSE BU3HAYHTU MEPiOIU
HaWO1IBII IHTCHCUBHUX 3MIH HaCTPOIB IPOMAISH 110,10 ToiTUKH B ATTK

5. ArperyBanHs Ta Bisyamizauis. Pe3ynapratu anHamizy oO0'enHyOTbCS y 3BiTH ab0
Bi3yaumizallii, sKi JEMOHCTPYIOTh, HANPHUKIA], PO3MOALUT TEeM, 1HTCHCHUBHICTh HACTPOIiB YH
KJIIOYOBI BIUTUBOBI (haKTOPH.

BUCHOBKU TA NEPCIIEKTUBU ITOJAJIBHINX JOCJIITKXEHb

TakuM YMHOM, 3alPOIIOHOBAHA METOOJIOTIS JO3BOJISIE YPSJAOBUM OpraHaM OI[IHFOBATH
3araJibHUM  HAcTpiii (MO3UTHBHMUK, HEWUTpaJIbHUN, HETAaTUBHUH), IHTEHCUBHICTh €MOLIN
(BUCOKa, cepeqHs, HU3bKa), MOTEHIIIHI KIIYOBI MO/I{, [0 BUKIMUKAIOTH EMOIIHHY PEaKIiio
Ta SIK JIOBTO IMO3UTHBHA YW HETATUBHA PEAKIlis TPOMAJICHKOCTI BILTUBATUME HA €(PEKTUBHICTH
nepkaBHoro ympaBiinHs AIIK. Takuit anamiz pgomomarae mependadatd, 4u Oyne
3aMporOHOBaHA TOJIITUKA CHPUWHATA SK S(EKTUBHA Ta KOPHCHA, YM BUKIUYEC HETATUBHY
KPUTHKY, a BHUKOPUCTaHHS CYYaCHHMX IHCTPYMEHTIB aHalli3y HACTpOiB BIJKpHUBAa€E HOBI
MO>KJTMBOCTI IS TIABUIICHHS €(PEKTUBHOCTI JEPXKABHOTO YIPABIIIHHS B arpolpOMHUCIOBOMY
ceKTopi YKpaiHu.
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MICLE APXITEKTYPHU [TIPOI'PAMHOI'O 3ABE3IIEUEHHA B XXUTTEBOMY LIUKIII
PO3POBKU ITPOI'PAMHUX MMPOAYKTIB 3A SWEBOK V4.0 (2024)

Anorauisi. PO3BUTOK Takoi ranysi 3HaHb 5K «ApXITEKTypa IPOrpaMHOIO 3a0€3MeUCHHS»
l'IpOI/IH.[OB CKJIAHMI IUIAX BiJl MEpPIIOro 3rajlyBaHHs B p060T1 Encrepa Bi6e [eiikctpu me y
ceprHi 1968 poky ax J0 OKpeMoi raiysi 3HaHb B IH)KEHEpii MPOrpaMHOT0 3a0E3MEYCHHS Y
SWEBOK v4.0. SIkmo [leiikcTpa po3risiiaB apXiTeKTypy SK KOHIEIIiIO MOOYIOBH CKIIAJIHUX
nporpamMHuX cuctem, To y 2024 poui uei HanpsMok BuiIoB 3 ranysi «I[IpoekryBanus I13» i
CTaB OKPEMOIO Tajly33l0 3HaHb Cepell OCHOBHHX cdep isibHOCTI nmporpamuoi imwkenepii. The
Guide to the Software Engineering Body of Knowledge (SWEBOK Guide), mo 0yB
onyouikoBanuit IEEE Computer Society (IEEE CS) Bnitky 2024 poky BinoOpakae MOTOYHHI
CTaH 3araJbHONPHIHATHX, 3aCHOBAaHUX Ha KOHCEHCYCI 3HaHb, SKi BUIUIUBAIOTb 13 B3a€EMOJIT MiXK
TEOpi€0 MPOrpaMHoOi imkeHepii i mpakTHKO. MOro Iimi BKIIOYAIOTh HAJAHHSA BKA3iBOK VIS
CTYACHTIB, JOCIHIAHHWKIB 1 pO3POOHUKIB IIOAO BHU3HAYCHHS Ta TOMIMPCHHS 3arallbHOTO
PO3YMIHHS «3araJIbHONPUIHATUX 3HaHB» y PO3poOLi mporpaMHOro 3abe3rneucHHs, BU3HAYCHHS
MeXi MiXK pO3pOOKOI0 MPOTpaMHOTO 3a0e3MECUeHHS Ta CYMDKHAMH IUCHUILTIHAMH, a TaKOXK
3a0e3MCUeHHS OCHOBU IS CepTHdIKaIii Ta po3poOKH HaBYANBHUX MPOTpPaM JUIS BHIIHX
HaBYaTbHUX 3akiaaiB. [1[00 BimoOpasuTu 00IACTI, SIKi CTAIOTh OCOOIHBO BAXKITMBUMU B CY4acHI
imKeHepii mporpamHoro 3a0e3rnedeHHs, B HOBid pepakuii 2024 poky Oynu aomaHi HacTyIHI
rajysi 3HaHb: apXiTeKTypa NpOorpaMHOro 3a0e3nedeHHs, Oe3eka MporpaMHoOro 3a0e3neyeHHs Ta
omepaiii 3 mporpaMHoi iHxeHepii. Y 2 po3xmini JOKyMEHTa apXiTeKTypa IMpOrpaMHOro
3a0e3MeueHHs] PO3IIISIAEThCS 3 KiJIBKOX TOYOK 30py: KOHIEMIT; MpeAcTaBHUIBKI Ta pobodi
NPOJYKTH; KOHTEKCT, MpOIeC 1 METOAM; aHali3 Ta olliHka. Ha BinMiHy BiJ monepeaHboro
BumaHHsA (Guide V3), me BuAaHHS CTBOPIOE Taiy3b 3HAHb IPO aAPXITEKTYPYy MPOrPaMHOTO
3abe3neueHHs okpemo Bing Design Software. Tomy came MICIFO apXiTEKTypH IMPOTPaMHOTO
3a0e3MeYeHHS B XXUTTEBOMY LIUKIII Cy4acHOT po3poOKH NPOrpaMHHX MPOAYKTIB i IPUCBSYCHE 1IE
JIOCITIIKEHHS.

KarouoBi caoBa: po3poOka mporpamMHOTO 3a0€3MEYCHHS; MpPOTrpaMHAa iHXKEHEpPis;
apxiTekTypa nporpamuoro 3adesnedyenns; SWEBOK.

1. BCTYII

[IpoTsiroM OCTaHHIX COpOKa ITSITM POKIB PO3pOOKa MpPOrpaMHOro 3abe3redeHHs
MepeTBOpuiiacs 3 «MHCTENTBAa TporpamyBaHHs» [1] B i1mkeHepHy mpodecito [2], ska
XapakTepU3yeThesi NpoQeciiHUM TOBApPUCTBOM; HASBHICTIO CTAaHAAPTIB, 110 BHU3HAYAIOThH
3araJlbHONPUMHATI TpodeciiiHl MPaKTHKH; KOJEKCOM €THKH; MarepialaMu KOH(pepeHIi;
OiApyYHUKaMK; KEpIBHUMHM TNPUHLUMIAMH Ta HaBYAJbHUMM IUJIaHAMH; KPUTEPIsIMU
aKpeauTalii Ta aKpeIUTOBAaHMMM JUIJIOMHMMH [porpaMaMy; cepTUdIKalisiMu — Ta
JIIEH3YBAaHHSM 1, BPEIITI PELIT, JOKYMEHTOM 3 si/jpa 3HaHb 3 IPOrpaMHoi iHxeHepii [3].

ITocTanoBka npodaemu. Ponb apxiTexkTypu nporpamuoro 3abesneuenns (I13) Bech yac
3pocTae 13 30UIBIICHHSAM CKJIaJHOCTI IPOTpaMHUX cucTeM. il po3yMiHHS HalPSIMKIB PyXy Y
11 Tamy31 3HaHb CJIiJ CIUPATUCh HA y3arajJbHEHUN MIKHAPOJIHUHN JTOCBI.
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Meta my6aikaunii. BpaxoBytoun Buine3a3HadeHe, METOIO CTATTl € BUCBITJIICHHSI HOBOTO
OaveHHS MicIsl PO3POOKH apXITEKTypH IMPOTPAMHOI0 3a0E€3MEUeHHS B JKUTTEBOMY ITHKII
po3pooku 113, sike BukiazeHe B nokymenti The Guide to the Software Engineering Body of
Knowledge (SWEBOK Guide), mo 6yB ony0aikoBanuit BiIiTKy 2024 poky.

2. ETAIIM PO3BUTKY APXITEKTYPU ITIPOI'PAMHOI'O 3ABE3IIEYEHHS

VY 1958 pomi Ixon Throki, BCECBITHBO BIJOMHUI CTAaTUCTHK, BBIB TEPMIH «IIpOrpamMHe
3a0e3nedeHHs». A TEpMiH «IIporpamMHa iHXeHepis» Oylla BUKOpUCTaHa B Ha3Bi KOH(pepeHuii
HATO, mro BigOynacs B Himewuuni B 1968 pormi, ne Oynu 3aknaaeHi 3acaau po3ainy IT-
cdepu Ha KOMIT IOTEPHY 1H)KEHEPiIo, MPOrpaMHy iHXXEHEPIio Ta iHKEHEepito JaHuX.

Y 1990 poui Oymno pos3mnoyaro IUIAaHYBAaHHS MDKHApPOJHOTO CTaHIAPTy IS
3a0e3nedeHHs CIIbHOI TOYKH 30py Ha ImporpaMHy imxenepiro. Ctanmapt OyJo 3aBEpIICHO B
1995 pomi 3 no3nauerHsm ISO/IEC 12207 1 BiH oTrpumaB Ha3By «CTaHmapT IS MPOIECIB
KHUTTEBOTO IUKITY MporpamHoro 3abesnedenns». Bepcito IEEE 12207 Gyno omy0mikoBaHO B
1996 poui 1 me 3a0e3neynso BaXIJIMBY OCHOBY JUIsl CYKYHMHOCTI OTPUMAaHUX 3HaHb IS
SWEBOK 2004. Bepcis ISO/IEC 12207:2008 1 IEEE 12207-2008, € ocrHoBoro st SWEBOK
Guide V3.

BiamoBigHO 10 MmBOTO JOKYMEHTY apXiTekTypa mporpamHoro 3abesmeueHHs (I13)
BXoAuiaa sk po3ail «CTpykTypa Ta apXiTeKTypa MpOrpaMHOI0 3a0e3MEeUeHHs» 10 raiysi
3Hanb (I'3) «lIpoekryBannst II3» (Software Design). Y cBoeMy cTporomy po3yMiHHI
apxiTeKTypa IpOrpaMHOro 3a0e3MeUeHHs - L€ «CYKYIHICTb CTPYKTYD, 1110 € HEOOX1THUMHU IS
pPO3pOOKH CHUCTeMH, SKi CKJIAJAIOThCS 3 MPOTPAMHUX EIIEMEHTIB, BIIHOCHH MK HHUMH 1
BractuBocTedl ix obox» [4]. Onmnak y cepenuni 1990-x pokiB apXiTeKTypa HpPOrpaMHOTO
3a0e3nedeHHs movaja 3'IBISITUCS SK OUTBII IUPOKa AUCIUILIIHA, SKa Iependadaia BUBYCHHS
IOPOTPaMHUX CTPYKTYp Ta apxXiTeKTyp OuIpII 3arajbHUM criocobom. lLle mopoauno psin
IIKaBUX KOHLEMIIH Mpo nmporpamMHe NPOEKTYBaHHS Ha PI3HUX piBHAX adcTpakiii. Jleski 3 nuux
KOHIIETIIf MOXXYTh CTaTH B HAroJi MiJ 4ac apXiTEeKTYpHOTO IMPOEKTYyBaHHS (HAIpHUKIA,
apXITEKTypHI CTWJI), @ TaKOoX IiJ Yac JeTalbHOr0 IMPOEKTYBaHHS (HANpUKIAJ, MaTepHU
POEKTYBaHHS).

Onuc apxitextypu [13 3a SWEBOK Guide V3 cknanaBes 3 5 yacTuH:

* ApXITeKTypHI po30yJOBM Ta MOIJSAA0BI MaiaHUMKU. Pi3HI BUCOKOpIBHEBI acleKTH
MIPOEKTYBaHHS MPOTPAMHOTO 3a0€3MEUYEeHHS] MOXYTh OyTH omucaHi Ta 3agokymeHToBaHi. Lli
rpaHi 4acTo Ha3MBalOTh NOIIsAAaMu (IpeACTaBICHHSAMH, BuaaMmu): «Bua sBiase coboro
YaCTKOBHMM acleKT apXITEeKTypu NpPOrpamMHOro 3abe3nedyeHHs, KUl IMokazye crenndiuHi
BJIACTUBOCTI MPOrpaMHOi cuctemMmn» [4].

* ApXITeKTYpHI CTUJI. APXITEKTYpHHM CTWJIb - L€ «CIeliaii3allis TUIIB €JIEMEHTIB 1
BIJTHOCHH Pa3oM 3 HA0OpOM 0OMeXKeHb 1I0JI0 croco0y ix BUKopuctanHs» [4]. TakuM uyuHOM,
apXITeKTYpHUN CTWJIb MOYKHA pO3IJIAJaTH sK 3acid, Mo 3abe3nedye opraHizaililo BUCOKOTO
PiBHS POrpaMHOT0 3a0€3MeYeHHS.

* [laTepHr TpOEKTyBaHHs. SIKIIO CTHCIO — M€ «y3arajJbHEHE pIlIeHHS 3arajbHOi
npobiieMd B JaHOMY KOHTEKCTI» [5]. SIKmio apXiTeKTypHI CTHUII MOXKHA PO3IIIAIATH SK
mrabiaonn opraxizanii [13 BHcOkoro piBHSA, TO MaTepHU MPOEKTYBAaHHA MOXYThb OyTH
BUKOPHUCTAaHI JUIsl ONUCY AeTaneld Ha OLIbII HU3bKOMY PIBHI.

* ApXITeKTYpHI NPOEKTYBAJIBHUIBKI pillIeHHs. B mpoleci mpoekTyBaHHsS po3poOHUKaM
IPOTPaMHOTr0 3a0€3MeUeHHs TOBOAUTHCS NMPUMMATH Psiji IPUHIMIIOBUX PIilIeHb, sIKi TIIHO0KO
BIUTMBArOTh Ha [13 1 mporec po3pooOxwu.

« Jliniiiku mporpaM i ¢gpeiimMBopkiB. OJHUM 3 MiAXOMIB 10 3a0€3MEUCHHS MTOBTOPHOTO
BUKOPUCTAHHS KOHCTPYKIIH 1 KOMIIOHEHTIB NMPOTPAMHOT0 3a0e3MEUYEeHHS € MPOEKTYyBaHHS
cimMelcTB (JTiHIIKN) mporpam, 10 TaKOoX BiJIOMI K JIHIMKH MPOrpaMHHUX MPOIYKTIB.
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3. MICIHE PO3POBKHU APXITEKTYPH 113 3A SWEBOK GUIDE V4

The Guide to the Software Engineering Body of Knowledge (SWEBOK Guide), mo
o0yB omyoOxnikoBanuii IEEE Computer Society (IEEE CS) Bmitky 2024 poky BimoOpakae
MOTOYHMI CTaH 3arajlbHONPHUHHITHX, 3aCHOBAaHUX Ha KOHCEHCYCI 3HaHb, SIKI BUILTUBAIOTH 13
B33a€MO/IiT MIJK TEOPI€I0 MPOTPaMHOT IHXKEHepii 1 MPaKTHKOIO.

KepiBaunreo cknagaerbes 3 18 ramyseit 3Hanb (I'3) (KA - knowledge area), 3a skumu
HayTh Kinbka moaatkiB. '3 — 11e BU3HaUeHa 00J1acTh PO3POOKH MPOTPaMHOIO 3a0e3MeUeHHS,
sKa BH3HAYAETHCS BUMOTAMH JI0 3HAHb 1 ONMUCYETHCS 3 TOYKU 30PY CKJIAJOBHX IPOIIECIB,
MIPaKTUK, BXOJIB, PE3YJIbTATIB, IHCTPYMEHTIB 1 MeToAiB. B HOBIi#l pemakiii 2024 poky Oynu
nonani HactymnHi ['3: I'3 apxiTekTypu mporpaMHOTo 3a0e3nedyeHHs, ['3 6e3meKu mporpaMHoro
3abe3nedeHHs, Ta ['3 oneparliii 3 mporpaMHOi iHXEHEPIi.

Ha Biaminy Bim momepennboro Bumanus (Guide V3), ne BumanHs ctBoproe ['3 mpo
apxiTeKTypy nporpamHoro 3abesnedeHHs okpemo Bing '3 Design Software, uepe3 3HauHMi
iHTepec 1 3pocTaHHs wiei ramy3i y mopiBHsAHHI 3 mouatkoM XXI cromitrsa. Temep I3
apXxiTEeKTypu IpOrpaMHOro 3abe3neueHHs Mae Taky cTpykTypy (Puc. 1)
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| 1 1 1
Software Software Software Software
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Pucynok 1. Cmpykmypa I'3 Apximexmypa npocpammnozo 3abe3neyents

ApXITeKTypa HOporpamMHOro 3a0e3nedeHHs ckiagaeTbcss 3 4 po3autiB: OcHOBH
apxitektypu [13 (Cenc «apxitekTypu», 3aIlikaBjieHl CTOPOHU Ta MpoOsiemMu, BukopucranHs
apxitektypu), Onuc apxitektypu I13 (ApxiTekTypHi BUIM Ta TOUYKH 30py, CTHIII Ta MaTepHU
apxiTekTypu, MOBH ONHUCY apXITEKTYpH Ta CTPYKTypa apXiTEKTypH, ApXITEKTypa K Ba)JIMBI
pimenHs), [Ipouec apxitekrypu I13 (ApxiTekTypa B KOHTEKCTi, ApPXiTEeKTYpHE MPOEKTYBaHHS,
MeTtoau 1 TakTHKa apXiTeKTypu, ApXITeKTypa y BelIUKoMy MaciTadi), OLiHKa apXiTeKTypH
I13 (Kopucts Bim apxiTekTypu, MIipKyBaHHS IpO apxiTekrypy, OTrIsau apXiTeKTypH,
MeTtpuku apXiTeKTypH).

BUCHOBKMU TA IEPCHHEKTUBU NOJAJBIINX JOCJIIKEHb

Bce Bumie HaBeneHe Bkazye Ha nmoTpedy Ounbi aetanbHoro pociimkeHHs The Guide to
the Software Engineering Body of Knowledge (SWEBOK Guide V4) 3 wertoro
BJIOCKOHAJICHHSI pOOOYHMX MpOorpaM BUKIATaHHS IUCHUIUTIH, [0 TOB’S3aHI 3 1HXXEHEPIEro
MIPOTPaMHOTO 3a0€3TCUCHHS.
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OCOBJIMBOCTI BUKJTAJAHHA TACLATIJITHA «IHCDOPMAHIPIHI CUCTEMU 1

TEXHOJIOI'II B YIIPABJIIHHI»

AHoOTAaIisA. 3anponoHOBaHO, IPOAHATI30BAHO Ta CUCTEMATH30BaHO MiAXi 10 HABYAHHS
OakanaBpiB 3 BHKOPUCTAHHSM KEWC-TIPOEKTIB, IO BKIIOYAIOTH PO3B’sI3aHHS (BUPILICHHS)
IHIMBIlyaJIbHUX €KOHOMIYHINX, COLIANbHUX Ta O13HEC-CUTYAIlil, CIIPSIMOBAHUX Ha (GOPMYBaHHS
3arajbHOi CHCTEMHU 3HaHb 1 BMiHb CTY/ACHTIB, ONaHYBaHHS HEOOXIIHUX KOMIETEHTHOCTEH i
pe3ynbTaTiB HaB4YaHHs. J{OCHIHKEHO KOMIUIEKC MpOrpaMHOro 3a0e3rnedeHHi Ui BUPILIeHHS
O3HAYEHHX 337134, NIEPEBIPEHO aJeKBAaTHICTh OTPUMAHHUX PE3YJIbTATIB HAa KOHTPOJIBHIM BUOOPII,
NPOAHANII30BAHO OTPUMAHI PE3yIIbTATH.

Kuro4uoBi c1oBa: ympaBiiHHS 3MICTOM HaBYaIBHOTO TPOIECY, MIATOTOBKA OakalaBpiB,
NpOrpaMu aBTOMAaTH3alii 0i3HeCiB, Keiic-TIPOEKTH, Pe3yNIbTATH ONIAHYBAHHS TUCLHUILTIHH.

Buknaganus muctmmoiian  «lHpopMamidHi cHCTEMHM 1 TEXHOJIOTIi B  yIpaBIIiHHI»
CIpsSMOBAaHE Ha IMOIIMPEHHS 3HaHb MpPO cydacHi 1H(OpMaLiHI CHUCTEMHM Ta TEXHOJIOTIi
yIpaBiiHHA cepen MaiiOyTHIX (axiBuiB ranysi [T ta Exonomiunoi kibepuetuku [1-3].

BuBueHHs HaBuanbHUX MaTepialliB AMCUUIUIIHU CIpHUsIE€ OTPUMAHHIO MaHOyTHIMHU
OakamaBpamMu 3 1H(QOpPMAIIMHUX CHCTEM Ta TEXHOJIOTIM Ta EKOHOMIYHOI KiOEpHETHUKH
BIJIMOBITHOTO PiBHS TPAaMOTHOCTI 3 OCHOB iH(OpPMAIiHHUX CUCTEM Ta TEXHOJIOTIH yIpaBIiHHS
Cy4yaCHUMHM €KOHOMIYHUMH, COLaIbHUMHM Ta BUPOOHMYMMM CHCTEMaMH AJisi 3a0e3leyeHHs
e(EKTHUBHOCTI Ta OTPUMaHHSI BiIOBITHUX pe3yybTaTiB [4].

OcHOBHE 3aBJaHHS HaBYAJNbHOI JUCHUIUIIHM IIOJIATa€ B OTPUMAaHHI HAaBHYOK
CHCTEMHOTO Ta e(EeKTUBHOIO BUKOPUCTAHHS 1H(GOPMAIIHHUX CHCTEM Ta TEXHOJOTIH
YIOpaBIiHHSA JUIsl JOCSATHEHHS BIAMNOBIJIHUX TOKAa3HUKIB pPEe3yNlbTaTIB AISUIBHOCTI B PI3HUX
rajy3six eKOHOMIKM 1 BHPOOHHMIITBA (3aleKHO BiJ cremudikd aBToMaTHU3allii BiIMOBiIHOTO
oi3Hecy) [2-5].

HapuanpHa aucrumiiina 3a0e3nedye (GOpMyBaHHS IHTETPaIbHOI KOMIETEHTHOCTI: s
cnemianbHOCcTl 126 «lHopmamiiiHi cucTeMH Ta TEXHOJIOTI(» - 3JaTHICTh PO3B’SA3YyBaTH
CKJIaJH1 3a7a4i 1 mpobaeMu mij yac npodeciiiHoi AisabHoCTI y chepi iHpopMaLlifHIX cUCTeM
1 TEXHOJIOTM, BOJIOAIHHS HaBHYKaMH pOOOTH 3 KOMII'IOTEPOM Ui BHUPIMICHHS 3a/1a4
NPOEKTYBAaHHS Ta TMporpamMyBaHHs iH(opMamiiiHux cuctem; g creuianbHocTi 051
«Exonomika» OIl «ExoHoMiuHa KiO€pHETHWKa» - 3JaTHICTb pO3B’SI3yBaTH CKJIAJHI
Creniaai3oBaHi 3a/1a4i Ta MPaKTHYHI IPOoOJIeMH B eKOHOMIUHIHN cdepi, SKi XapaKTepU3yIOThCs
KOMIUIEKCHICTIO Ta HEBU3HAYEHICTIO YMOB, 1110 Nepeadadae 3aCTOCYBaHHS TEOPiil Ta METOAIB
€KOHOMIYHOT HayKH.

3aranpHi KOMIIETEHTHOCTI, SIKI HaOyBarOTbCS TIPM BUBYEHHI JUCIHIUIIHH  JUTS
cneuiagbHOCTI 126 «IHpopmaniiini cuctemu Ta TexHojorii»: 3K11. 3xatHicTs npuiimatu
obrpynaToBa#i pimenHs; 3K12. 3n1aTHICTh OIIHIOBATH Ta 3a0€3MeuyBaTH SIKICTh BHKOHYBaHUX
po0it; misa cneriansHOCTI 051 «Exonomikay OIl «Exkonomiuna kibepretnka»: 3K7. Hapuuku
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BUKOPHUCTAaHHS iH()OpMAaLIMHUX 1 KOMYHIKaIiitHuX TexHouoriit; 3K9. 3natHicTh 10 amanTaii
Ta Jii B HOBIM cUTYyaIIii.

@®axoBi KOMIIETEHTHOCTI aus creuianbHocTi 126 «IHopmarmiiiHi cuctemu Ta
texHojorii»: CK4. 3partHicTh NpOEeKTyBaTH, pPO3POOISATH Ta BUKOPHUCTOBYBATH 3acO0HU
peamizamii  iHPOpPMAIIHHUX CHUCTEM, TEXHOJOrid Ta iH(POKOMYyHIKalid (METOAWYHI,
iH(opMarliifHi, alrropuTMiYHI, TeXHIYHI, TporpamHi Ta iHmr); CK12. 3gaTHICTs ynpaBisaTH Ta
KOPUCTYBATHUCSl Cyd4aCHUMH 1H(GOPMAIITHO-KOMYHIKAIIMHUMH CHCTEMaMHU Ta TEXHOJIOTISIMH
(y ToMy 4Mci TakuMH, 110 0a3yrOThcs Ha BUKOpUCTaHHI [HTepHeT); mis creniansHocti 051
«Exonomika» OIl «Exonomiuna kibepHerukay: CK7. 3gaTHiCTh 3aCTOCOBYBAaTH KOMII FOTEPHI
TEXHOJIOTII Ta MporpamMHe 3a0e3MeueHHs 3 OOpOOKM JaHUX JUIsl BUPILMICHHS EKOHOMIUHHX
3aBAaHb, aHamizy iH(opMmamii Ta miaroroBku anamitThyHuX 3BiTiB; CK10. 3matHicTh
BUKOPUCTOBYBATH Cy4YacHi JpKepela €KOHOMIYHOI, COI[iaJibHOi, YHpPaBIiHCHKOi, OOJIKOBOI
iH(opMarii a1 CKIagaHHs CIIy)KOOBUX JTOKYMEHTIB Ta aHaimiTHuHuX 3BiTiB; CK12. 3naTtHICTH
CaMOCTIMHO BHSBIISITH MPOOJEMH EKOHOMIYHOTO XapakTepy IpH aHalli3i KOHKPETHHX
cuTyalii, npornonyBatu crnocobu ix upimenHs; CK15. 3naTHicTh 3ailicHIOBaTH TOOYIOBY
Mojenell ckiamHux 3amad  npuidHATTA pimenb; CK17. 3pmatHicts  po3pobnsTH  Ta
JOCTIIKYBaTH €KOHOMIKO-MaTeMaTHUHI MOJIeNIl €KOHOMIUHUX OO0'€KTIB 1 CUCTEM 3 METOI0 iX
aHaJizy Ta BAOCKOHaneHHs cuctemu ynpamminas; CK18. 3maTHicTh po3poOmsitu crparerii
PO3BUTKY €KOHOMIYHHMX CHCTEM PI3HOTO MPU3HAYEHHS Ta PiBHS i€papxXii.

®opmyBanss BusHaueHnx OII mporpaMHHX pe3ynbTaTiB HABYaHHA y 3100yBadiB OCBITH
3a0e3MeYeHO IUISXOM BIIPOBA/KCHHSI B HABYAIBHHI IMPOLEC KEHC-MPOEKTIB, CIPSIMOBAHHUX
Ha OpraHizamilo Ta aHali3 (YHKIIOHYBaHHS CYO’ €KTIB TOCIOJApIOBaHHS, BU3HAYCHHS
MOKA3HUKIB, SIKI XapaKTepU3YIOTh Pe3yJbTAaTUBHICTh iX MAISNIBHOCTI, CHHTE3 Ta peai3allis
ONTUMAIIPHUX PIIIEeHb MIOAO YIPABIIHHA PO3BUTKOM CYO'€KTIB EKOHOMIYHOI JisSUTBHOCTI
Ha OCHOB1 BUKOPUCTaHHS BIAMOBITHUX CUCTEM aBTOMaTH3allii Oi3HeCY.

Cepen BUKIMKIB MpU OpraHizaiii BUKJIAJaHHS TUCHUIUIIHUA CIiJI BUIUIMTH HACTYITHI
00’€KTH BIUIMBY: 3a0€3MEYEHHS HAJIEKHO BHUCOKOIO KOHKYPEHTHOTO pIiBHS BHMKJIaJaHHSI
JUCIUIUIIHM 3 BpaxyBaHHSAM JOCBIly YKpaiHChKHMX 1 3aKOPJOHHMX BHILIB IOJI0 MIATOTOBKH
¢daxiBIiB 3a3HAYCHHUX CIICiaJbHOCTEH, BUMOTH CTEUKXOJJIEPIB LIOJ0 BUBYEHHS Cy4acCHUX
aKTyaJIbHUX CHCTEM aBTOMaTu3allii Oi3HeciB, pi3HUI piBeHb 3HaHb 1 MOTHBaLli 3700yBauiB
OCBITH 1 HEOOXIJTHICTb BIPOBA/DKEHHS KEHC-TEXHOJIOTIH HAaBYaHHS, K JIEBOrO 1HCTPYMEHTY
OCMUCJICHHSI peallbHUX MPOo(eciiiHuX CUTYyalllid, OMUC SKUX BOJHOYAC B1IOOpaKae HE TIIBKU
MPaKTUYHI TPOOJIeMH, a i aKTyani3ye NeBHUI KOMILIEKC 3HaHb, IKi HEOOX1THO 3aCBOITH JIJIS 1X
pPO3B'I3aHHA Ta ICHYIOUl OOMEXEHHsS y 4Yacl 1 TUKHEBOMY HABAaHTa)XEHHI MpH opraHizarii
HaBYaJIbHOTO MPOLECY.

Hapenennii mpukiag 1HAWBIAYaJIbHOTO 3aBJIaHHS CHOUPAETbCs Ha poOOTy 3
€JIEKTPOHIKOIO, 1110 TAKOX € OJHUM 3 €JIeMEHTIB 3a0XOUyBAaHHS 1 CIIOHYKAaHHS J0 BUBYEHHS
JUCIIUILIIH, OCKUIBKHM CTapllll KypcHu OakanaBpaTy B)K€ HamlpsMy pO3IJIAI0Th MOKIUBICTh
IpaleBIallTyBaHHs, a BABUEHHS MaTepially AUCHUIUIIH 03BOJISIE 3pOOUTH BUOIp HAa KOPHUCTh
pobotu 3a paxom.

Jis  1HAMBiTyanbHOTO BapiaHTy 3aBAaHHs 3700yBady OCBITM Ha 0a3i CTBOpeHOI
KOHIIETITYaJTbHOT MOJIENI MPEAMETHOT 00J1acTi MO0 MISITBHOCTI TIEBHOTO MiATPUEMCTBA, CITiJT
crBoputu ER-niarpamu mpeamerHoi obusacti (puc.l, a) ta 3renepyBatu Relational Schema
(puc.l, 6). Orpumany Relational Schema cnig nepeBipuTH Ha MOBHOTY 1 IPAaBUIBHICTh IS
1HAMBIlyaJbHOTO BapiaHTy 3aBJaHHA Ta Ha 11 0a3i 3reHepyBatu ckpunt SQL (puc.l, B). dami
HeoOx11Ho BukoHaTH SQL ckpunt Ta crBoputu B/ mianpuemcTBa 3riiHO 1HAMBIAYAIbLHOMY
BapiaHTy 3aBiaHHA. [[ng ctBopenoi b/l motpiGHO nepeBipuTu kitoyi, BignoBigHicts 3H® ta
sreHepyBaTH cTpykTypy BJl. Takoxx moTpiOHO opranizyBatu CKpunTé 3anuTiB 10 B/l mono
HAsSBHOCTIi, KIJTBKOCTI Ta OCOOJIMBOCTEH POOOTH 3 HOMEHKJIATYPOIO Ta KOHTpareHTaMmu. 3a
JIOTIOMOT010 11a0JIOHIB CIiff CTBOPUTH TpoekT Asp.net Core caiity Mmarasuny (puc.l,r y
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BIJIMOBIAHOCTI JI0 1HAMBIAYaJIbHOTO BapiaHTy KEHUC-TIPOEKTY) 3 KOPCTKOIO IMPHUB’SI3KOK JI0
HOMEHKJIATYpH BHUPOOIB MiAIMTPUEMCTBA.

=MmENU SELECT CONt

Cknagosi, enemeHTH Ta getani

r)

Pucynox 1. Emanu euxonanus inougioyansHux Keuc-npoeKmis

Hocmimkennss po6oTu  migpo3ainiB  «DiHAHCOBUM pe3ylbTaT 1 KOHTPOJIHI» Ta
«PernamentoBanuii oOmik» (Mic/is BUBUEHHS MOIMEPEAHIX olepaiiil) 3100yBauaMu OCBITH
3MIHCHIOETBCA Yy  JIIEH30BAaHMX CHCTEMax aBToMaru3amii Oi3Hecy, 1€ OIIHIOETbCS
e(eKTUBHICTh Oi3HECy, MPaBUIBHICTh pIIIEHb Ta POOUTHCA MPOTHO3 HACTYMHHUX Oi3HEC-
CTpaTreriii, 30KpeMa pO3TISAAIOTHCS CTAaTTI BHUTpaT, JMAOJATKOBI BHTpatH Ta 13B
(TpaHCHIOPTHO-3aroTiBeNIbHI BUTpaTH). TakoX JeTalbHO aHaNI3yeTbCs pPEHTA0ENbHICTh
po0OTH 3 yciMa KITIEHTAMH.

BUCHOBKM

[TpointocTpoBaHO aKTyalbHICTh, AOLUIBHICTH 1 palliOHAIBHICTh BUKOPHCTAHHS KeHc-
TEXHOJIOTIH IS BUKJIAIAHHS 3a3HAYCHO! NUCIMIUIIHI Ta OI[IHEHO BaXIIMBICTh OTPUMAHUX
CTYACHTaMH HAaBUYOK 1 BMiHb Y MOJAJIBLIOMY IPH HANKCaHHI KYpcOBOi 1 AUIUIOMHOI pOOIT,
IpaleBIalITyBaHHl 3a (axoM 1 MOMJIMBOIO Kap €pHOTO 3pOCTaHHS y BHOpaHill ramysi
3100YTTS BUIIOI OCBITH.

CIIMCOK BUKOPUCTAHUX TKEPEJI
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2. CyuacHa Ocsita B YkpaiHi 1 3a kopaoHoM [Enexrponnuii pecypc]. [octymHo:
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3. Modulhandbuch. Informationsmanagement und Informationstechnologie Bachelor /
Master [Online]. Avaiable https://www.uni-
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T _P0202 2_Stand_2022.11.18.pdf Accessed on: Nov. 10, 2023. (auf Deutsch).

4. J.Wu “Efficient Management System of Construction Engineering Industry Based on
ERP”, Proceedings - 2021 International Conference on Wireless Communications and Smart
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BUKOPUCTAHHS LMS MOODLE JJI OPI AHI3ALIIT BUIbLHOI'O BUBOPY
CTYAEHTAMU HABYAJIbHUX JUCIAIUIIH

AHoTanisg. Y crarti posrismaeTbes BukopuctaHHs LMS Moodle mis opramizamii BHOOPY
CTYACHTAaMH HAaBYAIBHUX IUCIMIUIIH Y BHIINX 3aKiagax ocBiTh. OOIPYHTOBAHO BaKIHMBICTh
iHAMBiAyai3anii HaBYaHHS, WO JO3BOJISIE CTyAEHTaM (OpMyBaTH IEPCOHANIBHI TpPaeKTOpil
BIAMOBITHO 10 iX IHTEpECiB i Kap'epHUX OpieHTaliil. ABTOp aHaNI3ye TEXHIYHI MOXKJIMBOCTI
Moodle mis aBTOMaTH3amii MpoOLECYy peecTpaimii Ha KypCH, BKJIIOYAIOYH IHTETPAIilo 3
YHIBEpPCUTETChKUMH 1H(popManiiiHumu cucremamu. [lokaszaHo, sk dyHkuionan Moodle moxe
ONTHMI3yBaTH BHOIp KypCiB, CHPOCTHUTH aJMIHICTPYBaHHsS Ta 3a0€3MEeYMTH THYYKICTh
HaBYaJIBHOTO TIPOLIECY.

Kawu4oBi cioBa: Buma ocBiTa; BHOIpKOBa KOMIIOHEHTa; IHIWBITyali3allii HaBYaHHS,
iHpopmariiiHi TexHoorii; Ims moodle.

BCTYII

CydacHi TeHJEHIIi BHUIIOI OCBITH, 30KpeMa 1 B YKpaiHi, CHOPUSIIOTh MOCHIEHHIO
aKaJeMiYHOI aBTOHOMII CTYJEHTIB 1 THYYKOCTI HaBYaJIbHHUX MporeciB. ONHIEID 3 BaKIUBUX
CKJIQJIOBUX I[HMX 3MIH € MpPaBO CTYJCHTIB Ha BUIbHUN BUOIp HABYAIBHUX IUCIUILIIH, IO
N03BOJIsIE iM  (OpMyBaTH iHAMBIMyanbHI TpPA€KTOpii HaBYaHHA B MeXaxX BH3HAUYCHHUX
HAaBYAJIbHUX IUIaHIB. 3riAHO IIi€l KOHIEMIli, CTYJeHTH B TMpaBi 3/iliCHIOBaTH BHOIp 3
JUCHUTUTIH ~ 3allPONIOHOBAHMX ~HABYAJILHUM  IUIAHOM, BH3HAUAIOYM MIBHIKICTH  HOTO
IPOXO/KEHHs, BaplaTUBHICTh 1 HaBITh BUOIp JUCLHUIUIIH 3 IHIIUX OCBITHIX mporpam (y
BHU3HAUEHUX MeXax), skl OyAyTh pO3IIMPIOBATH IXHIN CBITOIJISI Ta MOIJIMOJIIOBATH 3arajibHi
KOMIIETEHTHOCTI.

IHocTranoBka npo6aemu. [Ipote 3 TeXHIYHOTO OOKY Taka MOXJIMBICTh MOBHICTIO JIaMa€e
ycTaneHuit B YKpaiHi MiJIXiJ A0 opraHizaiii HapyajabHOro mpoiecy. Jle 6ys0 4iTKO BU3HAUYEHO
MOPSIIOK, TEPMIHU TPOXOJDKEHHS, PO3KIJIAJ 3aHATh IS TPym i Take iHme. HoBoBBemeHHs
BUMAraroTh 1HIUBIAYAIBHOTO MiAXO1Y A0 HABYAIBHOTO IUIAHY KOXKHOTO CTYJIEHTa, /1€ HeMae
YITKOTO MONEPEIHbO BU3HAUEHOTO MEPENiKy BCIX TUCUUILIIH Ta TEPMIHY iX IPOXOHKEHHS, 1€
TEpMiH “Tpymna’ 3MilIyeThcs HA PIBEHb TUCLMILIIHM, @ IOHATTS aKaJeMiyHa rpyrna 3HUKae, e
NOTPIOHO 3a0e3NMeYuTH CTYAEHTaM He JMIIe BUOIp OUCHUIUIIH, a 1 iX HENEepeTHMHAHHS B
po3Kiafi mpoTAroM cemectpy. be3 uiTkoi TexHiuHOi oprasizaumii Ta iHpopMauiiHO
MIATPUMKH peajizailisi bOro MOXKE BHAABATHUCS HE3IMCHEHHOI0. B Hammii momoBiai Mu
X04YeMO MOKa3aTu MiXiA 0 TEeXHIYHOI peaizauii oprasizauii nporecy BUOOpY CTyAeHTaMU
JTUCITUATIIIH 32 TOMIOMOTOI0 CUCTEMH YIpaBIiHHS Kypcamu Moodle.

AHaJi3 ocTaHHIX A0CaiIKeHb i myOaikanii. 3riHo 3 YyKpaiHCHKHM 3aKOHOABCTBOM,
30kpema 3akoHoM Ykpainu "lIpo Bumy ocity" [1], cTyneHTam HamaeThcsi mpaBo BUOOPY
HaBYAJIbHUX JUCIUIUIIH B MeXaX aKaJeMIuHOro IJIaHy HaBYaHHs, a TaKOXX MOMKJIMBICTb
3MIHIOBaTH WOTO BIAMOBIMHO 110 iXHIX 1HTEpeciB Ta Kap'epHux opieHtamii. lle mpaBo €
YAaCTUHOIO 3arajlbHUX MPUHIUIIB aKaJeMiyHoOi CBOOOAM, IO MiAKpIIUIEHE BUMOTaMHU
KPEIUTHO-MOYJIBHOT cucTeMH. ISl TeXHIYHOI peamizaimii TaKMX BHMOT B MEXaX BHIIOTO
3aKJIay OCBITM MOJKHAa BHMKOPHCTOBYBAaTH IpOrpaMHO-iH(pOpMaliiHi 3acobM, Taki sK
Harpukiag LMS Moodle, siki 103BOJISIFOTE OpraHizyBaTi e()eKTUBHUM MPOIIEC PEECTpaIlii Ha
HaBYaJIbHI KYpCH, aBTOMaTHMYHO KOHTPOJIOBATH KUIBKICTh MICIIb Ha IUX Kypcax, a TaKoX
CHUHXPOHI3yBaTl BHOIp IHMCUHUIUIIH 31 CTYJEHTCHKUMHU HaBYaJbHUMU IUIAHAMH, SIKI MOXKYTb
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PO3MIIIyBaTHCS B CTYJEHTCHKIN iHpOpManiiiHiii cucremi (SIS) yHiBepcuTery, 1mo BiAmoBigae
BHMOT'aM 3aKOHO/ABCTBA Ta MIXXHAPOJAHUM CTaHAApPTaM.

Ha w™ixHaponHoMy piBHI NHTaHHS BHUKOPUCTaHHSA IUIATQOPM Ui YHPaBIiHHS
HaBuanHaMm (LMS), 3oxkpema Moodle, nns opranizamnii BUOOpY AUCIUIUIIH CTYJICHTAMH
aKTUBHO JOCHIDKYyeThCsl. OIHMM 3 OCHOBHUX HampsMiB € TexHiuHE 3a0e3nedyeHHs
aBTOMaTH3allii Mpolecy peecTpalii CTyIeHTIB Ha KypcH. [lochmiaKeHHS MOKa3ylTh, IO
iHTerpamiss LMS 3 yHIBEpCHUTETCHKMMH 1H()OpPMAIIHHUMH CUCTEMaMH JIO3BOJIE 3HAYHO
ONTUMI3yBaTH TMPOLECH BUOOPY KypCiB, YHHKATH MOMHJIOK IPH PEECTpallii, aBTOMaTUYHO
dbopMyBaTH akaJeMiuHe HAaBAHTAKCHHS Ta MIATPUMYBATH OalaHC MIX KIJIBKICTIO CTYJCHTIB i
BUKIJIanadiB. Hampukmnan, mocmipkeHHs, npoBeaeHi B yHiBepcurerax CIIA Ta €Bpomu,
JIEMOHCTPYIOTh, K TiaTdopmu, Taki sk Moodle, qormomMararoTh 3MEHIIUTH aIMIHICTPAaTUBHE
HaBaHTAXXCHHs, 3a0€3M€YNTH JOCTYIHICTh iH(OpMAIIi] AJIs CTYICHTIB Ta BUKJIA/IaviB, a TAKOXK
MOKPAIIUTH SIKICTh HABYAHHSA 3aBJASKH IIEpCOHANI3allli HaBYaIbHOTO JOCBiLY. [2,3]

B VYkpaini nutanHs TeXHIYHOI opraHizaiii BUOOpY KypciB cryneHTamu 4yepe3 Moodle
TaKoX JOoCHiKyeThes. [lepmr 3a Bce, ykpaiHChKI HAyKOBII aHANi3YIOTh BHKOPUCTaHHS
Moodle B KOHTEKCTI peaiizaiii KpeAUTHO-MOTYIBHOI CHCTEMH, B TOMY YHCIII JUIs OpraHi3arii
Bubopy aucuuriiH. 3okpema, Cemirina Tersna ta HoBak AHTOH y cBoiif mpami [4]
NpOaHaI3yBalll TEXHIYHUX acCleKTH BUOOPY MmiuatgopMu IJisi aBTOMATH30BAHOTO BHOODPY
CTyJIEHTaMH HaBYAIIbHUX KypciB. BoHu nocnimkyroTs nuTanHs inTerpaiii Moodle 3 iHmmmu
YHIBEpCUTETCHKUMH iH(pOpMaIiiiHIMU crcTeMaMu JUis 3a0€3MeUeHHs CHHXPOHI3allil JTaHuX
PO CTYJIEHTIB, iX ycIixu Ta BUOip KypciB. [HiIl qocnimpkenns, ak-ot npaii Ipunu llleBuenko
ta Onekcis CTpeIbHUKOBA, aKIICHTYIOTh yBary Ha YAOCKOHAJCHHI iHTepdeiiciB Moodle ms
3pyYHOrO 1 3pO3yMIIOr0 BHOOpPY IUCIMIUIIH, a TakK0oX Ha MOXIHUBOCTSIX CTBOPEHHS
QJIalITUBHUX HABYAJILHUX TPAEKTOPi, IO MO3BOJIAIOTH CTyAEHTaM OuTblIl e(EeKTUBHO
OpraHi30ByBaTH BIIaCHE HABUAHHSI.

Mera poboTa mossirae y BUCBITICHHI TEXHIYHOI MOXKJIMBOCTI BHKOpucTaHHs Moodle
JUTst BHOOPY HaBUAIBbHUX JUCIHILIIH CTyAeHTaMU. L[pOTo pa3y MU X04eMo aKIeHTyBaTH yBary
Ha YacTUHI BUOOPY - BUIbHUI BUOID.

PE3YJIbTATU TA OBI'OBOPEHHS

Xoua Moodle € cucremoro ynpaBiiHHS €JIEKTPOHHUMH KypcamH 1 B Habarato MeHIIii
Mipi CUCTEMOIO YIPaBJIiHHSA HaBYaHHSIM, IIPOTE BiH MPONOHYE IIUPOKUNA CIIEKTP IHCTPYMEHTIB
JUIs OpraHi3allii HaB4aJbHOTO IpOIlecy, 30KpemMa JJIsi aBTOMaTH3allil Ta opraxizauii BuOopy
JTCIIUTUTIH CTYACHTaMH.

[TepimmM yuHOM HEOOXITHO MIArOTYBAaTH HaBUYalbHI KYpCH JUIsl HpOLETYpH BHOOpY.
Jnst uporo moTpiOHO CTBOPUTH BCl HEOOXITHI KYypCH; B OMHUCI KYpCY PO3MICTHUTH 0a30BY
iH(popMallito Ipo KUIBKICTh KPEAUTIB, TOJMHU Ha TEOPil0 Ta MPAKTUKY, GOpMY MiICYyMKOBOTO
KOHTPOJIIO, a TaKOX aHoTaliio Kypcy. [lpu3HaueHuit Ha Kypcl BHKJIaJady aBTOMAaTHYHO
HiICTaBJISIETHCS B OMKCI KypCy, a OT)KE Bipa3y JOCTYIHUIN CTyIEHTY.

B 6a3oBiii kommuekranii kypcu B Moodle mMoxyTe OyTu OpraHi3oBaHi B KaTaJOTH.
TakuM 4MHOM MOXHA B OJIMH KaTaJOT MOKJIACTH BCl KYpCH JJIsl BUOOPY JUCLMIUTIH 3arajbHO
yHiBepcuTeTchkoro piBHA. CryneHTH OyayTh Bijpazy OauuTH Bech AOCTYNMHHUHA M s
O3HAMOMIICHHS MTepeiK.

Moodle mae BOynoBaHy (GyHKI[IOHATBHICTh JJI peecTpallii CTyJeHTIB Ha Kypcu. Taka
MOJKJIMBICTh pealli3oBaHa uepe3 pi3Hi MoAymi peectpauii. HaiOinb BUKOPHCTOBYBAaHUM €
crocid py4Hoi peectparllii, KOJW BHKJIaJad CaMOCTIHHO PEECTPYE CTYACHTIB MO OJHOMY.
TakoX € aBTOMaTHYHUUM 3aluC, KOJMU CTYICHTH MOXYTb OyTH aBTOMAaTH4YHO 3alMcaHi Ha
KypCH Ha OCHOBI IXHBOTO CTaTyCy YW TOIEPEIHIX MOCATHEHb. [IpoTe IS Haloro BUMAAKY
Haiikpare Oyzae croci6 camo3anucy. B 11boMy BUINaAKy CTYACHT BUOMpae HaBUAIbHUN KypC
Ta CaMOCTIHHO Ha HBOTO 3amuCyeThes. [Ipu 1bOMY B MapaMmeTpax MOAYISI MOXKHA 3aJaTh
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TEPMiHU, IPOTATOM SKUX MOXe OyTH 3[IHCHEHO CaMO3aIKc, MOXKe OyTH BH3HAUY€Ha KiIbKIiCTbh
MICIIb JUIS 3aITUCy, MOXKEe OyTH BHU3HA4YCHO T'PYILY, B SKYy CTYACHT XOu€ 3alHcaTHCs (SKIIO0
nepeadavaeThCs KiIbKa TPYI Ha CEMECTp JUIsl BUBUCHHS).

TakuM YUHOM CTYACHTH BUOUPAIOTH TUCIHILTIHY HE 3 OKPEMOT0 a0CTPAaKTHOTO CITUCKY,
a CBIJIOMO Bijpa3y 3alUCYIOYHCh Ta MOTPAIUIIOYH B CepeAMHYy MUCHMIUTIHM. Takuii BUOip
Oyne Bizipa3y BUIUMHUM JUIS CTYJIEHTa B HOro ocoducromy kabiHeTi (dashboard).

HaromicTe BuKIIaga4 BUOpaHOi TUCIUILTIHUA Oyie Biapa3y 0aunuTH, CKUTBKU Ta XTO came
3amnycaBcsl 10 HUX Ha HaBYaHHS. ['Hyuka cucTeMa JOCTyNy /0 HaBUAIbHHUX MarepialiiB B
CepeliMHI KypCy JO3BOJISIE HAJAIITYBaTH TPaBWIA, 3a SIKUMH MOJNANBIIMKA JOCTyn Oyne
BIJIKPMBATHUCS Y BU3HAUCHHUH Yac MOYaTKy HABUAHHS.

Takuii miaxia TPUCKOPUCTD MPOIEypy BUOOPY CTYACHTAMH KypCY, BUKUHYBIIH 3 HEi
etan (OpMyBaHHS TpyI, MepeAadli BHKIaJadaM CIHCKIB, 3apaxyBaHHS BUKJIaJadyaMH
CTY/ICHTIB TI0 OJTHOMY BPYYHY.

AHauti3 pe3ynbTaTiB BUOOPY CTYACHTIB JUIsI MEHEIDKEPIB MOXe OyTH 3iHiCHEHO udepes
MeXaHi3M MoOyJIoBH 3BITiB, BOy#noBaHuii 10 Moodle. A ¢ikcamis He numie BUOOpy, a i
pe3yJIbTaTiB HaBYaHHS 32 BUOPAHUM HaBYAILHUM KypCOM 3a J0MoMoror inrerpaiii Moodle 3
CTYJICHTCHKOIO 1H(OpPMAIITHOIO CHUCTEMOIO (HANpPUKIAJ, EJICKTPOHHUM JIeKaHaT), sKa
BUKOPUCTOBYEThCS B YyHiBepcuTeTi. Moodle moxe OyTm iHTerpoBaHa 3 CHUCTEMaMH
YIpaBIiHHS PO3KIAA0M, I00 aBTOMAaTUYHO CHHXPOHI3yBAaTU JIOCTYIHICTh KYpPCiB 1 YHUKHYTH
KOH(QJIIKTIB y BUOOP1 TUCIIHILTIH.

BUCHOBKHA

Takum uymHOM, BuKOpucTaHHs Moodle nae MOXIHMBICTH WMIBUIKO OOUpaTH KypcCH,
03HAHOMITIOBATHCS 3 JCTAISIMU JUCIUIUIIH Ta PEECTpyBaTHCS depe3 iHTepdelic, mo nae
MOJKJIUBICTh EKOHOMHUTH dYac. Y 3araibHoMy BUTIsAAl, Moodle n03Bosisie He TiTbKU
OopraHi3yBaTH BHOIp KypCiB, ajie i IHTErpyBaTH 1€ MPOIIEC 3 IHIIMMU aCTIEKTaMH HaBYaHHSI,
CTBOpIOIOUM €(DEeKTUBHY Ta 3pYUHY JAJISl CTYACHTIB CHCTEMY OpraHi3ailii OCBITHBOTO MPOIIECYy.

MNOCUJIAHHSA

1. 3AKOH YKPATHU IIpo BUIILY OCBITY.
URL.: https://zakon.rada.gov.ua/laws/show/1556-18

2. T. H. Kim, J. W. Lee. Automating Course Registration Using Moodle in Large
Universities. International Journal of Educational Technology in Higher Education,
2018. DOI: 10.1186/541239-018-0105-0

3. J. M. Wilson, P. J. Richards. Personalizing Education with Moodle: Supporting
Student Choice and Flexible Learning. Educational Technology Research and
Development, 2021. DOI: 10.1007/s11423-021-09934-1

4. Semigina, Tetyana and Novak, Anton, [Hdopmamiiini cucremu Ui BUOIPKOBUX
JUCHHUIUTIH Y 3akiagax Buinoi ocBith [Information Systems for Electives in Higher
Education Institutions] (September 26, 2023). Semigina, T. & Novak, A. (2023).
Information systems for electives in higher education institution. Vectors of the
development of science and education in the modern world : collective monograph / V.
Shpak, ed. (c.5-13). Sherman Oaks, California : GS Publishing Services.
https://www.eo.kiev.ua/resou, Available at SSRN: https://ssrn.com/abstract=4585293 or
http://dx.doi.org/10.2139/ssrn.4585293
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BJIOKYENH CUCTEMHM V EHEPTETUILII

AHoTanisg. Y craTTi po3mIAAaOThCS  OCOOJNMBOCTI 3aCTOCYBaHHS OJOKYEHH-CHUCTEM Y
eHepreTuuHiil rany3i. B epy TexHojoriyHoro mporpecy OJOKYEHH CTa€ MEPCHEKTUBHUM
pIlIEHHSIM, MPOMOHYIOYM HUGPOBY miIarGopMy sl CHEPreTHYHOrO CEKTOpy, sKa €
JICIICHTPAaTi30BaHO0, OE3MEUYHO0, MMPO30POI0, HE3MIHHOIO Ta HaAiHHOW. Biiok4eiiH Mae OCHOBHI
BJIACTHBOCTI Ta XapaKTEPUCTHKH, HEOOXIJHI JUIs 3aJOBOJICHHS BUMOT MaiiOyTHIX €HEPreTUYHHX
CHCTEM, MOONalo4Yl TpH [FOMY OOMEKEHHsS ICHYIOUHX CTPyKTyp. IcHye Oarato BapiaHTIB
BUKOPHUCTAHHS, SKi 320e3MedyIoTh 0i3HeC-MOJeNi T MaOyTHBOI IHTEeTpallii B elIEKTPOMEPEXi,
[0 IOBHAKO CTAlOTh PO3YMHHMMH. PO3ITISIHYTI KOHKPETHI OJIOKYEHH pillIeHHS EeHepreTUYHHX
KOMIIaHii, IO BHKOPHCTOBYIOTH OJIOKYCHH Ta NPOOJIEMH 3 SKUMH CTHUKAalOThCA IPH
BIPOBA)KCHHI OJIOKYCHH CUCTEM B EHEPIeTHYHOMY CEKTOPI.

KimiouoBi cioBa: TexHONOris OJOKYEHH, ONOKYCHH CHCTEMH, €HEPreTHKa, BHPOOHHLTBO
€Hepril, elIeKTPONOCTaYaHHs.

1. BCTYII

TexHosmorist OMOKUeHH 3 T JCIEHTPATI30BAaHOK Ta MPO30POI0 CYTHICTIO cCTala
TpaHCc(hOpMaLifHUM TPEHAOM Yy PI3HUX Trany3sxX. 30KpeMa, €HepreTUYHUN CEeKTOp Mae y
IbOMY KOJIOCAJIbHI MEpPCHEKTUBU Ui IepeOynoBH, OCKUIbKM OJOKYEWH MpPOIOHYE HOBI
MiXO0AH O BUPOOHUIITBA, PO3MOLTY Ta CIIOKUBAHHS eHeprii [1].

BuxopucToByroun TEXHOJOTIIO OJIOKYEHH, €HEpreTUYHUN CEKTOp MOXKE €(PEKTUBHO
BUKOPUCTOBYBATH JICLEHTpAJi3allilo, BIAIMIIOBIIM BiA TPaaULIHHOIO LEHTPAIi30BaHOTO
koHTpoIto. [le 3abe3mneuye O1IbITY aBTOHOMIIO Ta JJa€ 3MOTY PI3HUM 3aIlIKaBJICHUM CTOPOHAM,
BKJIIOYAIOUM CIOXHBayiB, BUPOOHMKIB 1 ONEpaTopiB Mepex, OpaTH akTHUBHY ydyacTb B
€HEepreTUYHUX ONepalisx 1 mpolecax NpUUHATTS pillieHs [2].

Mertoro AOCHIPKEHHSI € OIJIsij BapiaHTIB BHUKOPHCTAHHS Ta TEPCIEKTUB CTBOPEHHS
0JIOKYEIH cucTeM B €eHEpreTUYHIN ramysi.

2. PE3YVJIbTATHU JOCAIKEHHA TA IX OB OBOPEHHSI

bnokuelin y cBoili HalmpocTimmiii gopmi — e TEXHOJOris HUPPOBOI PO3MOALIEHOT
kauru (Distributed Ledger Technology), sixka rapantye mpo3ope Ta Oe3leuHe BEJCHHS Ta
30epiraHHsi 3amMciB. Yci 3alikaBlieHI CTOPOHM B OJIOKYEHHI MOXYyTh OauuTu Oynb-iKi
CXBaJIeH1 TPaH3aKIlii, a TAKOXK KOJIM BOHU BiZIOyNHUCS Ta XTO iX iHinitoBaB. Kpim Toro, HiXTo He
MO’K€ 3MIHUTH 11 TPaH3aKI[l Micis CXBaJEHHs, a CXBaJECHHs BIJI0OYBA€ThCS 3a 3TOJOI0 YCIX
KopucTyBauiB. [Ipo30picTh 1 BiACTEKYBaHICTh J€XaThb B OCHOBI OJIOKUEiH Ta poOsATh Horo
KOPUCHUM JUIsl 0aratboX OHJIAHHOBUX HUGPOBUX TPAaH3AKIIIH.

Oco6nuBy NONyJSIPHICTh TeXHOJOris OyokueiiH HalOyna 3 nosiBoro Ethereum i cmapt-
KOHTpPAaKTiB. Po3risiHeMo BapiaHTH BUKOPHCTaHHS OJOKYeWH Ta MOOYyIOBU BIJNOBIIHHUX
JICIIEHTPATI30BaHUX CUCTEM JJIsl eHepreTHuHoi ramysi [3].
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Bnokueitn mae 6e311iu 3acTOCyBaHb, BiJl OTHOPAHTOBOI TOPTiBIII €HEPTIEIO 10 NEPEBIPKU
MOXO/DKEHHsT  eHeprii. Excmeptu mnependadaroTh, IO TEXHOJOTIS OJOKYEHH MOXKe
PEBOJIONIOHI3YBAaTH €HEPTEeTUYHUNA CEKTOp, MOKPAIIUBIIN €HEPreTUYHI oreparii Mo BCbOMY
JIAHITIOKKY CTBOPEHHS BapTOCTI Ta KEPYIOUU CKJIAJHOIIAMHU JEIEHTPaTi30BaHOI €HEepPreTUYHO1
cucremu. TexHojoriss OJOKYEHH Hajgae 3aco0u Jerithmizarii, Oe3lmeKd Ta aBTOMaTH3allii
nepeaadi eHeprii 6e3 nmocepennukiB. 3a gaHuMu Emergen Research, odikyeTbces, mo po3mip
ro0anbHOTO OJIOKUEHHY Ha €HEPreTHYHOMY PUHKY 3pocte a0 8 761,4 muH nomapiB y 2027
porii, 3apeectpyBabimu CAGR 56,1% mpoTsroM mporHo30BaHOro Nepiofy.

Siemens Energy mnpomonye Automated Pay-Per-Use, 1o 103BOJIsIE KOMYyHaJIbHHM
HiANPHEMCTBAM OIUIAYYBAaTH OHOBJICHI IOCIIYTH JIMIIE TOJI, KOJIM BOHU BUKOPUCTOBYIOTHCH.
YacTtuHa BUTpAT CIJIAYYETbCS, KOJM JOX1J TEHEPYEThCS 3aBASKU YCHIIIHOMY MPOAAKY
esniekTpoeHeprii. (o muaTi>kHy MozeNnb MOJETIIye TEXHOIOTis OJOKYeHH, sfKa rapaHTye, 1o
TOYHI TPUOYTKH EJEKTPOCTaHIl OyayTh TOYHO pO3paxoBaHi Ta pO3MOAUICHI Ha
IPOTOPIIiiHIA OCHOBI.

Shell mocmimkye moTeHIian TEXHOJIOTil ONIOKYEHH MAJii 3a0XOUEHHS BIPOBAKEHHS
€KOJIOTIYHO YHCTHX BHUAIB TajluBa B TPAHCIOPTHOMY cekTopi. Kpim TOoro, kommanis
posrasigae OJOKYelH sK croci® MepeBipKU MporpaM BYIVIENIEBHX KpeauTiB. Bimcrexyrouun
e(EeKTUBHICTb TPUPOAHUX pIlICHb Ui YJIOBIIOBAHHS BYIVICHIO Ta YHUKHEHHS BHKHIIB,
OJIOKYEH MOXe 3amoOirTH MOJABIHHOMY MiApaxyHKY BYTJIEHEBUX KPEIWTIiB, MiITPUMYBATH
SIKICTh JIICOBIJTHOBJICHHSI UM MPOCKTIB 30€pe)KeHHs Ta 3a0€3MEUYUTH MTPO30PICTh BYTIICIIEBOTO
PHUHKY.

@paHIy3pkHii eHepreTHUHuil TriraHtT Engie 3HaXomuThCs Ha BICTPI TEXHOJIOTIl
OnokyeitH. OgHUM 13 c0c00iB BUKOPUCTAHHS € YIPABIiHHS €HEPreTHUHUMHU TPaH3aKI[isMHU,
BKJIIOYAIOYM TOCTA4YaHHS, pO3MOALT 1 cHnoxuBaHHA. KommaHis TakoX BUKOPHUCTOBYE
TEXHOJIOTiI0 OJIOKYeHH I TopriBm ceprudikatamu BigHoBmoBaHoi eHeprii (REC),
OJIHOPAHTOBOI TOPTIBIIl EHEPTIEI0 Ta 3aPSAIKU €IEKTPOMOOLITIB.

ABctpaniiicbka OnokueitH-komnaniss WePower cTBopuiia KOHTpakTHI TokeHn Ethereum
Smart Energy, sxi mnpomaroTbcsi uepe3 il miuaTdopMy eneKkTpoHHOI komepuii. TokeHu
OpU3HA4YeHl JUIs ONTHMI3alii Ta CTaHJapTU3allii BIAHOBIIOBAHOI €HEpPTii, JO3BOJSIIOYU
KOMIIAHISIM KYIyBaTH TOYHY KUIBKICTh, fKa iM MOTpiOHa, a TaKoXX MaTH MOXKJIHMBICThb
pojaBaTH Oy/b-SKi HAJUIUIITKOBI MOTY>KHOCTI.

ABcTpaniiicbka kommanis Powerledger, mio cmemiamizyeTbcsi Ha TPOTPAMHOMY
3a0e3MeueHH]l Ta TEXHOJIOTISAX, MparHe 30UIBIIMTH JOCTYIHICTh BiJTHOBJIIOBAHOI eHeprii. Y
kBiTHI 2020 poxy kommaHig chiBnpaioBaiga 3 ekWateur, moctadyaabHUKOM eHeprii 3
BIJTHOBJIIOBAaHMX JKepen eHeprii y @panuii, mo6 cTtBopuTH OnoKuYeHH-mIatdopmy s
TOPTiBJIl €HEpri€ro, sika J03BOJISE KOPUCTYyBayaM BHUOUpPATH DKEPENIO €Heprii, sSIkoMy BOHU
BIJ|IalOTh TepeBary.

SunContract — wne P2P-mnatdopma ans TOPriBill €HEPri€lo, siKa BUKOPHCTOBYE
TEXHOJIOT1I0 OJIOKYEHH ISl KYMiBJI Ta MPOAaXy BiTHOBIIOBaHOI eHeprii. Marouun nonaza 5000
3apeecTpoBaHMX KiieHTIB y CroBeHii, Iiargopma agantoBaHa [0 MOTped €KOJIOTIYHO
cBizomux crnoxuBayiB. Metoro SunContract € cTBopeHHs [ 7100abHOTO PUHKY PO3MONALTY Ta
topriBm eHeprieto (GEM), sxuii ycyBae TOCEpETHUKIB 1 HaJae KIIEHTAM MOXKIUBICTh
0e3nocepeIHbO B3aEMOMISATH OJUH 3 OJHUM.

Iberdrola Group iHilitoBajIa MUIOTHUI MPOEKT HA OCHOBI OJIOKYEIHY, SIKUM 3a0e3meuye
NEepeBipKy B PpEAIbHOMY 4Yaci BiJIHOBIIOBAHOI MPUPOAM €HEprii, 1[0 MOCTAYaeTbCs Ta
CIIOXKMBAETHCA. 3@ JOTMOMOTOK IIi€1 TEXHOJNOTIl KOMMaHis YCHINIHO TMiIKII0YnIa
€JIEKTPOCTAHLIT 10 KOHKPETHUX TOYOK CIIO’KMBAHHS, 1110 3a0e3Meuye MOBHY BiJICTE)KYBaHICTh
JOKEperia eHeprii.

Kommnanis ACCIONA, mio 6a3yerscsi B Icmawnii, cmiBmpaimoBania 3 FlexiDAO s
PO3pOOKH TepiIoi B CBITI eHepreTnyHoi OjokverH-turargopmu mig Ha3zBoro GreenH2chain.
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[ls mnatgopma mMae Ha METi TapaHTyBaTH, IO BECh «3EJICHUN» BOJECHb BUPOOISIETHCS 3
BIJTHOBIJIIOBAaHUX JKEpeJl, J103BOJISIIOYM KOPHCTYBadaM BiJICTEXKYBAaTH Ta Bi3yalli3yBaTH BECh
JAHIIOKOK CTBOPEHHSI BApPTOCTI «3EJICHOT0» BOAHIO B PEKUMI PEATBHOTO 4acy 3 OyIb-sKOi
TO4KH cBiTY. KpiM Toro, mutardopma Oyzae peanizoBana B mpoekti Power to Green Hydrogen,
NOKJIMKaHOMY CTBOPHUTH 3€JIeHY eKOCHCTeMy Ha ocTpoBi Maiiopka (Icmanis).

VY pamkax mporpamu croinbHOi iHHOBamii WIPRO-SAP, «Cucrema BifCTEXKCHHS Ta
posnoairy 3enenoi eneprii» (GETDS) 6yna crBopena 3 Bukopucranusm SAP Cloud Platform
Blockchain. Ile pimieHHs 3a10BOJBHSIE MIHIMBI MOTPEOU 1HIYCTPIl 3€JIEHOT EHEePreTHKH, e
po3apiOHI TOProBIll €HEprielo Ta opraHizamii 3 posnoautbunx mocayr (DSO) moBuHHI
po3pobuTH HOBI Oi3HEC-MOJIENI, SIKIi MOTUBYIOTh KJIIEHTIB CTaTH MOCTIHHUMH CIIOKXKUBAYAMU,
JOTPUMYIOUMCh HOPMATUBHUX BHMOI III0J0 BUKOPHCTAHHS 3€J€HOI eHeprii 3 MiCIEeBUX
okepen.[5] B YkpaiHu NEepCcrneKTHBHUM BUIIISAE€ BUKOPUCTAHHS OJOKYCHH pIillleHb IS
YIOpaBIiHHSA 00IrOM TapaHTii MOXOKEHHS eJIeKTpUYHO1 eHeprii. Tak, BIAMOBIAHO 10 3aKOHY
[4], mOXOKEHHS eNeKTPUYHOI eHeprii, BHpOOIEeHOi 3 BiJHOBIIOBAHHX JDKEpEN EHeprii
Cy0’€KTOM rOCIIOAAPIOBAHHS, KU BUPOOIIsi€ SIEKTPUUHY €HEPTrito 3 BIIHOBIIOBAHUX JIKEPEI
EHeprii, CIOoXWBa4eM, SKAH BCTAHOBHB T'CHEPYIOUY YCTAHOBKY, MPHU3HAYCHY JUISI
BUPOOHUIITBA €IEKTPUYHOI €HEPrii 3 BIIHOBIIOBAHUX JKEPEJ €HEPrii, 3 MeTOI0 3a0e3neueHHs
BJIACHOTO CIIOKMBaHHS, a00 aKTHBHUM CIIOXHBAa4eM TIATBEPIKYETHCS TapaHTIIMU
MOXO/DKCHHS €JIEKTPUYHOI eHeprii, BUpOOJEeHOT 3 BIJHOBIIOBAaHUX JDKEpPEN €eHeprii, ki
BUJAIOTHCS O€30IUTATHO BIAMOBIAHO 110 TOPSAKY BHAAdi, 00Iry Ta MOTANICHHS TapaHTIH
MOXO/DKCHHS CJIEKTPUYHOI eHeprii, BUPOOICHOI 3 BIAHOBIIIOBAHUX JDKEPET EHEepTii, SKHM
3arBepKyeThes Kabinerom MiHicTpiB YKpaiHu.

BUCHOBKM

MoxuuBocTi  GOKYelHy BiOOpakalOThCsl B BUKIUKAX, 3 SKUMH CTHUKAETbCA
eHepreTMuHui cextop. Hampukiian, Toprieisi eHepriero morpedye cMapT Mepexi Ta cMapT
o0miky. He Bci enexkTpomepexi TOTOBI 10 1HTENEKTYalbHUX TEXHOJOTIH, 1110 3MeHIye chepy
OXOIUICHHS OJIOKUeiHa, T0KH He Oyne onudpoBaHO KoKeH acnekT. KpiMm Toro, Omok4eitH He
rapaHtye Oe3ne4yHy Ta 30aJaHCOBaHY E€HEPrOMEpeKy — BIH MOXE JIMIIE KOHTPOIIOBATH
TpaH3akuii. PUHOK MoOXe€ MNpOTUCTOSTH MEpeXOoAy EHEPreTMKHU Bl LEHTPaIi30BaHOI /0
JIeLIeHTpajIi30BaHol. Benuki rpaBiii eHepreTHYHOro pUHKY MOKYTh YHHHUTH OIIIp MEePeXony 10
HOBOI CHCTEMH, BUBYAIOUHM, SK 3aXHCTUTH CBOI 4YacTKy pHUHKY. lmes CTOBiICcOTKOBOI
IPO30POCTi € MPUBAOIMBOIO JUISI ISSIKUX, alle He JJIS BCIX TPaBIiB €HEPreTUYHOI ralys3i.

Henonikamu nmy6iiuHOro OJIOKUEHHY BCE I1I€ € IIBUJIKICTh Ta MacIITa0OBaHICTh, OJTHAK,
BOHM 3HAXOJAThCS B CTaJii BUPIIICHHS 1 11eé Ma€ NMPUCKOPUTHU BIPOBaKeHHs. He3pakatroun
Ha 111 Ipo0yieMH, MOTEeHIIIHHI epeBaru OJ0K4YelHy B eHepreTHYHOMY ceKTopi 3HauHi. [1po e
TaKO’K CBIIYUTDH MMOCTIHHUH PICT piI3HOMAHITHUX OJIOKYEHH pIllIEHb B €HEPreTUYHIN raiys3i.

CIIMCOK BUKOPUCTAHUX TKEPEJI

1. https://reintech.io/blog/blockchain-energy-sector-use-cases-challenges

2. https://lwww.forbes.com/sites/forbestechcouncil/2023/07/18/the-blockchain-
disruption-transforming-the-energy-industry-with-transparency-efficiency-and-
decentralization/?sh=776ff9d439b6

3. https://justenergy.com/blog/energy-blockchain-technology/

4. 3akon Ykpaiau [Ipo BHECEHHS 3MiH 10 AESIKUX 3aKOHIB YKpaiHU 100 BiTHOBJICHHS
Ta "3eneHoi" TpaHcdopMalii eHepreTuyHoi cuctemMu Ykpainu (Bigomocti Bepxosnoi Paau
(BBP), 2023, Ne 82, cr. 301) I3 3minamu, BHeceHHMH 3rigHO i3 3akoHOM Ne 3764-IX Bifg
04.06.2024}

5. https://energydigital.com/top10/top-10-energy-companies-using-blockchain-
technology)
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3ATIPOBAJUKEHHA HACTKOBUX KBAJII®IKALIA YV BUILI OCBITI:
JOCIPKEHHA TEHAEHIIN 3ACOBAMU CONNECTED PAPERS

Amnotauis. [TosBa yacTkoBUX KBasi(iKamiif € OMHAM 3 Pe3yIbTATIB TUCKYCiH MO0 3MiHU POITi
BuIo1 ocBiTH y XXI CTOMITTI Ta aIeKBaTHOO PEaKIi€l0 Ha MOTPEOH PUHKY Hpalli, IPONOHYHOUH
HOBI HABMYKH Ta PO3LIMPEH] MOCIYTH ISl OL[IHIOBAaHHS Ta BU3HAHHS MONEPEIHHOTO OCBITHHOTO
JOCBily Ta pe3ysbTaTiB IHBECTUIIH poOOTONaBLIB Yy JIOACHKMH Kamitan. B gaHomy
JociKeHHI Oyno 3acrocoBaHo (yHkmioHan Connected Papers mis 3aificHeHHS aHamizy
TEHJICHIIIH 3aCTOCYBaHHS YaCTKOBHX KBami(iKamild y BUIIIN OCBITI.

Kawu4oBi caoBa: dacTkoBi KBamigikallii, BHIa OCBiTa, CHCTeMa Bi3yali3amii HayKOBOL
JiTepaTypu, aHai3

BCTYII

[TonsATTS yacTKOBUX KBadidikamiil (MikpokBamidikaliii, MIKkpOKpEAUTIB - aHIJI. micro-
credentials) BiIHOCHO HOBE, CpOpPMOBaHE CHUTBHUMHU 3YCHIIIMU JOCTIAHUKIB, TIPAKTUKIB U
TBOPLIIB OCBITHIX IOJIITUK, @ TOMY Bce Ille IepedyBae y CTail AUCKYCiM Ta eKCIIEpUMEHTIB,
30KpeMa, i y BU3HAYEHHI MOHATIMHOIO amapaTy BIAMOBIIHO O CUCTEM OCBITH PI3HUX KpaiH.
Sk 3a3Haurau M. Bpayn (Brown) ta M. Miugin (Mhichil) y [1], BukoprcTanHs 1{bOT0 MOHSTTSI
B OCHOBHOMY 3JIXHUTh BIJ] TOIO, XTO HOTr0 BHUKOPHUCTOBYE 1 B SKOMY KOHTEKCTI. Xoua
3/1e01IBIIOT0 BH3HAYEHHSI TMOHATIHHOIO amapaTy Mae€ TEOpeTHYHE MIATPYHTS, OUIBLIICTbH
ICHYIOUHMX MOJIEJIeH, MPOTOTUIIIB 1 MPAaKTUK peali3allii YacTKOBUX KBasidikanii (mpuiiMemo
YKpaiHCBKUM BapiaHT TEPMIHOJIOTI]) B OCHOBHOMY JIOCIIIKYIOTBCS Ta PO3pPOOJIAIOTHCS B
paMKax pI3HMX OCBITHIX MpPHUKJIaJHUX MPOEKTIB. 3arajoM, 4YacTKOBI KBamigikarii
BU3HAUAIOTbCA HEBEJIIMKUM OOCSTOM  HaBUYaHHS, 3acBAYEHUM  CepTHU(IKATOM, 110
HiATBEP/KYE: 3alUC LUIECTIPSIMOBAHUX HaBUAIBbHUX JOCATHEHb 3aMOBHHKA OCBITHIX HOCIYT;
BKJIIOUA€ OLIIHKY Ha OCHOBI YITKO BHU3HAYEHHUX CTaHAAPTIB 1 MPHUCYIKYETHCS NEPEBIPEHUM
MOCTa4yaJIbHUKOM; MAa€ OKpPEMY IIHHICTb 1 MOXe JOMOBHIOBATH IHII OCBITHI HpPOTpaMmu;
BIJITIOB1/Ia€ CTaHIAPTaM, SIKi BUMAraroThCs BiJIMTOBITHOIO TAPAHTIEIO SIKOCTI.

YacTtkoBi kBasiikallii Ha ChOro/IHI MAIOTh 3HAUYHUHN MOTEHINIAN MO0 aJanTaIlii BUIIOl
OCBITH JT0 BUMOT PHHKY TIpaili, OCKiJIbKH 3a0e3me4yroTh [2]: THy4YKi MOXJIMBOCTI HAaBYAHHS,
BU3HAHHS BY3bKOCIEIIa/II30BaHUX HABUYOK, iHTErpaito (GopMajbHOro Ta HehOopMalbHOIO
HaBYaHHSI.

JIN3AWH JOCJI)KEHHSA

OCKUTbKH BIPOBA/KEHHS YaCTKOBUX KBamidikalliii y BHIIY OCBITY BCE Ie nepedyBae
Ha CTajil PO3BUTKY, JUIsI BU3HAUEHHS aKTYaJIbHUX TEHICHLIN (puc. 2), mo 06a3yroThcs Ha
peanbHHUX JOCIIKEHHIX, Oyo 3acTocoBaHo (yHKIiOHAN mporpamHoro 3acody Connected
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Papers [3] mist moOym0BY Bi3yallbHUX KapT 3151 BUSBJICHHS B3a€EMO3B’SI3KiB MIJK HAyKOBUMH
IparsMy 13 3a3Ha4YEHOT TEMATHUKH.
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.W- BiakpuTuit rpadik = [lofaiTe NOXOAKEHHS
AHOTALIA [loBiakoBa iHdopmaLyis
MikpokpeauTm BCe YacTillle BBaXaOTbCA
K/IIOYOBUM MEXaHi3MOM, 33 IONOMOTOI0 SIKOro
MOXHA PO3ILINPUTYA MOXMBOCTI YUHIB LWAAXOM
THYYKOTO NiABULIEHHA KBanidikauii Ta

p k UM Ha iXHIO y
BayMBICTb N BULLMX HABYANbHWX 3aKNaAis
(BH3) Ta yuHiB, emMnipuuHi A0CAIMKEHHS €
06MexeHUMK. Heo6xiaHO Ginblue 3po3yMiTh,
30KpeMa Npo Te, AK MIKPOKPEUTU MOXYTb
(opmyBaTH IHCTUTYLLiAHY NPaKTUKY Ta NPUHOCUTH
KOPUCTb y4HAM. MeTa Bukopuctosytouu

Pucynox 1. Ilpuxnao kapmu eizyanizayii Connected Papers za sanumom «The
Implementation of Micro-Credentials in Formal and Informal Learning: A Systematic
Literature Review» [4]

PE3YJIbTATH

AHaI3YyI04H pe3yabTaTh, OJIepKaHi IIJISIXOM BUKOPUCTAHHS BOYJIOBaHUX 1HCTPYMEHTIB
Connected Papers, MokHa BHOKPEMHUTH IIOTCHIIiaJ Ta OCHOBHI TEHIAEHII (Tepenik He
MOBHHUI ) 3aCTOCYBaHHS YaCTKOBUX KBaJi(iKalliil y BUIii OCBITI, K OT:

- po3uwupeHHs 00cmyny 00 HA84aHHs. BIPOBAKEHHS YaCTKOBUX KBaidikalliil cripuse
3a0€e3MeUeHHIO 1HKIIFO3UBHOCTI OCBITH,

- PO3BUMOK KOHYenyii HA8UaHHA 6NPOO0BIHC JHcUumms. BIPOBAPKEHHS YaCTKOBUX
KBamidikaiii maTpuMye Oe3rnepepBHE HaBUaHHsS Yepe3 IHTETpalilo KOPOTKOCTPOKOBUX
KypCiB y TpaJMIIiiHI OCBITHI IPOrpaMu Ta cepTUdIKaIlilo By3bKOCIeliali30BaHUX HABUYOK;

- po3byoosa yugposozo nanowlagpmy peanizayii uacmrkoeux Keauighikayii uepes
niaTpuMKy 1udpoBux miatdopm goctaBku KOHTeHTY (Hanpukian, Coursera ta EdX ), Credly
- st uudpoBoi ceprudikaimii, MmIaThopM HA OCHOBI OJOKYEHHY IS TEPEBIPKH
aBTEHTUYHOCTI cepTU(IKaTiB; BOAHOYAC OyIO0 BHOKPEMIICHO M GUKIUKU BU3HAHHA mMA
cmanoapmu3ayii, TOB’S3aHl 13 BIACYTHICTIO YHI(IKOBAaHUX CTaHJApTIB Ta MOTPEOOIO
CHHXpOHI3alil 3 udpoBumu wiarhopmamu (Hanpukiag, Open Badges).

OcCKiJIbKM 3aCTOCYBaHHSI CHUCTEMM YacTKOBUX KBamidikauid y HedopMaibHIM OCBITI
HaOyJl0 3HAYHOrO MOIIMPEHHs, 3aCIyroBye Ha yBary orisa miatdopmu Coursera 3 mo3umii
HAJaHHS OCBITHIX MOCIYT LIOJ0 NepekBaii(ikalii 4u MiJBUIIEHHS KBamiQikalli B MEBHUX
rany3sx. Tak, ma Coursera, kpim okpemux MOOC, BumiieHo ¥ croemianmizamii (4acTKOBI
kBasti(ikarii), SKi MiCTSATb:

- KUIbKa KypCiB, 110 J03BOJISiE 3aMOBHUKAaM OCBITHIX MOCIIYT HaKOMUYYBaTU KPEIUTH
JUTSL OTpUMaHHs O1nTbIol KBamiikarrii;

- e(eKTHUBHI CUCTEMH OI[IHKU Ta NEPEBIPKH pe3y/bTaTiB HaB4YaHHA, OCKiIbKU Coursera
BUKOPUCTOBYE pI3HI METOAM JJs 3a0e3MeueHHs SKOCTI Ta NepeBipkH ifeHTudiKarii,
MIIBUIIYIOYH JIOBIPY 10 CBOiX MIKPOKPEIHTIB (MTOJJaHO B TEPMIHOJIOTIT opurinainy) [5].
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Cneuianisauif Agile Development

JLOCATHITL LIHHOCTI 33 4ONOMOTOH THYYKWX METOAiB. OBONOAITA 3AaNTUBHMM NILX0N0M 0 PO3PODKM NPOaYKTY

@ Buknanad: Alex Cowan

3apeecTpyBaTHCH GE3KOWTOBHO
TI04ATOK 16 NIKCTONAZA

CnpobyiiTe Be3axoLUTOBHO: 2apeECTpyATECA, LLOD OTPUMATH T-AeHHY DearolToaHY npobHy Bepcio
NocTynra diHaHcosa AonoMora

61 167 B 3apEECTPORAHD

THy4KuiA rpadpik
Haeuaiiteca y ceoemy enacHomy
Temni

4 cepil kypcy. 4.7% MoYyaTKOBMIA piBeHbL 1 micAUb

QOrpumatit muGoxi 3HaHHA 3 ) . et dagia micaus
npeamery (2 823 sigryrm) MEH Aoceia a -

Pucynox 2. I[lpuknao npeocmasnenus mamepianie Habymms yacmxos8oi Keanighikayii
(0aicepeno: https://www.coursera.org/specializations/agile-development)

OnepkaHi JaHi TaKOXX CBITYaTh MPO TE, IO MOTEHINA] 3alpOBa/HKCHHS YaCTKOBHUX
KBaJiQikamii y BHUILY OCBITYy MOXHAa PO3KPUTH B KUIBKOX BUMIpax, HaNpUKIaa, HalaTH
TOAAM OlIbIlle MOXJIMBOCTEH Ui MiABHUINEHHS KBamidikaiii, mepexBaiigikaiii Ta BUXOAY
Ha PUHOK Tpaili (€KOHOMIYHUH KOHTEKCT), MOKPAIEHHS HAaBYAHHS BIIPOJIOBXK JKUTTS IIJITXOM
pPO3pOOKM THYYKHX OCOOMCTHX MUISXIB HaBYaHHS (COLIAJbHUNA KOHTEKCT), PO3LIMPEHHS
MOCITYT 3 OI[IHIOBaHHS Ta BU3HAHHS He(OpPMaIbHOrO Ta HEO(IMiHHOTO HaBUaHHS, 30KpeMa i3
BukopuctanHaMm 1uargopm MOOC, a TakoX 3ampoBaPKCHHS CYMDKHUX KPEAWTIB 1
nornepenHix kpamidikamiii. Pazom 3 THM, Xoua 3ampoBaKEHHS YAaCTKOBHX KBamiikarii
MPOIOHYE 3HAYHI MepeBaru 3 TOYKH 30py THYYKOCTI Ta MPAKTHYHOI 3HAUYIIOCTI HAOyTHUX
pe3yJIbTaTIiB HABYAHHS, X Pi3HI BU3SHAYCHHS Ta CTAHJAPTH BU3HAHHS CTBOPIOIOTH MPOOICMHU
AK JUIA Cy0’€KTIB OCBITHBOTO MIpOIECY, Tak 1 sl podoroaaBiiB. L{g mocTiiiHa eBooLis B
OCBITHBOMY JIaHAMIA(TI CBIAYUTH NPO TE, IO MOAAIBIIMA PO3BUTOK CTPYKTYp, IO
3aiiMalOThCsl MHUTAHHSAMU OpraHizailii HaBYaHHS Ta MiATBEPIKEHHS HAOyTHX YacTKOBHX
kBamidikaiii, Oyae BaXKIMBUM IS X IIUPIIOTO NPUMHATTSA. A I OLIHIOBAHHS iX
JKUTTE3IATHOCTI Ta €(EKTUBHOCTI B JIOBIOCTPOKOBIM MEPCIEKTHBI HEOOXiTHI MOJANbIIi
JIOCIIIIKCHHSL.

IMOCNJIAHHA

[1] Brown, M., and Mhichil, M. N. C. 2022. Unboxing micro-credentials: an inside, upside
and downside view (Descifrando las microcredenciales: en qué consisten, ventajas e
inconvenientes). Culture Educ. 34, 938-973. doi: 10.1080/11356405.2022.2102293.

[2] Ha, Nguyen Thi Ngoc, Spittle, Michael, Watt, Anthony and Van Dyke, Melinda. 2022.
A systematic literature review of micro-credentials in higher education: a non-zero-sum
game. Higher Education Research and Development. ISSN 0729-4360

[3] Connected Papers | Find and explore academic papers. Connected Papers | Find and
explore academic papers. URL: https://www.connectedpapers.com/ (mata 3BepHEHHS:
16.11.2024).

[4] Yousra Banoor Rajabalee. 2023.The Implementation of Micro-Credentials in Formal and
Informal Learning: A Systematic Literature Review. International Journal of Learning
and Teaching, Vol. 9, No. 4, pp. 328-336, December 2023. doi: 10.18178/ijlt.9.4.328-
336.

[5] Francisco, Iniesto., R., Ferguson., Martin, Weller., Scott, Farrow., Rebecca, Pitt. 2022.
Introducing A Reflective Framework for the Assessment and Recognition of
Microcredentials. OTESSA journal, doi: 10.18357/otessaj.2022.2.2.37.
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I[TNIAT®OPMA EJIEKTPOHHOI'O TOPAJJHUIITBA K BA3WC BIIPOBAJUKEHHA
AKIS B YKPATHI HA OCHOBI CYYACHUX TEXHOJIOI'TH

AnoTtamnis. Ctanuii po3BUTOK arpoIrpoMICIOBOTO BUPOOHUITBA B YKpaiHi HEMOKIMBHA
6€e3 MBHUIKOTO PO3MOBCIOKEHHS CUILCHKOTOCTIONAPCHKHUX 3HAHB Ta iH(POpMaIii, BHpOBaIKEHHS
CyJacCHHMX TEXHOJIOTIH y BUPOOHMIITBO Ta iHTETpalii arpapHOro CEKTOpYy €KOHOMIKH KpaiHu B
CBITOBY €KOHOMIYHY cHucTeMy. [ Tobaizamiss eKOHOMIKH 3yMOBITIOE arpapHAN CEKTOP EKOHOMIKH
YKpaiHu nepexoauTH Ha MDKHApOJHI CTaHAAPTH, HAIATOKYBATH 3B’ SI3KH 3 BITUYM3HSHHMHU Ta
3apyODKHUMHM HAayKOBUMH I iHQOpMamiiHMMH LEHTpaMH, BHKOPUCTOBYBaTH HaHOLIbII
ebhekTHBHI 1HGOPMAIIHI TEXHONOril HAKOIMYCHHS, OOpPOOKHM Ta MPEICTABICHHS JaHUX.
Bxo/KeHHsI HOBUX TEXHOJIOTIH, 30KpeMa IITYYHOTO 1HETEJEKTY, aJlallTOBAHOTO JIO JIFOJICHKOTO
CIIJIKYBaHHS Ta OpPIETOBAHOIO HAa IMEPECIYHOTO0 KOPUCTYyBada, MOXKE BHECTH HOBE OadeHHS
BUKOPHCTaHH 37100yTKIB HAYKH Ta TEXHOJIOTII AJIsi IMPOKOTo KoJsia criokuBadviB. Lle Takox €
YaCTKOBUM BHXOJOM 3 CHUTyalii 3 YCKJIQJHEHUM JOCTYIOM [I0 CLIBCHKOTOCIIONAPCHKUX
JOpaguux CIyXO Ta MOpaJHMKIB, €KOHOMIYHOIO CKJIAJOBOI0O HaJaHHS NOPAaIuuX IIOCIYT 3a
Oe3mocepeHBO1 YUACTI TOpaJHUKA, ITOB’SI3aHOI0 3 BIJCYTHICTIO KOMITCHCALIHHUX MEXaHi3MiB
BiJl IEpXKABH.

[ponoBxeHHs nporeciB U(poBizalii BITYM3HSIHOTO CLTECHKOTOCIIONAPCHKOTO JI0Paadoro
MPOCTOPY, IIO TPYHTYETHCS HA TEXHOJOTIAX IITyYHOTO IHTENEKTy Ta HOro iHTerpamis B
3araJbHOEBPOICICEKY CHUCTEMY arpapHMX 3HaHb Ta IHHOBALill y CUIBCHKOMY TOCHOIAapCTBi
(AKIS) € oaHi€r0 3 MPIOPUTETHUX 337124 CHOTOJICHHSI.

KiirouoBi ciioBa: enekTpOHHE IOPATHHMITBO; IHM(POBi3allis CIIbCHKOrOCIOAAPCHKOrO
JIOPAJHUITBA, BUKOPHUCTAHHS IITYYHOTO IHTENIEKTY, AKIS B Vkpaini, miardopma
EJIEKTPOHHOTO JIOPaJHMITBA, CIJIBHOTH TPAaKTHKIB, MacliTabyBaHHS [OPaadlX pecypciB
wiaTdopmu, Tayry3eBi Jopaadi CHCTEMH Ha OCHOBI LITYYHOTO IHTEJIEKTY.

JlocBig po3poOku Ta BIPOBAKEHHsS 1H(GOpPMaLiIiHO-OBIIKOBUX pecypciB Kadeaporo
iHdopmaniiiaux cuctem 1 TexHosorii HVYBIII Vkpainm y TicHiii cmiBnpani 3 BI'O
«HACACY» no3BoiMB peanizyBaTH IIaTGopMy eNeKTpOHHOro jgopagHuursa [1] sk
ckianoBy mudpoBoi TpaHchopmallli CUTbCHKOTOCIOAAPCHKOTO JOPAAHUIITBA B YKpaiHi.
3aBIaHHSIM PO3POOKM CTAaBUJIOCS OTPUMAHHS JIBOHANpPABJIEHOI CHUCTEMHU TpaHc]epy
CUIbCHKOTOCIIOJAPChKUX 3HaHb Ta 1HHOBAllli Ha OCHOBI IUIATGOPMH  €JIEKTPOHHOIO
JOpaJHULTBA SK JI€BOrO I1HCTPYMEHTY BIIPOBA/DKEHHS JEp)KaBHOI arpapHoi MOJITHKH,
iHpopMaIliifHOTO 3a0e3MeUeHHs] 1HHOBAIIMHOTO PO3BUTKY CUIBCHKOTO TOCIOJAapCTBA Ta
CUThCHKMX TEPHUTOPIM MUIIXOM BIPOBAKEHHS MPOCBITHUIBKOI [iSIBHOCTI Ta HagaHHS
COINIATbHO CTIPSIMOBAHUX JIOPAIUUX TOCIYT Cy0'€KTaM rOCIOIapIOBaHHS Ha CEJll 1 CLUIbCHKOMY
HACEJICHHIO 3 METOI0 IiJIBUIIEHHS PiBHSA 3HaHb Ta BIOCKOHAJEHHS MPAKTUYHHUX HABUYOK
npuOyTKOBOIO BEJIEHHS CLIBCHKOIO TOCIOJAapCTBAa Ha 3acajaXx CTajoro po3BUTKY. Taki
MiXOAW BIJMOBIJAIOTh 3arajbHill KOHIIEMIi CHCTEMH arpapHUX 3HAaHb Ta IHHOBAaLId Yy
cinbebkomy rocnofapeti (AKIS) ta ii cknamosum [2,3].
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[Ipore TexHIYHWIA Mporpec MIOAO TEXHOJNOTIM Ta IHCTPYMEHTIB aBTOMATH30BaHOL
00poOku iHpopmMmarii Ta TOOYMOBM iHTepdelciB a1 KOPUCTyBa4a HAa OCHOBI CHCTEM
HITYYHOTO 1HTEJIEKTY BiAKPHUBA€E HOBI MEPCIEKTUBHU 3aly4eHHs HU(POBUX MaTepiamiB (a came
B TAaKOMY BUIJISAI Ha CHhOTOJHI MPOAYKYIOTHCS pE3yJbTaTH HAYKOBUX JOCIHIIKEHb Ta
NPaKTUYHOTO JIOCBiNy) Oe3 CTBOpEHHs CHUCTEMHHX 0a3 JaHUX i3 CKIaJHUMH 3B’SI3KaMHU Ta
HEHMOBIPHOIO KUTBKICTIO TX peai3alii mpyu KOHTEHTHOMY HAaIllOBHEHHI.

Bxe peamizoBaHa iHQPACTPYKTypa B3aEMOIOB sI3aHMX BeO-pecypciB  IIaTGopMu
JI03BOJISIE 32 YMOBH aBTOpH3allii KOPUCTyBaya UM JOPATHHUKA 32 PHUHLIUIIOM «EIMHOTO BIKHA»
OTpUMYBATH 1H(GOPMAIIITHO-TOpa4i UM HABYAJIbHI CEPBICH Ha OCHOBI PEJIAIIHHOT 0a3u TaHUX
B cepenoBunii MySQL, sk iH(MOpMAaIliHO-IOBIIKOBOI, TaKk 1 HABYAJIBHOI CKIIAJOBHX
1aTGhOPMH.

[Tnardpopma eneKTPOHHOTO JOPATHUIITBA MPOMOHYETHCS COIlialbHa Mepeka (haxiBIliB
CLJIBCBKOTO TOCIIO/IAPCTBA Ta CEPEAOBHINE SIKICHOI iH(opMaIii ajis CIIbroCIIBUPOOHUKIB,
nepeadavyae BUKOPUCTAHHS KOHTEHTY, SKHI MOKE HE MaTH YiTKOTO BiTHOLICHHS J0 3arajbHOl
TakcoHOMIi miuaTdopmu, a0 HaBMAKH, MaTH CTOCYHOK 0 0ararb0X pPO3JALIIB Ta MiAMYHKTIB.
Yacto 1e yCKIaJHIOE caMOCTiHHMM mixbip iH(opMamii KopucTyBaueM dYH HaBiTh
MOCEPEHUIITBOM HABITalliiHOTO MEHIO Ta 3aco0amMu MOITyKy. Tako BOHA MOXE BUCTYHATH
IHCTpYMEHTOM 30epeKeHHS JOBUIBHOTO TMOIIYKY KOpUCTYBava iH(opMaIlii mocepeHuITBOM
CUCTEeMH IITYYHOTO IHTENEKTy, O3HAKH 3BUYKA 1O 4YOro Bxke c(OpMOBaHI BiIOMUMHU
cuctemamu mry4dHoro iHtenekty (ChatGPT, Gemini Bix Google, Microsoft Copilot Al Ta
1HIII).

BubynyBana B XoJi JOCHIPKeHb Ta MPAaKTUYHOI peanizamii iHpacTpykTypa BeO-
pecypciB maaTGopMu €IeKTPOHHOTO JOPAJAHMIITBA, SIKI B3a€EMHO IHTErpOBaHI MiX c00OI0, €
CHUCTEMHHM TIOCTYIIOM B Tmpoueci uudpoBoi TpanchopMallii CiLIbCEKOTOCTIOAAPCHKOTO
JIOpaIHULITBA YKpaiHU Ta MPAKTHYHOTO BIpoBaLKeHHs ckianoBux AKIS B YkpaiHi.

[Ipore BuOynyBana iHdopmariiiina miatdhopma mnependayac KOHTEHTHE HAIIOBHEHHS
MOCEPEHUIITBOM aJMICTPATOPiB CKJIATOBHX MIadOpMU Ta AOPAIHUKIB, IIJISTXOM MPAKTHIHUX
NUTAHb-BIATOBIZACH 3a y4acTIO aBTOPU30BAaHMX KOPHUCTYBadiB CHUCTEMH. AJle 1€ Bce
nepeadavyae BUKOPUCTAHHS JIIOJICBKOTO (PaKTOPY, SIKUI CYyTTEBO 0OMEXYe KIJbKICHI Ta, 4acTo,
AKICHI TOKa3HMKHM 11010 KOHTEHTy Iuiar@opmu. BuxopuctanHs BOynOBaHOI cHUCTEMU
HITYYHOTO 1HTEJEKTY J03BOJIUTh 3 YacOM BHPIIIUTH OKpECIeHI MpoOjJeMH Ta BUKOPUCTATH
SAKICHI IU(OPOBI HKepeia HECTPYKTYpPOBaHOi 1HGopMaIIii.

[TpuknaaHi CUCTEMM IITYYHOTO 1HTEJEKTY OXOIUTIOIOTH LIMPOKHUH CIEKTp 3aBlaHb y
pI3HMX Tany3siX. BpaxoByroouum KBamiikamiiHUNA piBEHb MOMKJIMBOTO KOpPHUCTyBauda
iatopMH, HalKpalle BUKOpHCTOBYBaTH Al, 110 cremiani3yroThcsi Ha 00poOIi MpUpOaHOT
mMoBH (NLP) Ta aHani31 TEKCTOBUX JaHHX.

[pyHTYIOUMCh Ha MOMNEPEIHBOMY JOCBii, IUIAHOBAHUM JUKEPEIOM JIAHUX Y
€JIeKTPOHHOMY BHUCTynaTumyTh npo¢insHi kKadenpu HVYBIIl Vkpainm Ha mnapTHEpChKHUX
3acafax (BUKOPHUCTaHHS Yy HAyKOBO-JIOCTIHOMY Ta HaBYaJlbHOMY THpOIEC J0pagunx
KOMIIOHEHTIB Ha OCHOBI Al).

Jlns BUpilIeHHs AaHoi 3ajayl JOUUIBHO BUKOPUCTATU CHUCTEMY IUTYYHOTO 1HTENEKTY,
sKa CIeMiam3yeTbcsi Ha 0OpoOIl Ta aHami3l TEKCTOBUX JaHUX, TaKUX SK JOKYMEHTH Y
dopmatax docx, doc, rtf Ta pdf. OcHOBHa MeTa — CTBOPUTH CHUCTEMY, SIKa MOXE HaJIaBaTH
PO3TOPHYTI BIANOBIJI HA OCHOBI aHalli3y 310paHUX MarepianiB, (PaKTUYHO 3aMIHSIOYH COOOI0
CLIBCBKOTOCIIOAAPCHKOTO KOHCYJIbTAHTA.

Jns crBopenHst cuctemu ImrtyyHoro iHTtenekty (LHI), sxa Moxke 3amMiHUTH
CUIbCBKOTOCIIOAAPCHKOTO  KOHCYJIbTaHTa B Traily3l  pOCIMHHHUITBA,  HalKparie
BUKOPHUCTOBYBATH IJIaTGOPMHU, 1110 CHEUiali3yloThcs Ha 00pobii npupoanoi MmoBu (NLP) ta
aHaJIi31 TeKCTOBUX JaHUX. 3arajaoM cepell CUCTEM, sIKi € Ha PUHKY Ta MOXYTh 3a0€31e4yI0Th
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THYYKi MOXIMBOCTI JJISi aHai3y TEKCTOBHX JaHUX Ta CTBOPEHHS I1HTEIEKTYaJIbHUX
KOHCYJIbTaHTIB Ha 0cHOBI LII] BHOKpeMITIOIOTh HACTYIIHI:

 IBM Watson Discovery;

* Google Cloud Document Al

 Microsoft Azure Form Recognizer.

Haiixpari pe3yapTaTi MOXXKYTh OyTH JOCSATHYTI 3a IOIOMOIO0 ITMOOKOro HaBYaHHS Ta
MAaIIMHHOTO HaBYaHHS, CIEI[iali30BaHUX Ha 00poOI1ll TEKCTOBUX Ta BI3yalbHHUX JAHUX.

SIKIIO BHMOKPEMHTH 3 3arajly CUIbCHKOTOCIIONAPCHKHUX JOPaguuX CHUCTEM Ha OCHOBI
IITYYHOIO IHTEJEKTY B PI3HMX arpapHuUX YacTHHaX CBITY, $KI BUKOPUCTOBYIOTH CaMe
HAKOMMWYEHY B Karanorax uudpoBy iHpopmanio ta 00poOky npupoaHoi moBu (NLP), To 10
Takux cucreM BapTo Bimmectw: Plantix (Germany), FarmBot (Australia), Awhere (USA),
Watson Decision Platform for Agriculture (IBM, USA), AgriBot (India), Prospera (Israel),
AgVoice (USA).

3a3Ha4YeHi CUCTEMH BUKOPUCTOBYIOTH INEPEIOBI TEXHOJIOTIi IITYYHOTO IHTENEKTY IS
ONTHUMI3allii PI3HUX AacMeKTIB CUIbCHKOIOCIIOAAPCHKOTO BHUPOOHMIITBA, 3a0e3MeUyI0un
depMepaM iHCTPYMEHTH IS TPUAHATTS. OOTPYHTOBAHUX PIllICHB 1 MiABUIICHHS €()eKTUBHOCTI
X IiSUIBHOCTI.

BaxxuBOO CKITaIOBOIO TIPOEKTY BIPOBADKCHHS € PO3YMIHHS ITOCIIiJOBHOCTI,
CKJIaJOBUX Ta OpPIEHTOBAHOi BapTOCTI CTBOPEHHA MOAIOHMX CLIBCHKOTOCIIOAAPCHKUX
JOpa4uXx CHUCTEM Ha OCHOBI HITYYHOTO IHTEJEKTY, 30KpeMa MPOrpaMHOIO Ta TEXHIYHOTO
3a0e3MeueHH s, OLIIHKY YaCOBHX Ta JIOCBKUX 3aTpar.

3 orysay BUHECEHHX 3ajad Ta HasBHOI TexHiuHoi muardopmu (Apache ¢ PHP, MySQL
3 HasBHMMHU 0a3aMM JaHUX), SKI OpPIEHTOBaHI Ha BUKOPUCTAHHS HAKOIMYEHOI B KaTajorax
mdpooi iHpopmarii Ta 00poOKky npupoaHoi MoBu (NLP) MokHA 3amiponoHyBaTH HaCTYIIHE.

1. BusnauenHs BuMor Ta uuieil. BusHauenHs norped kopucTyBauiB. BusHaueHHs
00csry po6oTH Ta QYHKIIIOHATBHIX MOXKJIMBOCTEH CHUCTEMH.

2. 30ip Ta ouuMdpoByBaHHS MaTepianiB (KHUTH, MiJPYYHUKH, JTOBIIHUKH, aATIACH).
®dopmaryBaHHs TaHUX I MOJaibInoro Bukopuctanus (docx, doc, rtf, pdf).

3. HanamryBanns cepBepy 0azu ganux (MySQL). CTtpykTypyBaHHS Ta 3aBaHTa)KE€HHS
JaHUX y 0a3y JTaHHX.

4. Bubip apxitextypu mozeni L. Pozpobka Ta HaBuaHHS Mojeni 0OpOoOKH MPUPOAHOT
moBH (NLP).

5. Interpamis moxmeni LI 3 6a3or0 manumx. Po3poOka kopucTyBambkoro iHtepdeiicy.
[TpoBeneHHs TeCTyBaHHS CHCTEMH Ta HAJIArOJ[KCHHS.

6. PosropranHa cucreMu Ha cepBepi. 3a0e3ledyeHHs MIATPUMKU Ta OHOBJIEHHS
CHCTEMH.

BapricTh 1 yac po3ropTaHHs Takoi CUCTEMH MOXXYTh 3HAUHO 3MIHIOBATUCH B 3aJIEKHOCTI
BIJl CKJIAQIHOCTI MPOEKTy Ta cHeuu(piyHUX BHUMOI. 30KpeMa B paMKax IPOEKTY BXKeE
po3ropHyTO cepBep Ui miargopMu Ha 0a3i jgata-ueHTpy (akynbrery iHhopMaliifHux
texHojorii  HVYBIIl Vkpainun. HamanHda HaykoBHX Ta HaBYaJbHUX  MaTepiajiB
nepeadavyaeTbCcs Ha 3acajax CHIIbHOro BUKopucTaHHs Iuiatgopmu LI, yactkoBo Ha siBHE
TEeXHIYHe 3abe3neueHHs B NpoduUTbHUX Jaboparopiax (axkyabTeTy 1HQOpMAaIiTHIX
texnosoriit HYBIIT Ykpainu.

BUCHOBKH

CtBOpeHHs Ta MOAANBUIMI PO3BUTOK 1H(OPMaliiHO-HaBYaIbHOI BEO miuaTgopMu IS
(biHAHCOBUX/KPEAUTHHUX AOPATHUKIB Ha/1aB MOKJIMBICTh PO3POOUTH HANIPSIMKH Ta MiAXOIHU 10
PO3BHUTKY IUIATGOPMH  EIEKTPOHHOTO CLIBCHKOTOCIIOAAPCHKOTO JTOPAJHUIITBA, 30KpeMa
MOYJIMBOCTI IIIOI0 CHUCTEMHOr0 MaclTa0yBaHHSA CHUIBHOT MPAaKTHKIB 31 CKJIaJ0BUMH
JTUCTAHIIIMHOTO HaB4aHHSA. BuOyayBaHa B XOAl JOCHIKEHb Ta MPaKTUYHOI peanizarii
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iH}pacTpyKkTypa BeO-pecypciB MmIaTGOpMH €JIEKTPOHHOTO JOPAJAHUITBA, SAKI B3aEMHO
IHTETpOBaHI MK CO00I0, € CHCTEeMHHM TIIOCTYIOM B Tpolieci 1udpoBoi Tpanchopmarrii
CLTBCHKOTOCTIOAPCHKOTO JOPAIHUIITBA YKPATHA Ta MPAKTUYHOTO BIPOBAHKCHHS CKIIAQJOBUX
AKIS B YkpaiHi Ha OCHOBI cy4acHUX TeXHOJorid. [lepeoBi TEXHOIOTIT MTYYHOTO IHTEIEKTY
BIJIKpMBA€ HOBI MEPCIEKTUBH 3aTydyeHHs U(POBUX MaTepialiB (a caMe B TAKOMY BHUIJISAJII Ha
ChOTOJIHI TIPOJIYKYIOThCS PE3yJbTaTH HAYKOBUX JOCIIHKCHb Ta MPAKTUYHOTO JTOCBITYy) 0e3
CTBOPECHHSI CUCTEMHHUX 0a3 JaHWX 13 CKJIQJHUMHU 3B’SI3KaMU Ta HEHMOBIPHOKO KIJIBKICTIO X
peaizanii Ipu KOHTEHTHOMY HAallOBHEHHI, 3a0e3meuyroun ¢epMepaM OrepaTHBHE Ta SKiCHE
JUTSL THATPYHTS 1)1 IPUAHSITTS PIIICHb 1 MiJIBUINCHHS €EKTUBHOCTI iX AisSIBHOCTI.

CIIMCOK BUKOPUCTAHUX TKEPEJI

1. IInatrdpopma eneKTpOHHOTO JOpaJHUIITBA, TOMOBHHMU pecypc «ellopama». [lara
3BepHeHHs: 10 muctomana 2024. [Onnaiin]. JloctymHo: https://edorada.org/uk

2. AKIS B Vkpaini 10 nmucronana 2024 [Onnaiin]. Jloctymnao: https://akis-ukraine.com/

3. ModernAKIS 10 mucromana 2024 [Ownnaiin]. Jloctynso: https://modernakis.eu/

4. Indopmariiitno-HaByapHa BeO rutatgopma it (piHAHCOBUX/KPETUTHUX AOPATHHKIB.
Hara 3Bepraenns: 10 nmucromana 2024. [Ounnaitn]. Joctynno: https://fk.edorada.org/

5. JlucranmiiiHe  HaBYaHHS  (IHAHCOBUX/KPEIUTHHX  CLIBCHKOTOCIIOAAPCHKUX
nopaauukiB.  [lata  3BepHenHs: 10  nucromama 2024 [Owmaita].  JocrtymHo:
https://elearn.edorada.org/

6. Odinitinuii  BeG-caiit  «/lopaga» Bceykpaincbkoi Tpomancekoi —opraxizamii
«HamionanpHa acoriaiisi CiIbChKOTOCTIOIAPCHKUX TOpaauux Ciryx0 Ykpainmy». 10 nmucromnana
2024. [Ounnaiin]. JocrynHo: https://www.dorada.org.ua/uk
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BU3HAYEHHA PEJIBEDY 1P OBPOBLI ITOJIII'OHAJIBHUX JAHUX ®OPMATY
GLTF

AHoTanis. Y po0oTi po3risiaeTbcs NpoLec BU3HAUYCHHS pelibe(dy MOBEPXHI HA OCHOBI
00poOku mosiroHanbHUX AaHux y ¢opmari GLTF. O6rpynToBano Bubip dopmary GLTF s
pPO3pOOKH CHCTEMH OIIIHKH AETPaoBaHMX IPYHTIB BHACHIIOK BIHCHKOBHX Hiif. Bu3HaueHO
ocHoBHi niepeBard GLTF. ¥V po6oTi 3anpormoHOBaHO KOMIUIEKC METO/IB aHaNi3y, IO A€ 3MOTY
MO0y IyBaTH YiTKY KapTy penbedy.

Kurouosi ciioBa: penped, momironansHi nani, GLTF, o6pobka naHux.
1. BCTYII

INoctanoBka mnpo6Jjemu. OOpoOka TPUBHUMIPHMX JAHUX € BAXKIUBUM €JIEMEHTOM
CyJacHUX TEXHOJIOTiH y reoindopmarniitnux cucremax (I'IC), apxiTekTypHOMY MPOEKTYBaHHI,
MoJIeTI0BaHH1 NaHamadTiB Ta iHMUX ramy3sx. OIHUM 13 KIIOYOBUX 3aBJaHb MpU poOOTI 3
TPUBHMIPHUMHU MOJEIISIMHU € TOYHE BH3HAUCHHS XapaKTEPUCTHK PeNbe]y MOBEPXHi, 30KpeMa
Ui ineHTr(ikanii HepiBHOCTEH, TakUX K BUpBU uu narop6u. Llg mpobiema € ocobauBo
aKTyaJbHOIO B YMOBax HEOOXITHOCTI OIIIHKUA JEerpaJoBaHUX IPYHTIB, IO MOCTPAXKIAIN
BHACIIZIOK BificbKOBUX Ail. B naniif poOO0Ti po3IisiHYTO alropuT™M BHUKOPHCTaHHS (opmary
GLTF mist 06po0KH MOTITOHATBHUX JAHUX 3 METOIO MOOYI0BU KapTU peNbeQdYy.

AHagi3 ocranHix gociaipkens i myOuaikamiii. ®opmar GLTF (GL Transmission
Format) 6yB po3po06aenuit koncopiiymom Khronos Group sik edekTuBHUM 3aci0 miepeaadi Ta
3aBaHTaxeHHs 3D-cueH 1 Momenell y noiatkax peaipHoro wacy[l]. Bin 3a0esmeuye
KOMIIaKTHE 30epiraHHsl TeOMETPUYHHUX JaHHUX, MaTepiaiiB, TEKCTyp Ta aHiMallii, 1o poOuTh
HOro 3py4HUM Ui BUKOPHCTAHHS B PI3HUX Taly3sX, BKIOYaOUM reoiHpopMaLiiiHi CUCTeMU
Ta MonemoBaHHA JaHamadry. JocmimkeHHs moka3ywots, mo GLTF miniMizye posmip 3D-
pecypciB Ta 3MeHIIye 4yac oOpoOKH MijJ yac BUKOHAHHS, HEOOXIAHUHM I PO3MAKyBaHHS Ta
BUKOPHCTaHHS IIMX pecypciB [2] .

Mera ny6aikaunii. MeToro po0OoTu € po3poOKa anropuTMy A aHalizy penbedy
MOBEPXOHb NUIIXOM 00poOKM momiroHanbHuX naHux y ¢opmari GLTF. ¥V pamkax pobotu
3alpONOHOBAHO  3aCTOCYBAHHS KOMIUIEKCY METOJIB, BKJIIOYAIOUM aHali3 HOpMaiel
TPUKYTHHUKIB, T€HEPALI0 KapTU BUCOT, aHAJI3 TPAJIEHTIB BUCOTU Ta (DUIBTPALIIO JTOKAIBHUX
exkcTpeMyMiB. OUiKyeTbCs, IO IHTErpallis BUIIEHABEJIEHUX METOMAIB JIO3BOJHUTH CTBOPHUTHU
JIeTaTI30BaHy MOJIETb PEIbE]Y 3 BUCOKOIO TOUHICTIO Ta €()EKTUBHICTIO.

2. PE3YJIBTATH TA OBI'OBOPEHHSA

[ToniroHanbHi JaHI BUKOPUCTOBYIOTHCS JUIsl MPENCTaBICHHS OO'€KTIB 1 MOBEPXOHb Yy
BUTJISAJII 0araTOKYTHHKIB, 3/1€01IBIIOT0 TPUKYTHHUKIB, IO T03BOJISIE CTBOPIOBATH BUCOKOTOYHI
TpuBUMipHiI Mozneni. s 30epiranHs Ta oOpOoOKM TakKMX JaHWUX ICHYIOTH pi3HI (opmaTh
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dainiB, ogauM 13 momyispHux cepen Hux € GLTF, mo nmae 3Mory mpencTaBisTH JaHi
penbedy B BUTIISA MOTITOHATBHOT CITKH.

[TonmiroHanpHa cCiTKa - 1€ CTPYKTypa, IO CKJIANA€ThCS 3 B3aEMOIOB'SI3aHUX
0araToKyTHUKIB (Hal4acTillle TPUKYTHHKIB), SKa BHUKOPUCTOBYETHCS JUIS TIOJAHHS
TpuBUMipHUX 00'ekTiB. CiTKa 3 TPUKYTHUKIB € YHIBEpPCAJIbHOIO Ta BiJIHOCHO JIETKOIO B
00po61i. Taka cTpykTypa 103BOJISE ACTANI3yBaTH MOBEPXHIO 00'€KTa 3a paXyHOK 301JIbIIICHHS
KUIBKOCTI TPUKYTHUKIB, II0 BaXJIUBO JJs CKJIQJHUX TIOBEPXOHb, HANpPUKIAL, IpU
MojieroBaHH1 penbedy. Cepen nomynsipHuX GopMmaTiB it 30€piraHHs MOTIrOHAIBHUX JTaHUX
e OBJ, FBX, STL, i six Bxxe 3ramyBainocb GLTF.

B pamkax po3poOku cucTeMH isi OLIHKY JAeTPaJOBaHUX IPYHTIB BHACIHIOK BiIiICBKOBUX
nii 6yno obpano dopmatr GLTF. Ile pimeHHss oOrpyHTOBaHE HHM3KOI IIepeBar 3 SKUX
OCHOBHMMH € MOXJIMBICTh MIATPUMKH TEKCTYp, KOJbOPY Ta MaTepiaiiB, 3a0e3meuyrouu
BHCOKY SIKICTh Bi3yaslizallii MojieJIel Ta MOKJIMBICTS iX JeTalbHOro anamuizy, JSON-cTtpykrypa
GLTF nonermrye ioro mapcuHr i pegaryBanas. Mozesni MO)KHa JIETKO 3MiHIOBAaTH TPOTPAMHO,
nonarouu  abo Bupanstoun enemeHtd, mo poobuth GLTF rayukum Qopmarom s
po3pooku[3].

Jlns BUSIBIEHHS HEpiBHOCTEH Ha MOBEpXHi (BUPB 1 maropOiB) y TpUBHMIpHIA Momemi
dopmaty GLTF B poboTi OyayTh BUKOPUCTaHI METOIU ONHUCAHI HUIIEC Ta MPEICTABJICHI HA

pucynky [3],[4].

Bxigni nanni

Amnaniz HopMmaJtei

I'enepanis kapTu BHCOT

AmnaJi3 rpagi€eHTiB BHCOT

DinbTpania JOKAILHIX eKCTPeMyMiB

Kapra peasedy

Pucynox 1. Ancopumm 06poOKu nonicOHAILHUX OAHUX O CMBOPEHHS
Kapmu penveqhy

AHaji3 HopMmaJjell TpuKYTHUKIB. Hopmani Bu3HayaloTh HampsMOK KOXKHOTO
TPUKYTHHKA TOBEPXHi. SIKIII0 HOpMaJi Pi3KO 3MIHIOIOTBCSA MIX CYCIIHIMU TPUKYTHUKAMHU, 1€
CBITYUTH MpPO HASBHICTH HEPIBHOCTI. 3a TOMOMOTOK OOYHCIEHHS KYTIB MK HOpMaJsIMHU
MOYKHa 1IeHTU(DIKYBATH Pi3Ki Nepenaau, 10 BKa3yloTh Ha BUPBH a00 TropOu.

Ienepamnisn kapTu BucoT. [lepeTBOpeHHST MOJENi B KapTy BHCOT J03BOJISIE CTBOPUTH
2D-300paXkeHHs, J1e¢ BHCOTAa KOXHOI TOYKM IpeJCTaBlieHa B Ipafauiix Koubopy. [loTim
300paX€HHs MOXKHAa aHali3yBaTH [UIsl BUSBJIEHHS JIOKAJIbHUX MIHIMYMiB (BHpB) 1
MaKCHMaJIbHUX 3HaYeHb (TOpPOiB), IO POOUTH OLIHKY pelIbe(y 3pyUHOIO 1 HAOYHOIO.
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AHani3 rpagieHTiB BUCOTH. OOUYNCIECHHS IPai€HTIB BUCOTH KOXHOTO TPUKYTHUKA a00
OCEpelKy JI03BOJIIE BUSBUTH 00JaCTi 3 PI3KUM 3MiHOWO BHMCOTH. lLlell meron Takox
eeKTUBHUIA U1 BUSBICHHSA OO0 €KTIB, AKI BHIUISIOTBCA Ha 3arajlbHOMY (OHI IMOBEpXHI,
HaIPUKJIaJ, BAPBY IIICJIs BUOYXIB.

3acTtocyBanHs (QiabTpauii JoKaJbLHHX eKcTpeMyMiB. BukopucranHs airopurmis
binpTpallii, HampUKIaA, IETEKINl JIOKAIbHUX EKCTPEMYMIB, JOIOMarae aBTOMATHYHO
BU3HAYATH 30HU 3 MiABUIICHHAM a00 TOHM)KCHHSIM BUCOTH, XapaKTEPHI1 AJIs1 BUPB a00 ropOiB.
Lle 103BOIsIE CTBOPUTH 3arajibHy MOJIENb penbedy 3 BUILICHHAM KIIOUOBHX HEPIBHOCTEH.

BUCHOBKMU TA IIEPCIIEKTUBMU ITIOJAJBIINX JOCJIIKEHD

[TocniioBHE BUKOPUCTAHHS HABEIECHUX METOJIIB JIACTh 3MOTY OTPUMATH JIETalli30BaHY
KapTy penbedy, e KOXKEH METOJ JJOMOBHIOE OJUH OJHOTO. AHaJi3 HOpMaJel i KapTa BUCOT
(GOpMYIOTh 3arajibHy CTPYKTYpY penbedy, TOII SK TPATIEHTH Ta JIOKAJIbHI EKCTPEMyMH
YTOYHIOIOTh HOro, BUIAUIAIOYM KpuTH4HI oOmacti. Lle 3abe3nedye TOYHUI 1 KOMILIEKCHUN
miaxig Ao Bisyamizamii Ta aHami3zy penbedy, mo crpuse OUTbII e(EeKTUBHOMY OLIHIOBAHHIO
HEpIBHOCTEH Ha TTOBEPXHI

INOCHUJIAHHA
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®YHKLIOHAJIbHUI AHAJII3 XMAPHUX CEPBICIB HA OCHOBI LI JIJIs1
MOHITOPUHI'Y EMOLIMHOT'O CTAHY ITPAILIIBHUKIB I/ YAC OHJIAH
KOMVYHIKALIT

AHoTanis. 3pocTaHHS KITBKOCTI KOMITaHiH, /ie TIPAaI[iBHUKHN MPAIIOIOTh AUCTAHIIHHO CTBOPIOE
JUIL HAX HOBI BHUKIIMKH JJIs 3a0e3medeHHs e(heKTUBHOI KOMYHIKalii Ta MATPUMKH T0OpoOyTY
MPaIiBHUKIB B II(PpoBOMY TIpocTopi. OTHUM i3 BaXKIMBHX aCIIEKTIiB AJIS KEPiBHUKIB KOMIAHIN €
PO3YMIHHSA €MOIIMHOTO CTaHY CIIBPOOITHUKIB, IX yBaru Ta 3aJlydeHOCTI ITiJ] 9ac BimmaieHoi abo
riopumHoi poOOTH. 3HATHICTh BHABIATH Ta PO3YMITH EMOLIWHWIA CTaH CIiBPOOITHHKIB Y
H(pPOBOMY CEPEOBUIII CTAE KPUTHYHO BAXIIMBOK Uil 3a0e3ledeHHs e(peKTHBHOI poOOTH
KOMaHJ Ta MIATPUMKH [O3UTHBHOTO IICHUXOJIOTIYHOTO KJIiMaTy B Kowmmawii. [lana po6ota
NPUCBSYEHA JIOCIIDKEHHIO Ta aHaji3y (YHKIIOHaJbHUX MOXIIMBOCTEH XMapHHX CEpBICIB Ha
ocHOBI 1Ty4Horo intesnekry (L) mis MOHITOpUHTY Ta aHali3y eMOLIHOrO CTaHy HpalliBHUKIB
M yac OHJIalH KOMYHIKauil Ta B3aemonii. BusnaueHo QyHkuioHansHi MoxiuBocti: (1) T
JIAaHUX, [0 aHanli3yrThes; (2) moctynHicTh; (3) iHTerpauis; (4) kondimeHuikHICTh; (5)
MaciutaboBaHicTh; (6) 3BOpoTHHIA 3B’ s130K. [IpoaHasizoBaHo xMapHi cepsicu Ha ocHoBi 111, Taki
sk MorphCast Al, iMotions Online, Affectiva, FaceReader ta Kairos. 3acTocyBaHHA Takux
XMapHHX cepBiciB Ha ocHOBi LI B koMITaHiAX CHpUATHME MiIBHUIICHHIO ¢(EKTHBHOCTI OHIAWH
KOMYHIKaIlil B yMOBax JUCTaHIIIHOT a00 Ti0puIHOT poOOTH.

Karou4oBi cioBa: IITY4HUI 1HTENEKT; MAIlMHHE HABYAHHS, XMapHiI TEXHOJOTil, MOHITOPHHT
€MOIIii; OHJIAIfH KOMYHIKAIlisT; OpTraHi3aIliiiHa ICHXOJOT 1.

BCTYII

IToctanoBka mnpoGuemu. PuHOK mpail 3a3Hae paJudKaJbHUX 3MiH, OCKUIBKH B
CyJacHUX yMOBax JMCTaHLIiHa (TiOpuaHa) poOoTa Ta OHJANH B3a€MOJIS CTalOTh HOPMOIO.
Takuii mepexia CTBOPIOE SIK HOBI MOXJIMBOCTI, TaK 1 3HaYHI BUKJIUKHU JIJIT pOOOTO/ABIIB, a
caMme HaJlaro/keHHs! e(h)eKTUBHOI KOMYHIKallli Ta 3a0e3neueHHst JoOpoOyTy MpamiBHUKIB ITi]T
yac poOOTH MpalLliBHHUKIB y OHJAalH pexumi. Xoya BIACYTHICTH ()I3MUHOI HPUCYTHOCTI
YCKIIQJHIOE PO3YMIHHS MIKOCOOMCTICHOI B3a€MOJi1 KOJEKTUBY Ta CBO€YACHE BUSBJICHHS
MOTEHIIIHHUX TIPOOJIEM.

OnHUM 13 KITIOUOBHX ACMEKTIB, KU Oe3rocepeIHbO BIUTUBAE HAa e(hEeKTUBHICTh poOOTH
€ 1x emouiiHuil crad. [lig yac odumaitH poOOTH MpaLiBHUKU MOXYTh Kpalle po3yMIiTH OAMH
OJTHOTO, BPaXOBYIOUYH TOH r'oJIOCY Ta MiMIKy. B 1iuppoBoMy cepeoBuIii 4acTo BTpadyaroThCs
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Taki (GaKTOpH, IO MPU3BOAUTH IO HETIOPO3yMiHb, KOH(IIIKTIB Ta 3HUKEHHS MPOTYKTUBHOCTI
MIpaIliBHUKIB.

AHaJi3 oCTaHHIX J0CTilKeHb i myOuaikaniii. EMOLIMHNN cTaH MpaIiBHUKIB CYTTEBO
BIUIMBAE Ha €(PEKTUBHICTH POOOTH, SKICTh BUKOHAHHS 3aBlaHb. CamMe MOHITOPUHI TaKOTO
CTaHy MOXX€ MIiHIMI3yBaTH PU3HKH, OB s3aH1 3 BIAXWICHHSAMH B IKOCTI MPOYKIIi Ta Oe3mexu
BUPOOHMIITBA, 3a0€3MEeUyr0Yd TOYHY OIIIHKY €MOIIIMHOTO BIUIMBY IPAIliBHUKIB Ha IXHIO
poboty [2].

3amydeHicTh Ta yBara /10 poOOTH, 33JI0BOJICHICTh € KPUTHYHO BAXIIMBUMHU (PaKTOpaMU
n0o0po0yTy B CydacHUX YMOBaxXx. Y BHCOKOKOHKYPEHTHOMY poOOUYOMY CepelaoBHUII
NpPaIiBHUKU 3 BUCOKUM PIBHEM CAMOKOHTPOJIIO, SIK TPABUIIO, MPALIOIOTH KPAIIe 1 BiTUyBaIOTh
MEHIIIE €MOLIIIHOr0 BUCHAXCHHS. Pe3ylnbTaTUBHICTD, OLlIHEHA KEPIBHUKOM, OMOCEPEIKOBYE
B332€MO3B’ 130K MI’)K CAMOKOHTPOJIEM 1 €MOLIMHUM BUCHAXCHHSM, IiIKPECIIOI0UN BaXKIIMBICTD
3BOPOTHOTO 3B’S3KY IIOJI0 MPOAYKTUBHOCTI B yIpaBIiHHI eMomiiiHuMu BuMmoramu [1]. Came
TOMY, MeTOI0 myOJikaunii € anami3 xmapHux cepsiciB Ha ocHoBi LI ans moniTOpuHTY
eMOILIIfHOTO CTaHy TMpaliBHUKIB I 4Yac OHJAilH KOMYHIKamii Ta BHU3HAYEHHS iX
(YHKIIOHATTBHIX MOMJIMBOCTEH, po3poOKa (DYHKI[IOHAIBHUX KPHUTEPIiB MOPIBHSIHHA TaKUX
CEepBICIB.

PE3YJIbTATHU TA OBI'OBOPEHHSA

CydacHi pilieHHS, [0 BHKOPUCTOBYIOTh HEMPOHHI MeEpexi Ta alrOpUTMHU
PO3Mi3HABaHHS €MOIIiif, MOXKYTh BIJICTE)KYBAaTH Ta IHTEPIIPETYBATH €MOLIKHI CTAHH B PEXKHUMI
peanbHOTO Yacy. Taki cucTeMu aHaNi3yIOTh BUPA3H OO0IMYYsl, MOJIEINl MOBJIECHHS, (i3ionoriuHi
JlaHl Ta TEKCTOBE CHUIKYBaHHSA JUIA KJIAacHQiKalii Ta NMPOrHO3yBaHHS EMOLIWHUX CTaHiB,
CKJIQIaTH eMOIIiiHI mopTdoIio Ta MPOrHO3yBaTH NMoBeAiHKy [2], [4]. B Tabnuui 1 HaBeaeHo
MOPIBHSIHHS HasIBHUX XMapHUX pimieHb Ha ocHoBl LI 1y MOHITOpUHTY eMOIiiiHOro cTany
MPaliBHUKIB MiJ] Yac Ti0puaHOT poOOTH.

Tabnuys

ITopiBHsiHHsA XMapHuUX pimeHb HA ocHOBI LT nust MOHITOPHHTY eMOLIITHOTO CTaHy

NnpaniBHUKIB
DyHKIiOHATBHICT MorphCast Al iMotions Online Affectiva FaceReader
b
MoxnuBicTh OHJIAWH-3yCTpidi, BiZI€0, ayIio BiZI€0, ayio BiZI€O
3YUTYBaHHS €MOLIH neperysiy Bifeo,
Teperiisig Be0-CTOPIHKI
Jami, 10 piBEHb yBarwy, BaJICHTHICTb, JIFOJCHKI piBeHb yBarw,
AHAI3YIOThCA 3aJy4eHOCTI, 3aJy4eHICTh, 7 eMorii, 3aIy9eHOCTI,
3aHENOKOEHHS, 7 OCHOBHHUX €MOIIiH, KOTHITHBHI 9yHHOCTI, 6
OCHOBHHUX €MOILIIH1 2 eMol1il BUCOKOTO craHu, Aii Ta €MOLIMHUX
eMoLiHHuI edekT piBHS: 00’€exTH CTaHIB
CEHTHMEHTANIBHICTh
1 30€HTEKEHHS
HoctymnHicTs XMapHHii cepBic, API, XMapHHi1 cepBic XMapHHUH XMapHHH cepaic,
JIECKTOITHA BEpCist cepgic, API JIECKTOITHA
Bepcist
Inrerparis TaK TaK TaK TaK

Koudinenmiinicth

BHUCOKHUH piBeHb Oe3neku qanux, notpumanas GDPR
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3MaTHICTh KEpIBHHMKIB PO3IMI3HABATH €MOIlii BIIrpae BHpIMIAIbHY POJIb y 3aXHCTI
MpaIiBHUKIB BiJ €MOLIMHMX HaBaHTaKeHb. CHIBpOOITHHKH, SKI CIPUHMAIOTh CBOIX
KEpIBHHUKIB SK JOCBIAYEHHX Yy pO3IMI3HABaHHI EMOIIHMX CTaHiB, BiAYyBalOTh MEHIIIE
NICHXOJIOTIYHOTO HANPY>KEHHS Ta He3aI0BOJICHHS poOO0TOIO [3].

OTtox, mpoaHaii3oBaHi XMapHi cepBick Ha ocHOBI LI 1151 MOHITOPUHTY €MOLIIHHOTO
CTaHy MalTh Ta MIATPUMYIOTh 0a30BHI HEOOXiMHUN (yHKIIOHAT. TakoXK, BapTO 3ayBakKHUTH,
mo 0arato cydyacHHX pilleHb MIATPUMYIOTH IHTETpaIlilo 3 PI3HUMU XMapHUMHU CepBiCaMH Ta
CHUCTEMaMHM, TaKUM YMHOM, HEOOXiAHY (YHKIIOHAJILHICTh MOYKHA DPO3IIUPUTH 32 PaxyHOK
BUKOPUCTAHHS 1HIIUX CEPBICIB, OTPUMYIOUM OULIBII NETaJbHUIA aHaJi3 €MOIIHOTO CTaHy
MPaliBHUKIB Ta MOKPAIIYIOYU OHJIAIH KOMYHIKAIIO.

BUCHOBKMU TA IIEPCIHEKTUBMU ITIOJAJIBIINX JOCIIT)KEHb

MOHITOPUHT €MOIIfHOrO CTaHy CHIBPOOITHHKIB Ma€ BaXKJIMBE 3HAYCHHS I
HiATPUMKH TPOJTYKTUBHOTO Ta 3J0OPOBOTO poOOYOro cepenoBuIna. BrpoBaKeHHS XMapHUX
cepsiciB Ha ocHOBI LI 17151 MOHITOPUHTY €MOIIIHHOTO CTaHy MPAliBHUKIB € PIIICHHSIM, SKEe
JIO3BOJISIE CTBOPUTH OUTBII THYYKe, KOM(POPTHE Ta MPOIYKTHUBHE CEPEAOBHINE IS OHJIAHH
KOMYHIKaIlii, 10 J03BOJisi€ 11eHTU(IKYBaTH €MOLINWHI CTaHM, yBary Ta 3aJy4eHICTh, Ta
CHPUATHME TiABUIIECHHIO e()eKTUBHOCTI B3aEMO/I1 B KOMaH/II.
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INTEGRATING SCIENTIFIC ENTREPRENEURSHIP WITH DIGITAL
TRANSFORMATION STRATEGIES FOR SMES

Abstract. This article examines the critical role of scientific entrepreneurship in driving
innovation and economic growth, focusing on small and medium-sized enterprises (SMEs). The
author discusses how scientific entrepreneurship accelerates the commercialisation of the results
and a wide range of innovations by combining research expertise with business applications. Key
activities in this area include research and development, collaborative and commercialisation
research, resource management, business consultancy and providing funding opportunities. The
article also examines the critical role of academic institutions in facilitating innovation that
enhances the digital skills crucial for maintaining SMEs' competitiveness. The conclusion is that
targeting regions with underdeveloped digital markets for IT adoption can significantly unlock the
potential of scientific entrepreneurship. The author highlights the strategic need for adaptability
and integration of digital innovation into business practices for future economic competitiveness.

The intersection of social impact and academia has played a crucial role in education by
driving the integration of entrepreneurship into academic settings to meet the demands of a
market economy. This shift is exemplified by institutions like the Massachusetts Institute of
Technology (MIT), which emphasises innovation models over traditional education systems.
This focus has led to the development of notable IT projects like Dropbox.

“Scientific entrepreneurship” is a methodological framework that utilises research
expertise and methodologies to advance applied research and support business projects. Its
primary goals include the swift adoption and commercialisation of various innovations.
Critical activities in scientific entrepreneurship encompass research and development,
collaborative research and commercialisation, resource management, business consulting, and
training, all aimed at creating practical, market-ready innovations. This approach ensures that
scientific findings are not merely theoretical but are actively applied to develop real-world
solutions and support economic development.

This paper focuses on the role of scientific entrepreneurship in enhancing digital
innovation in small and medium-sized enterprises (SMESs). It aims to identify opportunities
for digital innovation, assess the impact of academic institutions' support for SMEs, and offer
policy recommendations to promote sustainable growth and enhance competitiveness in the
digital economy.

Scientific entrepreneurship plays a crucial role in fostering innovation, but it's important
to understand the broader competitive environment that includes various institutions and
mechanisms essential for innovation adaptation and implementation.

Key contributors include Corporate R&D Departments, Experimental Development?
Large Corporations, Universities, Government Research Agencies, Consulting Firms, and
Independent Researchers. Each player has unique strengths: Corporate R&D leverages
resources for applied innovations, while individual entrepreneurs offer flexible, cost-effective
solutions despite higher risks. Government agencies and consulting firms provide
foundational research and specialised services that drive social impact. Applying research to
commercial opportunities in scientific entrepreneurship is particularly impactful in the SME
sector, where digital tools are vital for competitiveness. This growing need has spurred the
demand for educational services focusing on enhancing digital skills.

The supply of educational entrepreneurship services, particularly digital skills, is crucial
in scientific entrepreneurship. A comparative analysis highlights key educational providers
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like Coursera and Udemy, which democratise education by offering affordable and accessible
programs for skill development. Industry leaders such as Amazon AWS offer targeted
programs in Data Analytics, addressing the demand for digital specialists and providing
comprehensive certification paths. In contrast, university degrees in Data Analysis and Digital
Marketing offer structured learning but can be cost-prohibitive for SMEs and individuals. The
analysis emphasises the vital role of universities and research institutions in adapting to
changing market dynamics, ensuring their relevance amid the growing influence of digital
platforms.

The results of Clustering “European: Digital Single Market—Promoting” in Selected
Countries Post-COVID-19 offer valuable insights. The implementation of digital innovation
significantly accelerated, highlighting the pressing need for innovation within the European
Union's Digital Single Market to facilitate adaptation.

Two distinct trends emerge from the analysis:

1. The first cluster (19 counties in the European region) is defined by the "Digital Single
Market-Promoting" metric, which rose to an impressive 90% by the end of 2022. This cluster
shows relatively modest growth dynamics, with annual increases ranging from 2% to 5%.
Despite the slower growth rate, it indicates a mature and stable integration of digital tools and
practices.

2. The second cluster, highlighted in green (Romania, Bulgaria, Turkiye, Cyprus,
Hungary, Slovakia, Italy and Latvia), consists of countries with an average annual growth rate
of 10%, although their "Digital Single Market - Promoting™ metric remains below 80%.
Despite lower overall digital integration, these countries show considerable potential and a
strong capacity to meet the growing demand for scientific entrepreneurship. The upward trend
in these nations suggests they are quickly catching up and could become significant players in
the future digital economy.

Targeting the green-cluster countries as strategic locations for implementing IT
technologies within Small and Medium-Sized Enterprises (SMESs) is highly recommended.
This approach will unlock untapped potential and promote the growth of scientific
entrepreneurship in regions ready for significant digital advancement.

As we explore the process of adapting to digital innovation, it is crucial to understand
the complex interconnections of elements required to tailor these innovations specifically for
SMEs. This understanding provides a clear framework for successful adaptation in today's
digital landscape.

The Industry 4.0 Business Models Block features complex frameworks and tools for
digital and big data environments. To function effectively, these resources require specialised
digital skills, such as data analysis models and web-based visualisation tools. Universities and
research institutions play a crucial role in management processes across various domains,
including logistics, business processes, resource management, sales, and marketing. These
areas are often the focus of research initiatives, highlighting their importance in driving digital
innovation. However, many of these advanced components are beyond the capabilities of
typical SME personnel to manage independently. This limitation creates a growing demand
for scientific entrepreneurship, particularly during adapting digital innovations and integrating
complex managerial processes. SMEs can address this gap by emphasising scientific
entrepreneurship, ensuring that digital innovations are adopted and seamlessly integrated into
their operations for optimised performance.

CONCLUSIONS

The paper emphasizes the crucial role that scientific entrepreneurship plays in driving
innovation, particularly in Small and Medium-Sized Enterprises (SMEs). The dynamic nature
of the global market, combined with rapid technological advancements, requires a proactive
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and competitive approach to scientific entrepreneurship. By strategically leveraging research
expertise, fostering interdisciplinary collaboration, and exploring commercialization
pathways, scientific entrepreneurship has become a vital mechanism for converting scientific
knowledge into marketable solutions.

The market for scientific entrepreneurship services is increasingly tailored to meet the
specific needs of SMEs, which often need more resources and expertise to navigate complex
digital transformations. This alignment is essential, as SMEs make up a significant portion of
the economy, and their ability to adopt innovative solutions directly affects broader economic
growth,

Less developed digital markets present substantial opportunities for scientific
entrepreneurship. These regions are poised for accelerated growth and digital advancement.
Targeting these areas for implementing IT technologies and digital innovation initiatives
could unlock significant untapped potential, creating an environment where scientific
entrepreneurship can flourish.

Academic and scientific institutions play a vital role in this landscape. Their
responsibilities extend beyond traditional research and education; they serve as incubators for
innovation, providing essential support for skill development, project management, and
commercialising scientific breakthroughs. Through collaborative efforts with industry, these
institutions are well-positioned to bridge the gap between theoretical research and practical
application, particularly within SMEs.
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IITYYHU IHTEJIEKT )15 IIPOTHO3YBAHHS YPOXAMHOCTI TA SIKOCTI
YPOXAIO IMIIEHMULII O3UMOI

AHoTAamis. 3anmporroHOBaHO HOBUI METOJl KOMILICKCHOI OLIHKU MPOTHO3Y YPOXKaHHOCTI
Ta SKOCTI BpPOXKAI0 IIIICHUIIl O3WMOI AK OCHO8A 01 MAUOYMHLOI asmomamusauii 6
00cny208y6anHi  eupowiyeanua uici 3epnogoi Kynvmypu. Jas ObOTO BUKOPUCTOBYIOTHCS
pe3ysibTaTH 0araTOpiyHMX CIOCTEPEeXKEHb Ta MaTeMaTWdyHa MOJENb Ha OCHOBI INTYYHOI
HEWpOHHOI Mepexi 13 CTPYKTYporo «OaraToImapoBhii HepLenTpoH». 3a3HaueHe (opMmye
MOKA3HUKH IIOJ0 3aCTOCYBAaHHA IX Y MOJENSAX 13 BH3HAUCHHAM (DAKTOPIB Ta YMOBH IUIS
MOMNEPEeTHHOTO 1 3 BUCOKOI HaAIWHICTIO IUIaHYBAaHHS PI3HOMaHITHUX TEXHOJIOTTYHHUX OIepallii,
10 CYNPOBOJIKYIOTH MPOIIEC BUPOITYBAHHS MIIEHHII 03UMO1, a I1e, y CBOIO 4epry, - e(eKTUBHO
BHUKOPUCTOBYBATH (hiHAHCH, MaTepiasibHI PeCypCH, CIPHUATH HOKPAIIEHHIO €KOJIOT19HOI CUTYyaIlil
Ha BUPOOHHUYHX IIOCiBax.

KirouoBi cioBa: sxicTe Bpoxaro, HEHpOHHAa Mepeka, OaraToOIIapoBHil NEPIENTPOH,
Jlicocten Yxpainu, moxuOka MporHO3Y, eHEPrOEMHICTh, BMICT O1JIKYy, BMICT KICHKOBHHH.

1. BCTYII

JlicocTenoBa 30Ha YKpaiHM — 30Ha HIMPOKOTO MOIIMPEHHs MIIEHUI 03UMOi. Baxiuso
3aBYACHO MaTH HaAIMHY 1H(QOPMAIIIIO 00 MOKIUBHX YPOXKAMHOCTI Ta SIKOCTI BPOXKaIO IIi€l
POCIMHHOI KYJIBTYpH, IO CIPHUATHME MPOBEJCHHIO CBOEYACHUX Ta €(PEKTHBHUX CEPBICHUX
omepaiiii  (0OpoOITOK TPyHTY, BHECEHHS TIKUBICHHSA, OOpoTbOa 31 MIKITHUKAMHU 1
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xBOpoOamu). Yci 1i omepaiii Joporo BapTiCHI Ta MOTPEOYIOTh Cepiio3HOTO (PIHAHCOBOTO
IUTAaHYBaHHS.

CyuacHi BHCOKOTEXHOJIOTIUHI mporecu OyIb SKUX KpaiH, y TOMY 4uciai ¥ YKpaiHw,
BUKOPHUCTOBYIOTh DPI3HOMaHITHI CHCTEMH aBTOMAaTH3allli TMPOIeCY aHaIi3yBaHHSA IUX
3aKOHOMIpHOCTEH. | MPOrHO3yBaHHS MPU IILOMY BiJIIrPA€ BaXIJIUBY POJIb, OCKIIBKH € OCHOBOIO
JUI  aBTOMATHU3aIlii opraHizamiiiHol AisUTbHOCTI Oyab-sfkoi cTpykTypu. I[IporHo3yBaHHS
MalOyTHBOI ypOKaWHOCTI Ta SKOCTI BpO’XKalo, Ha Hall HOMsIA, € (PyHAAMEHTOM BCHOTO
MPOIIECY BUPOIIYBAHHS MIICHUIII O3MMOi, OCKUILKH HAa paHHIX eTamax J03BOJISE 3POOUTH
AQHAIITUYHUI BUCHOBOK PO AOLIIBHICTh BUPOIIYBaHHS BUCOKOT'O BPOKAIO 3€pHA.

IMocTtanoBka npodaemu. CydacHi BUCOKOTEXHOJIOTIYHI mporiecu Oyap SKHX KpaiH, y
TOMY 4HUCIl ¥ YKpaiHu, BUKOPHUCTOBYIOTh Pi3HOMaHITHI CHCTEMH aBTOMAaTH3aIlil Mpolecy
aHaJi3yBaHHA LUX 3aKOHOMipHOCTEH. | mMporHo3yBaHHs MpHU IIbOMY BiJirpae Ba)XJIUBY pOJIb,
OCKUJIBKM € OCHOBOIO JUUISi aBTOMATH3aIlil OpraHi3amiifHol MisUIbHOCTI OyJb-sIKO1 CTPYKTYpPH.
[Iporno3yBanHsT MalOyTHBOI YpPOXKAHHOCTI Ta SKOCTI BpOXKal, HA HAIl TMOTJSA, €
dbyHIaMEHTOM BCHOTO MPOIECY BUPOIIYBAHHS MIICHUII 03UMOI, OCKUJIbKA HA paHHIX eTanax
JI03BOJISIE 3pOOUTH aHATIITHYHUI BUCHOBOK PO JIONUIBHICTD BUPOIIYBaHHS BUCOKOTO BPOXKAIO
3epHa.

AHaJi3 ocTaHHIX gocaifKeHnb i mydaikaniii. Y po6ori [1] Mu gociipKyBaiy BIUTHBU
Ha YpOXKAMHICTb OKPEMHUX KYJIbTYpP PI3HOMAHITHHX NPUPOAHUX (AKTOPiB, UUCEIBHOCTI
mKigauKiB. [Ipore, mpu mpomy He Opanach J0 yBaru TEXHOJIOTiS BUPOIIYBAaHHS KYJIbTYpH Ta
HE OLIIHIOBAJIACh SIKICTH i1 yporKaro.

BBaxkaemo, 1110 TEXHOJIOTisI BUPOIIYBaHHS, 1 30KpeMa, CUCTEMHU BEJCHHS POCIHMHHUIITBA
K OKpemi (haKTOpu BIUIMBY, 3aCIYrOBYIOTh Ha OCOOJIUBY yBary, OCKUIBKH B CTPYKTYpi
co0iBapTOCTI BpPOXKAIO 3aliMa€ CyTTEBY YAacTKy BUTpAT, a TOMY B MOEISAX MPOTHO3YBAHHS
MalOyTHIX BUTpaT 1 MOXXIMBOTO NpHOYTKY I[OBMHHA BpPaxoBYBaTHCh B 00OB’SI3KOBOMY
HOPSI/IKY.

Meta ny6uikanii. MeToro € po3pobka MeTOy IPOTHO3yBaHHS YPOXKaHHOCTI Ta SIKOCTI
BPO’Kal0 MIIEHUIIl 03UMOi 3 BUKOPUCTAHHSAM TEXHOJIOT1] IITYYHOIO 1HEIEKTY.

2. TEOPETUYHI OCHOBHU

bararopiuni pocnimkenHs [1, 4] no3Bonwin Ham OOIPyHTYBaTH BUOIPKY JaHUX Ta iX
aHayi3 100 BIUIUBY Ha YPOXKaWHICTh Ta BMICT KJICWKOBUHU 1 OUIKY MIICHHII O3UMOI JJIs
Jlicocreny VYkpaiHM Takux MPUPOAHUX (PAKTOPIB SIK TPUBANICTH COHSYHOTO CSHBa,
CepeHbOpIYHA TeMIIEpaTypa, cyMa OIajiiB, CepeaHbOPIUYHA BiTHOCHA BOJIOTICTH IMOBITPS Ta
TUMIB  TEXHOJIOTii BHUPOILIyBaHHS (TpPaauIidiHOI  eHepro3aTpaTtHoi, IO TMOIIUPEHO
3aCTOCOBYEThCS B YKpaiHi, Ta €eHepro30epiraryoi).

3. METOIM JOCIIIKEHHSA
Jis  mpOrHO3yBaHHS SIKOCTI BpPOXKAl0 BHUKOPUCTOBYIOTbCS TPHHLMIN TEXHOJOTIT
HITY4YHOT'O 1HTEJIEKTY.

4. PE3YJIbTATHU TA OBI'OBOPEHHS
Sx Bigomo 3 Jpkepen [2, 3] 3a ymMoB HasBHOCTI iH(OpMaIiiiHOI HEBM3HAYEHOCTI
pPEKOMEHIyeTbCs Ui MOOYAOBH MoOJieNeil MPOTrHO3YBAaHHS, y TOMY 4YMCIl M ypoKaiHOCTI
MIIEHUIl 03UMOi Ta SKOCTI 3€pHAa Cy4aCHHX COpPTiB, BUKOPHUCTOBYBATH IUTY4YHI HEHpPOHHI
Mmepexi [2, 3]. HaGyTuit HamMmu A0CBiJ JO3BOJISIE€ 3yMUHUTUCH HAa CTPYKTYpPl TaKHX MEPEX AK
«baraTourapoBHii NEPUEHTPOH» 3 5 MPUXOBAHUMU IIAPAMUI.
Marepianu IOCHIDKEHb CBiAYaTh, MO0 BXIMHUMH (PaKTOpaMH B MOJel HEHPOHHOI
MepexXi € 3HaYeHHS MapaMeTpiB HABKOJIHMIIHHOI'O CEPEeIOBHUINA Ta €HEProEMHICTh TEXHOJOTIT
3a poKaMH. 3ayBa)XMMO, IO YacTHHA BUOIPKH BUKOPUCTOBYBAJIAChH JIJIsl HABYAHHS HEHPOHHOI
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Mepexi, a IHIm Ui KOHTPOJI Ta C€aMoro NpOrHO3yBaHHS. Pesympratu Takoro
nporHo3yBaHHs Juig 30HM Jlicocremy VYkpaiHM 3a yMOB 3aCTOCYBaHHS TpaJHLiiHOI
€HEepro3aTpaTHOI TEXHOJIOTIT MOJIEIOIOTLCS Ha puc. 1.

BMICT GinKy,% (Target) vs. BuicT Ginky,% (Output)

BMICT KNeikoBUHM, % (Target) vs. BMICT Kneifkourm, % (Output) Samples: Train
Samples: Train 1.8
25 . , 10 10,5652 - 11,2; 11,3672
| S 21‘3272\‘ [218; 21,SEEE|“ " 512‘721143{)57 7 16 B35 s 10,9; 11‘2263‘ //11,8: 1404
5 . 21821, o r T “. Y 7
22,0 ZIL L] 20,4, 20,7562 — “37 i //o/ 14 5_ N R - o S o
D . - ) ' . . b
il 21 L 4 e 1.2 | \ N, o / 11,1, 10,9734
215 19.2,19.4977) ™., ISR O e H 11; 10,931
] AN R 55 517566 1.0 i i 12468875 10,9, 10,8106
{ . C) ) ' \ 5 LA 1
= 165 167225] | . _ 108 : 10.7.10,7852] _ g
S 210 : : .. e 21621159 = ! 1 S
= ! : . g 2 106 : L o S R 11, 107334
2 905 2120980 § 44 101 10.4706}------- o S,
' - Z i ETEZT 11; 10,5694
= ... o _3,3. 10,3747 N “, i
F 720087 | % 102 > // ol
£ T = / W] 10.8; 10,7068
g 200 220259 | 5 100 /g/ T SN ]
2 T2 | 5 g PN o e (L 10,2965
g 195 ... 0195230 2 gg| (@902 / . 10,6: 10,2264
B 19.6; 19,5643 i 10, 9,9334
3 190 _ 94 ' A
g 19; 18,9265 | L
00,4 92 L
185 s 19,1, 16,9025 00 b 88942
A0 o
I 184 166131 88 //
155 15,0958 18,7. 16,219 86
175 86 90 94 98 10,2 106 11,0 14 1.8 122
180 185 190 195 200 205 210 215 220 225 58 92 96 100 104 108 112 16 120
BMICT KNeikosHM, % (Target) BMICT Dinky, % (Target)

Pucynox 1. Pesynomamu npocHo3y8anHs aKocmi 3epHa NueHuyi 03umoi 3a pokamu 0Jisi 30HU
Jicocmen Yxpainu 3a ymo8 suxopucmanus mpaouyiuHoi eHepeo3ampamHoi mexHonoz2ii
(6micm KnelKosuHu — noxubka He nepeguuye 4%, emicm O6iKa — nOXubKa He nepesuuiye

10%)

BUCHOBKMU TA IIEPCIIEKTUBU NIOJAJBIINUX JOCJIIIKEHb

AHaJti3 BIUIMBY NPHPOTHUX (AKTOPIB Ha YPOXKAWHICTh Ta MOKA3HUKHU SKOCTI 3epHa
nieHuni o3uMoi Uit 3oHM Jlicoctenmy VYkpaiHM HiATBEPAMB iX PO3MOIUIEHICTH 3T1THO
HOpMaJlbHOrO 3akoHy. [Ipum I1bOMY 3HAU€HHS JIHIMHUX KOE(ILIEHTIB KOPEsAlli Mik
dakTopaMy BIUIMBY Ta BIAMOBIIHMMH BHUXIJTHUMHU BEIUYMHAMH, 3HAUYCHHA KoedilieHTa
JeTepMiHalli cBilYaTh PO HASBHICTh 1H(QOPMAIIIHOI HEBU3HAUYEHOCTI. 3a3HaYeHE CTBOPIOE
YMOBU JUJIsl TIPOTHO3YBaHHS YpPOXAMHOCTI MIIEHUIII 03UMOi Ta SKOCTI 3€pHa Li€i KyJIbTYpH
BUKOPHCTOBYBaTHM MAaTE€MaTH4HI MOJENl IITYyYHUX HEWPOHHUX MEpeX 31 CTPYKTYpPOIO
«baraTouiapoBuii NEpUENTPOH 3 5 NMPUXOBAHUMHM IIapamu». [ToMuika mporHozyBaHHsS Hpu
ILOMY 3a pokamu He TiepeBuirye 8 - 10%.
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BIJJTHOBJIEHHSI EHEPTETUYHNX MEPEX V KPM30BUX YMOBAX: BIMCHKOBI
3ATPO3U TA LIM®POBI TEXHOJIOTII

AHOTANisA: y 3B'A3Ky 31 3pOCTAlOY0I0 KIIBKICTIO BIHICBKOBHX aTaKk Ha KPUTHYHY
eHepreTuuHy iHQpacTpyKTypy YKpaiHH CTaOUIBHICTH €JEKTPOIOCTAUYaHHS CTa€ BaXKINBOIO
3aJa4yer0 HauioHanbHOi Oe3neku. [IpM HpOMY MiABHINYIOTHCS BHMOTH 10 iH(opMmaru3zamii
BiIHOBIIIOBAJIGHUX MPOLECIB Y PO3MOIUIBYUX Mepexax, L0 3a3HalM BIUIMBY Bill KPH30BHX
curyaniil. ToMy, akTyaJbHOIO IIPOOIEMOKO € PO3POOICHHS KOMILIEKCHOT CHCTEMH OIIePaTHBHOTO
MOHITOPHHTY, SKa OO0'€THY€ IHTEIeKTyaJlbHI CHCTEMH MOHITOPHHTY 3 PO3IOAITICHAMH
JDKepesaMH TeHepalii 3 aJlropuTMaMH MAaIlMHHOTO HaBYaHHS Ul aHATi3y W pearyBaHHS Ha
HOIIKOKEHHS MEPEXK Y PealTbHOMY 4aci.

Kuro4uoBi cjioBa: iHTeNeKTyanbHI CHCTEMH MOHITOPHHTY; PO3IOJiNIeHa TeHepalis; Big
Data; mamvHHe HaBYaHHs; [U(POBI TEXHOJIOTI].

1. BCTYII

3poCTaHHs KUIBKOCTI BINCBKOBHUX aTak Ha €HEPreTHYHy I1HQpacTpyKTypy YKpaiHu
CTBOPIOE 3HAUHI BUKIHUKM Ui 3a0e3MedeHHs] CTaOUIbHOTO TMOCTayaHHsS eJeKTPOEeHeprii.
Hanmagu Ha TpaHcdopmaropHi HifCTaHIIi, JiHIT eJeKTpolepenad Ta CUCTEMM YIpPaBIiHHS
BUKJIMKAIOTh MacoOBl BIJKJIIOYEHHS, L0 BIUIMBAIOTH SIK HAa KPUTUYHY I1HPPACTPYKTYpy
(J1ikapH1, BOJIOKaHAJIM, CUCTEMH 3B’S3KY), TaK 1 Ha MOOYTOBUX CIIOKMBauiB. JJi1 MO0NaHHS
IIUX BUKJHMKIB HEOOXIJHO BIPOBA/KYBAaTH Cy4aCHl IHTEJIEKTYyaJbHI CUCTEMHU MOHITOPHUHIY,
AK1 3a0€3MeuyloTh ONEpaTUBHE pearyBaHHs Ha aBapil Ta TOYHY J1arHOCTUKY MOUIKO/KEHb.

[Tonepenni mocnimkenns [1], [2] moka3anu epexTuBHICTH BUKOpUCTaHHs Big Data mist
aHalizy BENMKUX MAacHBIB JIaHUX Hpo cTaH eHeproMmepek. OJHAK 3aIMIIAIOTHCA
HEBUPIILIEHUMHU MUTaHHS IHTETpallii IUX TEXHOJIOTIN 13 pO3MOALIEHUMH JKEpeIaMH reHepanii
Ta aJrOpUTMaMH TPOTHO3YBaHHS. TakuM YHMHOM, BHMHHUKAa€E HEOOXIAHICTH PO3POOHUTH
KOMIUIEKCHY CUCTEMY, sIKa TIO€JJHYE MOHITOPUHT, aHaJ13 1 aBTOMATH3Aallil0 BIAHOBJIECHHS.

Mera myOmikariii: JOCHIIUTH Ta ONTHUMI3yBaTH KOMIUIEKCHY CHCTEMY OIEPaTUBHOTO
MOHITOPUHTY BIJTHOBJICHHS PO3MOAUILYMX MEPEX Y BIHCHKOBUX YMOBAaxX, IHTEIPYIOUH
CHUCTEMH IUTYYHOTO IHTEJIEKTY JUIs TMiJBUIIEHHS HaAIHHOCTI Ta CKOPOYEHHS dYacy
BIJTHOBJICHHSI.

2. TEOPETUYHI OCHOBHA

P03BUTOK Cy4acHUX €HEPreTHYHHUX Mepek 0a3yeThCsl Ha KOHIICTIIi 1HTEIeKTyaIbHUX
mepex (Smart Grid), sika nependayae iHTerpamio HUGPOBUX TEXHOJIOTIH A 3a0e3MeyeHHs
cTabUIbHOCTI, e(QEeKTUBHOCTI Ta THy4YKocTi eHeprocucteM [1]. OcHoBoro s
IHTENEKTYalbHOTO MOHITOPHHTY € BIpOBaKeHHs ceHcopHux Mepex (IoT) Ta TexHonorii
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Benukux Aanux (Big Data), siki 3a0e3neuyroTh mBHIKKHN 30ip, 00poOKy Ta aHami3 iH(popmarii
PO CTaH MEPEKi.

[HTeNneKTyaNbHI CUCTEMH MOHITOPHHTY MOEIHYIOThH araparHi Ta MporpamMHi 3aco0u s
aHali3y mapamMeTpiB elekTpomepexi. BoHM BKIIOYAIOTH CEHCOpPH, pO3TAIIOBaHI Ha
KPUTUYHHX €JIEMEHTaX Mepexi, TakuxX fAK TpaHchopMmaropu, MmiacTaHmii Ta JiHIT
enekTpornepenad. Jlani, orpuMaHi 3 CEHCOPIB, NMEPEIAIOTLCSA HA IIEHTPAII30BaHl CEPBEPH, JIC
00pOOIISIIOTHCS 32 JOMIOMOIOI0 allTOPUTMIB MAIIMHHOTO HaBYaHHA. Taki CUCTEMH J103BOJISIOTh
CBOE€YACHO BHUSBIATH aHOMalii, HANpHKIAJ, NEpeBaHTAXCHHA ab0 pPHU3UKU BIAMOB, 1
OINEpaTUBHO pearyBaTv Ha HUX [2].

Texnonorii Big Data 103BosII0TE 00pOOIIATH BEUKI 00CATH JaHUX y pealbHOMY Yaci,
IO € KPUTUYHUM JUJIsl IPOrHO3YBAHHS B1IMOB Ta ONTHUMI3allli poOOTH eHeproMepek. 3aBasiKu
QITOpUTMAM  aHAN3y  KOPENSALIMHUX  3aJEKHOCTEHd MOYKHAa BHSBIATA  NPHUXOBaHI
B3a€MO3B’A3KM MIK PI3HUMH IapamMeTpaMd Mepexi, HaNpukiaj, MK TeMIepaTyporo
o0JaIHaHHS Ta HMOBIPHICTIO Hioro Buxoay 3 Jany [3].

[HTerpartis po3noAiIeHUX JDKEpeNl TreHeparii, Takux SK (OTOCIESKTPUYHI CHUCTEMH,
BITPOBI TypOiHM Ta KOTEHEpaliiiHi yCTAaHOBKH, J03BOJII€ 3MEHIIMTH 3aJISKHICTh BiJ
LEHTPaTi30BaHUX JDKEpea eHeprii. Y KpU30BUX YMOBaX, KOJM OCHOBHI IiHIi mepenadyi
MOLIKO/DKEHI, MIKpOMEpeXi 3 pO3MOAITICHOI TeHepaliero 3abe3nedyroTh OesnepebdiitHe
MOCTa4YaHHS CHEPrii JUIsl KpUTUYHO BAKIUBUX 00'€KTiB [4].

3actocyBaHHA anroputMiB mrydHoro intenekty (LII) y BigHOBIEHHI eHepromepex
nependavae moOyA0BYy MPOTHO3HUX MOZENed JUIsi OLIHKH HWMOBIPHOCTI BiIMOB. 3aBASKHU
HaBYaHHS Ha ICTOPUYHMX JaHUX LI aIrOPUTMH MOXYTh Tependadard HaHOIIbII Bpas3iuBi
€JIEMEHTH MEepEeXi, JoIoMararouu OpurajaM OrnTUMI3yBaTh MapIIPyTH Ta IIBUIIE pearyBaTH
Ha aBapii. B ymoBax OaratoakTOpHHX KpW3, TaKHX SIK OJHOYACHI BIHCHKOBI aTakk Ta
nepeBaHTaxxeHHs Mepexi, cuctemu 111 3HaUHO CKOPOUYIOTH Yac MPUUHATTS pillieHsb [5].

3. METOJU JOCJIJUKEHHS

Mertoau: nociikeHHs 6a3yeTbcs Ha BUKOPUCTAHHI MEPEXXEBUX CEHCOPHHUX CHCTEM, 10
30upatoTh 1H(OpPMALI0 IPO MapaMeTpyd MepeXki, TaKUX K Hampyra, CTpyM Ta 4acToTa, a
TAaKO’)X Ha BHMKOPHUCTaHHI QJTOPUTMIB MAIIMHHOTO HABYaHHSA JJs TPOTHO3YBaHHSA Ta
BUSBJIEHHS BIIMOB. Bukopucrani maHi oOpoOistoThess cuctemamu Big Data, mo mo3Bossie
MIBUJKO BM3HAYMTHU TOMIKO/DKEHI JUIsHKM. KpiM TOro, 3acTocOBaHO KOHILEIIIIO
PO3MOMITIEHOI TeHepalii Al CTBOPEHHS aBTOHOMHHUX MIKpPOMEPEX, 3AaTHUX MiATPUMYBaTH
€HEepronocTayaHHss KPUTUYHO BAKJIMBHX OO’€KTIB JI0 3aBEpIICHHS OCHOBHMX PEMOHTHHUX
poOiT.

4. PE3YJIBTATH TA OBI'OBOPEHHS

HaykoBa HOBM3HaA momsirac B po3poOIlll KOMIUIEKCHOI CHCTEMH IHTEJIEKTYaTbHOTO
MOHITOPUHTY [UIS TMiJBUILEHHS HATIHHOCTI EJNeKTPUYHHUX MEpeX B yMOBaX KpPHU30BUX
CUTYyalllll Ta BKJIIOYAE:

* Po3poOKy HOBHX METOIB MPOTHO3YBAaHHS BiAMOB i3 BHKOPHCTAHHSIM ILITYYHOT'O
IHTEJIEKTY, SIK1 JIO3BOJISIOTH CBOE€YACHO JIIaTHOCTYBATH KPUTHUYHI CUTYyaIlii Ta 3a0e3mevuyBaTu
HoTepe/pKyBalIbHE TEXHIYHE 00CTYTrOBYBaHHS.

* Po3po0OneHHsT HOBHUX aBTOMAaTH30BAaHUX CHUCTEM MOHITOPUHTY JUIsl CAMOCTIIHOTO
pearyBaHHsl Ha aBapiiiHi CUTYyallii, 110 MiHIMI3y€e JIOJCHKUI (hakTOp y MpoLEeci yNnpaBiIiHHSA
BIJIHOBJICHHSIM MEPEXI.

* YIO0CKOHAJIeHHs Ta 3aCTOCYBAaHHS HOBHUX METOIB KiOep3aXHCTy B IHTENEKTyaJbHUX
CHUCTEMaX MOHITOPHHTY, WO 3HMXKYE€ HMOBIPHICTh 30BHIIIHIX BIUIMBIB Ha KPUTHUYHY
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iH}pacTpyKTypy Ta 3abe3rneuye cTabiIbHICTh €HEPrornoCTayaHHs HABITh B YMOBAaX BHUCOKHX
3arpos.

BUCHOBKMU TA IEPCIIEKTUBMU ITOJAJBIHINX JOCJIIKEHDb

Po3po0OneHHs KOMIUJIGKCHOT CHCTEMH OICPAaTHBHOTO MOHITOPUHTY BiJHOBJICHHS
PO3MOAUTBPYMX MEPEX Ta BIPOBAKCHHS IHTEICKTYaJIbHUX TEXHOJIOTI MOHITOPUHTY B
CJICKTPUYHI MEpeXKi JO03BOJIMTh 3HAYHO IIJBHUINATH IiXHIO HAIIHHICTh Ta CTIHKICTH [0
KPU30BHX CUTYyaIliii. BUKOpHCTaHHS aJlrOpUTMIB IITYYHOTO IHTEJIEKTY JUIS JIarHOCTHKHU Ta
NPOTHO3YBAaHHS BiIMOB 3a0e3MeUuTh €(EKTUBHE NOIMEpeKyBaJbHE OOCIyroByBaHHS, a
IHTerparis BeTUKUX JaHUX OyJe CHpHUATH OUIBII MTHMOOKOMY aHami3y ¥ onTuMi3amii poOoTH
Mmepexi. Takuii migxiJ € BaXIMBUM A MiHiMi3amii (iHAaHCOBUX Ta COIIaJIbHUX BTpaT y
KpU30BUX CHUTYaIlisiIX Ta TMOKPAIIEHHIO CTaOUIBbHOCTI Ta O€3nmeKkH eHepreTHYHOl

iHppacTpyKTYypH YKpaiHu.
MNOAAKHN

ABTOpH BHCJIOBIIOIOTH HIMPY MOASKY NPAIliBHUKAM CHEPTeTUIHNX KOMIIaHii YKpaiHu,
3okpema "Ykpenepro", "ITEK", OnepaTopu cucremMu po3moJily Ta iHIIUM pPETiOHATLHUM
orepaTopaM, SKi IIOJHS BHKOHYIOTh HAQJICKJIATHy POOOTY 3 BIJHOBICHHS CHEPreTHYHOL
iHdpacTpykTypu. Y HaWCKIQJHINIMX YMOBaX BiMCHKOBHX 3arpo3 wi (haxiBii AOKIAIAr0Th
MaKCHUMYM 3YCHJIb JJIsl 3a0e31eUeHHs CTa0lIbHOTO TIOCTavYaHHsI eJIEKTPOCHEPTii, BITHOBICHHS
MOIIKO/DKCHUX MEPEeXK 1 MIATPUMKH KPUTHYHO BaXKIIMBUX OO'E€KTIB. Ixus Bimmamicts i
npodecioHasTi3M € pyHIaMEHTOM €HEepPreTUYHOI Oe3IeKH KpaiHu Ta HaIUXATh Ha IMOAAIBIII
HAYKOBI JTOCIIKEHHS Y cpepi CTIHKOCTI eHEPrOCUCTEM.

L1 poOoTa MPUCBAIYETHCS IXHINA HE3IAMHOCT] Ta CMUTHBOCTI.
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IMPOMMUCJIOBI POBOTHU30BAHI KOMIUIEKCH JIJIX1 MOHITOPUHI'Y POCJIMH

AHoTanisgs. Y crarTi NpOBEAEHO OMIS[ CYY4aCHUX pOOOTH30BaHUX CUCTEM JUIA
MOHITOPHHTY Ta 300py BPOXKal0 B arpapHOMY CEKTOpi. PO3mIsHyTO mepeBaru M’sKHX 3aXBaTiB,
rpadiyHux iHTepdeiciB I TMCTAaHIIHHOTO KepyBaHHS poOOTaMHU Ta MOOLIBHUX IIaThOPM ISt
MPOMUCIIOBUX TEIUIHIb. BUCBiTIeHO BUukopucTanHs miardopmu ROS miist iHTerpanii TeXHIYHUX
3ac00iB 1 MEPCIEKTHUBH 3aCTOCYBaHHS HEHPOMEpPEX JJIs aBTOMATHYHOI'O PO3Ii3HABAHHS
CJICMEHTIB POCIIHH.

KiarouoBi ciaoBa: poOOTOTEXHIKa;, MOHITOPHHT PpOCIHH, aBTOMAaTH3allis; HEHpPOHHI
Mepexi.

1. BCTYII

OpHi€r0 3 HaWBaOXIUBIMIKMX POOOYMX YACTUH POOOTH30BAHMX CHCTEM IpHU 30MpaHHI
(GpYKTIB 1 OBOUIB € 3aXBarT, SIKUH JJO3BOJIIE€ aKypaTHO BUMMaTu QpykTH. OTasa M’ SIKUX pydoK
MOJIaHO B CTATTi icmaHchbkux nociigHukiB Navas ta in. (2021) [1]. M'ski 3axBatu € HaHOUIbIIT
HOIIXOASIIMM  PIMIEHHAM JUIsl 30MpaHHd [IHHUX KYJIbTYp, MIHIMI3YIOUM MEXaHI4H1
MOLIKOJDKEHHS Ta 3a0€e3Meuyoun MaKCUMaJlbHY BapTICTh MPOAYKTY Ha PUHKY.

2. PE3YJIbTATHU TA OBI'OBOPEHHSA

I'padiunuii inTepdeiic kopucTyBada A TUCTAHLIHHOIO KEpyBaHHS YHIBEpCalIbHUM
poO0OTOM y MOJLOBUX YMOBAX MPECTABICHUN Yy CTATTI AMOHCHKUX MOCHiAHUKIB Kamon Ta iH.
(2023) [2]. Y @it craTTi TakKoX pO3MOBIAAETHCS MPO  PO3pOOKY  KOHCTPYKIIT
€JIEKTPOTPAHCIIOPTY (KOJICHUN 1 TYCEHWYHHH BapiaHTH), MPU3HAYEHOTO JUIsI BHUBE3EHHS
BpOXKal0 BHHOTpaay. Y Wil KOHCTPYKLIi omepaTrop-iarorHa MOXe KepyBaTh poOOTOM yepes
iHTepdeiic 1 BuUOMpATH CHCTEMY IIepecyBaHHS, KIHIIEBA MeETa IIOJIATaE B TOMY, I00
TPaHCHOPTHUH 3aci0 BUOpaB cUCTEMyY MepecyBaHHs Ha OCHOBI JJaHMX JaTYMKiB, 310paHuX IiJ
4yac poOOTH.

ABropamu ctarti Lysenko Tta in. (2022) [3] 3amporoHOBaHO CTPYKTYPY CHCTEMH
VOPaBIIHHS BPOXKAEM TMPOMHUCIOBOI TEIUIMIN, 10 CKIaay SKOi, KpiM TpagulliiHAX
KOMITOHEHTIB, BXOJIUTh MOOUIbHUII poOOT ans ¢iToMoHiTOpUHTY. Po3poOieno anroputm
KepyBaHHS Ta MpoTrpaMHe 3a0e3medeHHs ISl MOoro BUKOPHCTAHHS, PO3pOOJIEHO MOOUTbHUIMA
00T /Ui (ITOMOHITOPUHTY B MPOMHUCIIOBUX TEIUTUISIX Ha OCHOBI BUKOPUCTAHHS NMPOTPaMHHUX
cepenouil Node-RED Ta Processing/Wiring. ABTopamMu 3ampONOHOBAaHO MeXaHI3M
B3a€MOJIiT PI3HOPITHUX TEXHIYHUX 3ac00iB y CKJIaAl MOOUIBHOTO (hiTOMOHITOPUHTOBOTO
poboTa 3 BUKOpUCTaHHsM THY4YKoi Tuiargopmu ROS, e cTBoproe yMOBH i 3a0€3MeUeHHS
KJIIEHT-CEPBEPHOi  apXiTeKTypH MOOUIBHOrO poboTa Ta  PIBHOMIPHOTO  PO3MOJALITY
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O0YMCITIOBAIBHOI TOTY)KHOCTi. BHMIpIOBaJIbHUII KOMIUIEKC MOKHAa BUKOPUCTOBYBATH B
IIPOMUCIIOBUX TEIUTUISX 3 MAKCUMAJIBHOIO JAIBbHICTIO HAIHHOTO IU(PPOBOro cUrHaiy 1o 282
METPIB.

Astopu cratti Zheng Tta iH. (2023) [4] mocmimKyBaau MEXaHiYHI BIACTHBOCTI TOMATIB
JUTSE KOHCTPYKITii pobodoro oprany 30upaiibHOTO poOoTta. J[oChmipkeHHs ToKa3aiu, 10 Mpu
30MpaHHI TOMIJIOPIB y HAMIBCTUIIIOMY CTaHi 1 MICJIs HHOTO CIILJ NPUAUISTH yBary oOpi3aHHIO
IJI0IOHDKKH. EXCIIepuMEeHTH Ha CTUCHEHHS MPOBOAMIIA Ha MOMIJIOpax 1 BUSBHIIM, 110 HA TiH
camiif crafii JO3piBaHHS CHJIAa OCbOBOTO CTHUCHEHHS TOMaTiB Oyna OUIbLIOI, HIX CHIIA
panianpHOrO po3puBy. HampsMOK 3axOIUIeHHS OChOBHM, IO MOXe OyTH BHUKOPHCTaHO SIK
HOBMI HANpsIMOK IPU MPOEKTYBaHHI KOHCTPYKIii poOouoro oprany. Kurtaiicbki 1ociiiHUKN
Qu Tta in. (2022) [5] mpoBenu aHami3 MPOMYKTUBHOCTI Ta ONTHUMI3AIiI0 MEPEMHUKAHHSI
PSKUMIB KEpyBaHHS CUIBCHKOTOCIIOAPCHKHUM YOTHUPUKOIICHUM MOOUIBHUM pOOOTOM.
OnTtumanbHa KOMOIHAIS A TOBOPOTY YOTHPHOX Kojic MMS mix kyrom 15° cranoBuna
3,96 B tipu 56 06/xB-1, Toxi sk ontumym 30° cranoBuB 4,35 B i 72 06/xB-11 5,50 B 1 107
00/xB mix KyroM 45° BianoBigHO. Y mpoleci KiacTepusalii pi3HHUX pSAAKIB KyJIbTyp 3a
noromoroto noporoporo anroputmy DBSCAN Oyno oTpumaHo Taki pe3ynbTaTH, SKi
imoctpyroTeest Ha Pucynky 1. Ha pucynky nokasano pe3ynbraTu Kiacudikariii s Kamycr,
KOJIbpall Ta qaHux AociipkeHs Shi ta iH. (2023) [6]

. ®

A

Pucynox 1. Pe3ynomamu kracmepu3zayii pi3Hux psaoKie KyJibmyp Hd OCHOBI NOPO208020
aneopummy DBSCAN.: (a) kanycma, (6) konvpabi, (c) Shi ma in., (2023) [6]

BUCHOBKMU TA IEPCIHEKTUBH NIOJAJBIINUX JOCJIIIKEHb

TakuMm 4yuHOM, Ha JaHOMY eTami poOoTH Oyno O] ICHYIOUMX pOOOTH30BaHHX 1
IHTEeTIEKTYaIbHUX CHCTeM Yy arpoHomii. [lomampmmmu mocmipkeHHsMH — Oyzne aHami3
3aCTOCYBaHHS pPI3HHX THUIIB HEHpOMEpeXX Ui pO3Mi3HABAHHS EIEMEHTIB POCIMHHUX
Haca/HKeHb (KBITIB, TUIOIB Ta JIUCTS).
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MOXJIMBOCTI HEMPOHHUX MEPEX V CUCTEMAX KOHTPOJIFO IKOCTI
CHUPOBHHMU ITPU BUPOBHULITBI ITPEMIKCIB

AHoTtaniss. Y poOoTi 3amporoHOBaHO IHTEJIEKTyalbHY CHUCTEMY KOHTPOJIO SKOCTI
BXIZIHOI CHPOBHHHM JUIS BHPOOHHITBA NPEMIKCIB i3 BHKOPHCTAHHSM KOMII IOTEPHOTO 30Dy Ta
3TOPTKOBHX HEWpOHHHX Mepex. CucremMa aHali3ye 300pakeHHS COJi, OLHIOIOYH
TpaHyJIOMETpIl0 Ta HAsIBHICTH KOMKiB. J[is miaroroBku Momemi 3actocoBaHo OpenCV i
TensorFlow, a Takox Meromum ayrMmeHTamii MaHWX (IIOBOPOTH, 3CYBH, 3MiHa SCKPaBOCTI).
Po3pobiene piteHHs 3a0e3neuye eheKTUBHUI aBTOMATH30BaHUH KOHTPOJIb SKOCTi CHPOBUHH.

KirodoBi ciaoBa: KOHTPONB SKOCTi, MPEMIKCH, KOMIT'IOTepHE OadeHHs, HEHpOHHI
mepexi, TensorFlow, OpenCV.

BCTYII

IToctanoBka mnpoOGjemMu. BupoOHUITBO TPEMIKCIB € BaXXJIMBOIO CKJIAJOBOIO
arpoIrpoMHUCIOBOIO KOMIUIEKCY, CIpPSIMOBAHOKO Ha MiJBUILEHHS SKOCTI KOMOIKOpMIB [UIs
TBapuH Ta NTUll. OJIHIEIO 3 OCHOBHMX CKJIAaJ0BUX MPEMIKCIB € OBapeHa Cllb, SKa MOBUHHA
BIJMOBIJaTH CYBOPUM CTaHJIapTaM 3a TaKUMHM TapamMeTpaMmu, sK TpaHyJIOMeTpis,
OJTHOPIHICTh TEKCTYPHU Ta BIACYTHICTh KOMKIB. HasBHICTH AedeKTiB, TaKUX SK ITiABUIICHA
BOJIOTICTh 200 HEOJHOPITHICTb, MOXE CYTTEBO BIUIMBATH Ha CTAOUIBHICTH PELENTypU Ta
SKICTh KIHIIEBOTO MTPOIYKTY.

OmiHka SKOCTI CHPOBHHM TPAIMLIAHO 3IIHCHIOETbCS BpYYHY, IIO0 MoXe OyTu
Hee(eKTUBHUM 4Yepe3 JIOAChKUN (akTop. BuKOpUCTaHHS IHTENEKTyaJbHHUX CHUCTEM
ABTOMATHYHOT'O KOHTPOJIIO JI03BOJISIE 3a0€3MEUNTH TOUHICTh, IIBUAKICTD 1 HE3aJEKHICTh BiX
Cy0’€KTUBHOTO BILIUBY.

AHaJii3 ocTaHHIX Joc/igxkeHb i myOaikamiii. JocnipkeHHS aBTOMAaTU30BaHUX CHUCTEM
KEepyBaHHsS Ta ONTUMI3alii BUPOOHUYMX MPOIECIB € aKTyaJbHUMHU Y KOHTEKCTI PO3BUTKY
arpoIrpoMHUCIOBOrO KOMILIEKCy. Y po0oTi [1] po3risiHyro mporpamHe 3a0e3medyeHHs s
pPO3paxyHKy perentyp KOMOIKOpMiB, IO 0a3yeTbcs HA MAaTEeMAaTHYHHUX aJTOPUTMax. AHami3
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pecypciB aisi cTtBopeHHs mpemikciB y CximHiii €Bpomi mpeacraBineHo B [2], [3]. Onnak,
NUTAHHS aBTOMATH30BAaHOTO KOHTPOJIO SIKOCTI CHPOBHHHM 3 BHUKOPUCTAHHSM METO/IIB
KOMIT FOTEPHOTO 30pY Ta HEHPOHHUX MEPEX 3ATUIIAETHCS HEOCTATHBO PO3POOIICHUM.

Mera myOaikanii. MeTor0 1pOro JOCHIIKEHHS € OI[IHKa MOKJIMBOCTI 3aCTOCYBaHHS
HEHPOHHUX MEPEX 1 METOIB KOMIT IOTEPHOTO 30PY JUIsl aBTOMAaTH30BAHOTO KOHTPOJIIO SKOCT1
MOBApeHOi CcoJli y BUPOOHHULTBI MpeMikciB. JIOCHIPKEHHS CHpSMOBaHE Ha BU3HAYCHHS
e(eKTUBHOCTI 3TOPTKOBUX HEWPOHHUX MEPEXK IS aHami3y TeKCTypH, IpaHylIoOMeTpii Ta
neeKTiB CHPOBHHHU, a TaKOX OOTPYHTYBAaHHS MHIAXOMIB IO peaii3alii CHCTEMH, 31aTHOI
NpaIIOBaTH B YMOBaX PeaibHOT'O BUPOOHUIITBA.

PE3YJIbTATU TA OBI'OBOPEHHSA

Jns peanizaiii cucTeMu KOHTPOJIIO SIKOCTI MOBAapeHOi coiii Oysio 3M1HCHEHO KiJbKa
BOXJIMBUX €TaIiB, NOYMHAIOYH 31 300py nanux. byso 3i6pano mgaracer 3i 3pa3kiB ¢ororpadii
HOBApPEHOI COJli, AKI MOJUIATMCS Ha JBI Kareropii: sKicHa culb (OAHOpIJHA CTPYKTYpa,
BIJICYTHICTh KOMKIB) Ta HESIKICHA CLIIb (HasSBHICTh KOMKIB, HEOTHOPITHA TEKCTYPA).

Pucynox 1. I[lpuxknaou 300pasicenns AKicHoi ma HesKICHOI coli

JlocnipkeHHsT 30Cepe/DKEHe Ha TEOPETHYHIM OINHI[I MOMKIUBOCTEH 3aCTOCYBaHHS
HEHpOHHUX MepexX 1 MEeTOJIB KOMIT'IOTEPHOTO 30py JJIi CTBOPEHHS  CHUCTEMHU
ABTOMATH30BaHOTO KOHTPOJIIO SKOCTI TOBapeHoi comi. Mera poboTH mossirana y BU3HaYeHHI,
HACKUIBKM Taki WiAXOAM MOXYTh 3a0e3MeuYnTH HEOOXiTHHH piBeHb TOYHOCTI s
kinacudikamii CUpOBHHU 3a KPUTEPISIMU TPaHYJIOMETpii Ta HASIBHOCTI JEe(PEKTIB, TaKUX 5K
KOMKH 200 HEOTHOPITHICTh TEKCTYPH.

Jns mporo Oylio MPOBENEHO aHali3 Cy4aCHUX METOIB OOpOOKHM 300pakKeHb 1
HEHPOHHUX MepexX, OPIEHTYIOUMCh Ha iX ajanTalilo 10 IOCTaBJeHOl 3axadi. 30Kpema,
6160moreka OpenCV posrisganacs sSK 1HCTPYMEHT JJIS TonepenHboi oOpoOku manux. lle
BKJIIOYAJI0O TIEPETBOPEHHS 300pa’keHb y Trpajalii ciporo, HOpMalli3alil0 KOHTpAacTy Ta
nmoporose OiHaApHE CerMEHTYBaHHS, K1 JI03BOJISIFOTh BUIJTUTH PEJIEBaHTHI O3HAKU TPaHYIL.

ApxiTeKTypa HEHpOHHOI Mepexi Moxke OyTH CHpoeKTOBaHa Ha 0a3i Oi0miOTEeKH JUIs
MammHHOTO HaB4yaHHS TensorFlow 3 ypaxyBawusMm crnenudiku 3amadi. 3ropTKOBI Iapu
3a0e3MeuyoTh aBTOMATUYHE BUJIUIEHHS KJIIOUYOBMX O3HAK, TAKUX SK CTPYKTypa IpaHy’d Ta
iXHIN po3moin. st 3MEHIIIEHHST TPOCTOPOBUX PO3MIPIB 1 MiABUIICHHS e(DEKTUBHOCTI MO
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MOYJIMBUM € BHUKOPHUCTaHHS MyJUHTOBUX mapiB. 1100 3HM3UTH PHU3UK INEpeHaBYaHHS, IO
CTPYKTYPH MOjIeJi BKJIIOYeHO map Dropout, skuil BUITagKOBO "BUMHKAE" YACTUHY HEHPOHIB
IiJ Yac TPEHYBAIBHOTO MPOIECy. 3aBeplIajbHHUI eTan OOpOoOKH O3HaK 3AIHCHIOETHCA Y
MMOBHO3B SI3HUX Iapax i3 BUKopucTaHHsAM akTtuBallii ReLU, a mnsa knacudikanii Ha sSKiCHY Ta
HESIKICHY ClJIb 3aCTOCOBYETHCS BUXITHUIM map i3 Softmax-akTuBartiero.

OcobOmuBa yBara NPUAUBIACA TEOPETUYHOMY OOIPYHTYBAHHIO  HEOOXITHOCTI
ayrMmeHTaiii gaHux. OCKUTbKM Ha BUPOOHMIITBI TaKl YNHHUKH SIK: OCBITJICHHSI, pO3TaIllyBaHHS
COJi Ha CTpiuli TpaHcmopTepa abo y Mimkax (B 3aJeXKHOCTI BiJ NPUHIUIY MOAAHHS
CUPOBHHH) a00 3MIILIEHHS KaMepH 4yepe3 <«IOJChKUM (PaKTOp» HE € CTaTUMH, TO BaXKIHUBUM
aCIIeKTOM € ayrMeHTamis. 3MiHM SICKpaBOCTi, IOBOPOTH, BiJJI3epKaJCHHS Ta iHIII
Tpanchopmariii OyJau 3amponoOHOBaHI SK 3aco0u 3a0e3nedyeHHs CTIHKOCTI Mojeni 0
HaBe/ICHMX BapiaTUBHUX yMOB. lle 1103BOJIsS€ TMOKpAalIUTH aJaNTHBHICTH CHUCTEMH, IO
BaYUIUBO AJIA i MOTEHLIHHOTO BUKOPUCTAHHS Y BUPOOHUYHX MpoOIlecax.

BUCHOBKMU TA IEPCIHHEKTUBU NOJAJBIINX JOCJIII)KEHb

[lpoBenene moOCHiKEHHS MIATBEPKYE MIOIUIBHICTh BHUKOPHCTaHHS 3TOPTKOBHX
HeliponHux Mepexxk (CNN) st aBTOMaTH30BAHOTO KOHTPOJIO SIKOCTI TIOBApEHOi COJIL.
Bukopucranus CNN BunpaBaaHe 3aBIsSKM 34aTHOCTI aBTOMAaTHYHO BUAUIATH O3HAKH, IO
Ba)XKO (hopMaizyBaTH 3a JONOMOTOI0 KIaCHYHUX anroputmiB. Ilonepeans oOopoOka maHuX,
30KpeMa HOpMali3alisi KOHTpAacTy Ta IOpOroBa CErMEHTAllis, JO3BOJISIE 30CEPEIUTUCS Ha
KITIOYOBUX OCOOJIMBOCTSIX TPaHyJI Ta 3MEHIIUTH O0YHCIIOBAIBHY CKIIAIHICTb.

3acTocyBaHHs ayrMeHTauli 3abe3neuye CTIMKICTh 10 3MiH 30BHILIHIX YMOB, TaKuX K
OCBITJICHHSI YW TIOJOXEHHs 3pa3kiB. TeopeTwuHWIl aHami3 MOKa3ye, IO MOJEIb MOXKeE
eeKkTUBHO KiIacu(iKyBaTH CHUPOBUHY, alie YCIIIIHA peajizallis norpedye skicHOro Habopy
JaHUX 1 omnTuMizamii ans poOOTH B peanbHOMY daci. [lomambmni JOCHIIKEHHS CITiJ
30CepeIUTH Ha PO3poOIIi MPOTOTUITY Ta TECTYBaHHI B yMOBaX BUPOOHMIITBA.
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Kapuna Bonomuna

CryzneHnT dakyiapTeTy iHQOPMAILIHHUX TEXHOJIOT1H

CneunianbHicts 122 — «Komm’toTepHi HayKu»

OcsitHs nporpama «IHpopMaliliHi ynpaBisroui CHCTEMH Ta TEXHOJIOTII»
keem23-k.voloshyna.gmail.com

EKCIIEPTHA CUCTEMA ®IHAHCOBOI AISJIbHOCTI JIJIS1 MAJIUX TTIAITPUEMCTB

AHoTanisi. MeToro poboTH € PpPO3poOKa EeKCHEePTHOI CHCTeMH, sKa
3a0€3MeUnTh MM MiANpUEMCTBaM €(EeKTUBHI IHCTPYMEHTH JUIsl aHami3y Ta
yopaBmiHHSA ~ (iHAHCOBOIO  AisulbHICTIO. CucTeMa Hajgae peKoMeHpaarii 3
¢diHaHCcOBOrOo TIIAaHYBaHHS, aHAi3y pU3MKIB, ONTUMIi3alii OIOKETIiB Ta
YIPaBJIiHHS TPOLIOBUMH IMOTOKaMH, L0 JO3BOJISIE€ BIACHUKAM Oi3Hecy MpuitMaTH
OOIpyHTOBaHI PIICHHS Ta MOKPANlyBaTH (HiHAHCOBY CTIMKICTh mimnmpuemctB. Jlis
PO3pOOKH EKCIEePTHOI cucTeMH (DIHAHCOBOI MISUTBHOCTI IS MaJIMX ITiAMPUEMCTB
Oyno Bukopuctano TexHosorii React.js, Python ra MySQL.

KarouoBi ciaoBa: ¢inaHcoBHil  aHami3, YOpaBIiHHA  PU3UKAMU,
MIPOTHO3yBaHHSI.

BCTYII

CydacHull eKOHOMIYHHI PO3BUTOK MOTpeOye 3a0e3neueHH s CTIMKOCTI Ta e)eKTUBHOCTI
(biHAHCOBOT MiANBHOCTI MaNHX MiANPHEMCTB, AKi BiirpaloTh KIIOYOBY POIb B €KOHOMIIl. IX
YCHIMIHICTh 3aJI€KUTh BiJl €PEKTUBHOTO YIIpaBIliHHA (piHAHCAMHU.

ExcnepTHi cuctemu, IO BHKOPHCTOBYIOTH 3HAHHS Ta JIOCBII EKCHEpTiB, €
NEPCIEKTUBHUM 1HCTPYMEHTOM JUIsl ONTUMI3amii (iHaHCOBOI NisbHOCTI. BOHU cHIpoIylOTh
TUTaHYBAHHS, aHAMI3 1 MPUIHATTS CTPATET1YHUX PIIICHb Y MAJIUX ITiIPUEMCTBAX.

Meta npocnipkeHHs — pO3POOUTH pEeKOMEHAalii 11070 BUKOPHCTAHHS EKCIEePTHUX
CUCTEM JJIs MiJBUILIEHHS €()EeKTUBHOCTI yNpaBiIiHHA (piHAHCAMHU, 30KpeMa 4yepe3 TEeXHOJIOTi
Data Mining i OLAP.

[TpoexT BKIIIOUaEe aHaii3 (iHAHCOBOTO CTaHy MIANPHEMCTB, YpaXyBaHHS HOPMAaTUBHUX
BUMOT 1 CTBOpEHHsS cTparteriii ¢iHancoBoro ympasiiHHi. ExcnepTHa cuctema J0MOMOXeE
MaJIUM MiJIPUEMCTBAM BUPIIIYBaTH (iHAHCOBI 3aBAAHHS, MIJBUIIYIOYH TXHIO CTIHKICTD.

1. PE3YJBTATHU TA OBT'OBOPEHHS

1.1 Buxopucranns 1-rule nis kaacudikanii ekcnepTHoi cucremMu (piHaHcoBOI
AISIBHOCTI )11 MAJTUX MiANMPUEMCTB
Anroput™m 1-Rule (One Rule) — mpoctuit mMeton kiacudikarii, mo 0a3yeTbcst Ha

BUOOp1 OJIHIET O3HAKM ISl CTBOPEHHS MPaBHIIa, SIKE Ma€ HAHUCWIBHIIINKN 3B’S30K 13 KJIacaMH.
Lle iHTYITUBHMH MiJIXiJ, SKUA 4acTO BUKOPHUCTOBYETHCS K 0a30Ba JiHISA AJS MOPIBHAHHS 3
OUTBIN CKIIQHUMHU MOJEISIMU Kinacudikarii [1].

VY pamkax aHamizy 3ajnadi Kiacu@ikaiii aaropuTM 3acCTOCOBYBABCS Ui PO3MOJIUTY
00’€KTIB Ha JIBa KJIacu:

"Bucoka npoayKTHUBHICTB' — 00’€KTH 3 HAMKpAIIUMHK IMOKa3HUKaMHU ¢(hEeKTUBHOCTI.

"Hu3bka NpOAYKTUBHICTB' — 00’€KTH, 10 HE BIJIMOBIIal0Th BUCOKUM CTaHapTaM.

PesynapTatu mocmipkeHHS Oynau TpeACTaBieHl y BUTIAAI TaOiuIili, Mo BigoOpaxkae
3B 30K MK BUOpaHOIO 03HAKOIO Ta KiacaMu. Anroput™ 1-Rule nokasas cBoo epekTUBHICTh
JUISl CTBOPEHHSI TIPOCTHX 1 3pO3YMUTHX KiacuikaiitHux npasui [2].
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cepeane sHaserHA 1317.059211
AKLLO MENILIE CEPEAHBID TO HUILKMA 1317 Ak Bibie CEPEANBID Le BUCOKMA NPoAaM

1 npasuno kil nameProduct = LiubpoBuii HOTOANAPAT = BUCOKMIA NPOABH
PaXYI0 LIUGPOBUH BOTO. = TO NMLIELI LS B SHAMEHHUK, CKINbKM PasiB SYCTPIMAKTECA HUSHKHI NPOAAK - YMCenbHMK  B/1317

XOAOANABHUK 9/1317 Xapxis 13/1317

irnec-bpacner  8/1317 Opeca 13/1317
Den 8/1317 Kuia 12/1317  nadtemrigHiumii npogam
Tenesizop 8/1317

PaaymHmii rogmmmi B/1317

MNpacxa B8/1317

MpaneHa mawmHa 8/1317

Naura B/1317

NnaHwer 8/1317

Nasep6ark 8/1317

HoytByx 4/1317

MabinsHuit Tenede 3/1317 HaBMrigHiwWi npopan

Mirpoxsmnsosa nis 8/1317
Kago mawnna  B/1317
Enextponia knmra B/1317
JLyxosxa 8/1317
ButANKa 8/1317
Besnposigsi Hasyu 8/1317

Pucynox 1. Tabauys po3paxyHxy HAUlGUSIOHIW020 Mo8apy 3a NONePeoHill pix npooaicie ma
HatiGUIOHIWULL pe2ioH 01 PO3ULUPEHHSL

AmnaJti3 mokasas, 110 MOOUTEHUH Telae(oH cTaB HaHMPUOYTKOBIIIMM TOBApOM MUHYJIOTO
POKY, BU3HAYMBILH HOTO SIK KIFOUYOBUH (DaKkTOp ycHiXy KOMIaHii.

Ili pe3ynbraTd MO3BOJIAIOTH BU3HAYUTH TOYKH 3POCTAHHS IS ONTHMI3amii Oi3Hec-
crpaterii. Lleit miaxia cupusB onTuMiszalii 613Hecy Ta HOKPAIIEHHIO IPOJyKTUBHOCTI.

Ha ocHoBi oTpuManux 1aHUX cOPMOBAHO /B OKpeMi TabIMIKH:

Ty

| +® Form1 - [u} X
| product cash_register
npoaax npoaax npoaasy npoaaxy

MobinsHui Ten... | 13/14 1/14 10,93% 9,57%
Mnarwer 15/15 0/15 10,20% 9.57%
HoyT6yk 19/20 1/20 7,65% 6,96%
Uvbposwmi dor... |32/36 4/36 425% 4,03%
ENeKTpoHHa KH... | 55/61 3/61 251% 2,25%
Posymnuii row... | 16/16 0/16 9,57% 8,50%
OitHec-Bpacner | 11/17 517 9,00% 7,65%
besnposiani Ha.. | 20/22 22/22 6,96% 6,12%
MasepBarx 23/25 2/25 6,12% 510%
Tenesizop 28/31 331 4,94% 4,50%
MpanbHa maww... | 10/15 5/15 10,20% 9,00%
XoaoauasHuk | 11/17 317 9,00% 7,65%
Oen 20721 1721 7.29% 5.89%

Pucynox 2. Tabnuys cnpoeno306ano2o npooasicy moseapie Ha OCHOBI OAHUX 3 MUHYIULL
DiK

Ta6auns "Tosapu'.

Tabnuus MicTuTh iHGOpMaLito Mpo ToBapH, BkiItoyaroun: Kareropii ToBapis, CepeHiii
o0csr mponaxiB, CTaTUCTUYHI TOKa3HWKKA (HMOBIPHICTH HH3BKOTO YH BHCOKOTO pPiBHA
HPO/IaXiB)

o Form1 = a X

product cash_register

HU3bKUA BucokMi IMoBIpHiCTL. ImoBipHicTE:
Hassa M HU3LKOTO BMCOKOTO
npoAax npoaax

npoaaxy npoaaxy

100/136 36/136
95/100 5/100
150/175 25/175

Pucynox 3. Tabrauys cnpo2no306ano20 npoodaicy mogapie @ pecioHax Ha 0CHO8i OaHUX
30 MUHYAUU PiK
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Taoauus "Perionn".

Tabmuus Brmovae: 3aranbHuil  0o0car mnponaxis, CepenHili piBeHb MNPOAAXKIB,
CriBBiTHOIIIEHHS HU3BKUX 1 BUCOKUX ITPOJIAXKIB

JUJi1 KO’KHOTO perioHy BH3HAU€HO HMOBIPHOCTI HAJEKHOCTI /10 KJaciB ""HM3bKHMIl'" uu
"BUCOKMI" TIpOIAK.

BUCHOBKHA

PoGora mpucBsueHa po3poOIll €KCHepTHOI CUCTEMHU Il (PiHAHCOBOTO YIPABIIHHS
MaJIMMU  MIANPUEMCTBAMUA 3 METOI0 IMOKpamieHHs iX (iHaHCOBOI cTabuIbHOCTI Ta
e(EeKTUBHOCTI yNPaBIIHCHKUX pimieHb. JlOCTiPKeHHS BKIIIOYA€E aHaAI3 KIFOUYOBUX (PaKTOPIB,
110 BIUIMBAIOTh HA (JiHAHCOBE YMPABIIHHA, 1 IIIKPECTIOE BAXIINBICTh TAKOT CUCTEMH.

[Tim ywac po3poOku cuctemMu OyJI0 3BEpPHYTO yBary Ha jgiarpaMmy IpereicHTIB,
apxiTeKTypy Ta iHpopMariiiHe 3abe3rneueHHs, a Takoxk Ha BukopuctanHs OLAP-texHomorii
st aHami3y (inancoBux naHux. Cucrema 3abesmedye aBTOMaTH3allilo 300py Ta 0OpoOKU
(GiHAHCOBMX JaHWUX 1 HAJa€ MOXJIMBOCTI IS TJIMOMIOr0 aHamizy (IHAHCOBOTO CTaHy
HiIPUEMCTB, 110 T03BOJIAE TPUIMATH OOTPYHTOBAHI PIILICHHS.

BrpoBajpkeHHsT cHCTeMH B pealbHOMY Oi3HEC-CEepeNOBMINI  MiATBEPAWIO  ii
e(eKTUBHICTh 1 MOJJIMBOCTI JUIs ToAaybinoi anantaitii. Po3pobieHa cucrema cropusie
3HIDKEHHIO (DIHAHCOBHMX PH3MKIB, ONTHMI3allii BUTpAaT Ta 3a0e3Me4eHHIO0 CTaOlIbHOTO
PO3BUTKY MalMX MiJIPUEMCTB 3aBISKM aBTOMAaTH3allli MPOIECiB Ta CTPATEridyHOMY
IUTaHyBaHHIO.3arajoM, po0oTa JIEMOHCTPYE BpaXKalOuuil piBeHb aHai3y Ta peamizarii
nocTaBlieHUX 3aBlaHb. CTBOpeHa eKCIIepTHAa CHUCTEMa Ma€ BEJIMKUI MOTeHIian s
BIIPOB/KCHHS B PI3HUX CEKTOPAaxX Majoro Oi3HECYy 1 MOKe CTaTH BaKJIUBUM IHCTPYMEHTOM
JUTSL T1IBULIIEHHS 1X ()IHAHCOBOI YCIIITHOCTI.
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RESEARCH ON SURFACE ROUGHNESS CHARACTERIZATION BASED ON
MACHINE LEARNING AND LASER SPECKLE PATTERNS

Abstract. The measurement of surface roughness is of great significance in fields such as
medical devices, manufacturing, and materials science. With the continuous development of
machine vision technology, it has been widely used in various fields. This paper combines laser
speckle technology with machine learning to measure surface roughness. The experiment selects
standard rough samples with roughness of 0.05um, 0.1um, 0.2um, 0.4um, 0.8um, and 1.6um as
the research objects. Through the experimental setup, 135 speckle images were collected for each
sample, a total of 810 images, of which 780 were used as the training set and 30 as the test set. The
established BP neural network model, after training, has a relative error of 0.125%-33%, with 28
images having a relative error within 15%, and the average relative error of the data is 6.2%.
While the stylus profilometer is used to measure the surface roughness, the indication error is
generally within 5%-15%, indicating that the BP neural network has a good fitting effect, but there
are still some errors.

Keywords: laser speckle ; surface roughness ; machine learning.

1. INTRODUCTION

Surface roughness is the micro-geometric shape of a workpiece surface and is one of the
parameters describing the micro-roughness of an object. It has always been a hot topic in the
measurement field and can affect the working performance and life of machines and parts [1-
2]. Contact measurement is usually carried out by the block comparison method or the stylus
method. The block comparison method relies on individual subjective perception, which may
lead to variations in measurement results due to individual differences; the stylus method
generally uses a two-dimensional or three-dimensional stylus profilometer, but it may also
cause some damage to the measured workpiece.

Non-contact measurement technology, through means such as sound, light, electricity,
or magnetism, can effectively prevent errors caused by contact between the measuring
equipment and the surface of the measured object. In non-contact measurement, optical
detection methods have become a feasible solution due to their wide application in surface
performance measurement. This method includes various technologies, such as electron
microscopy, interference, fiber optic, defocusing, scattering, and speckle methods [3]. Speckle
interferometry, due to its high precision, low error, high efficiency, and non-destructive nature
in measuring surface roughness, has become a research hotspot in this field. In 1963, P.
Beckmann [4] studied the scattering theory and application of electromagnetic waves on
rough surfaces, proposing the Hoff approximation roughness scattering theory model, which
laid a theoretical foundation for optical scattering measurement of surface roughness. In 2017,
S.Patzelt [5] and others confirmed that the uncertainty of roughness measurement is inversely
proportional to the square root of the illumination light power by studying the distribution of
reflected light intensity and scattered light intensity on the object surface, providing
theoretical support for optical method measurement calculations. In 2023, Y. Wang [6]
proposed a method for measuring the surface roughness of the target using three-dimensional
imaging, including the extraction of optical element images, and then calculating roughness
evaluation parameters in the three-dimensional morphology.
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Artificial intelligence technology has made significant progress in the field of computer
vision, and people have begun to study how to apply deep learning technology to the field of
scattering medium imaging. After light passes through a scattering medium, it forms
randomly dispersed speckle images, which seem to be a random process, but in fact, the
scattering medium is a linear time-invariant system. Therefore, there is a one-to-one mapping
relationship between incident light and emitted light, which means we can use machine
learning and speckle combined methods to study surface roughness measurement.

2.THE THEORETICAL BACKGROUNDS

2.1 Laser Speckle.

Light is an electromagnetic wave that does not change direction when propagating in an
ideal homogeneous medium. In most cases, ideal homogeneous media do not exist, and the
refractive index distribution within most media is uneven. This causes the direction of light to
change as it propagates within the medium, a phenomenon known as light scattering.

Laser speckle is a special phenomenon of light scattering. When a laser beam is shone
on an object with surface roughness or containing foreign particles, the light is scattered by
the object surface or micro-particles, forming a series of bright or dark spots that alternate in
brightness, as shown in Figure 1.

Laser speckle

Medium
Figurel. Laser speckle in complex scattering media

2.2 Relationship between Speckle Contrast and Roughness.

The effectiveness of the speckle size obtained by the detector is determined by the
roughness of the target surface being measured. If the roughness of the measured object
surface is too small, it cannot produce speckle.

Root mean square roughness:

R= %Z:,(hrﬁ)z

In the formula, h, represents the height of each point on the rough surface, and h

represents the average height of the rough surface.
When the laser is perpendicular to the measured object surface, the average speckle
contrast is:

In the formula, 1, is the intensity of the speckle at the sampling point, and 1 is the

average intensity of the speckle.

In optical speckle measurement, the black and white contrast of the speckle pattern
is an important parameter for evaluating the roughness of the measured object surface.
The level of contrast is directly related to the smoothness of the object surface: the
smoother the surface, the higher the contrast of the speckle pattern; conversely, the
rougher the surface, the lower the contrast.

2.3 Back Propagation Neural Network.
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The Back Propagation neural network (BP neural network for short) is a machine
learning technique that can learn complex mappings between inputs and outputs without the
need to know the mathematical model of these mappings in advance. This network uses the
method of steepest descent as its learning rule, continuously optimizing the network's weights
and thresholds through the backpropagation algorithm, with the goal of minimizing the sum
of the squares of the network’s prediction errors. The distinctive feature of the BP neural
network lies in its mechanism of forward signal propagation and backward error propagation.
This allows the network to forward information upon receiving input signals and, after
calculating the prediction error, to propagate these errors backward to adjust the network
parameters, thereby improving the overall predictive performance.

3. RESEARCH METHODS

The key to surface roughness measurement based on machine learning and laser speckle
lies in establishing an appropriate speckle dataset. By training the neural network with the
speckle dataset, a mapping function between the speckle images and the target images can be
fitted, thereby achieving the restoration of scattered images. To obtain the speckle dataset
required for neural network training, it is necessary to set up a speckle collection optical
system.

3.1 Speckle Collection Optical System

The measurement system in this experiment is composed of a He-Ne laser(1), standard
roughness samples(2), CMOS camera(3), a computer(4), and mechanical fixtures, as shown in
Figure 2. The laser emitted by the He-Ne laser illuminates the surface of the standard
roughness sample, scatters on the sample surface, and the resulting laser speckles are
collected by the CMOS camera and stored in the computer.

The standard roughness samples are shown in Figure 3, which are divided into six parts
with roughness Val\lﬁs of 0.05um, 0.1pum, 0.2um, 0.4pum, 0.8um, and 1.6pum.

3.2 Construction of Speckle Dataset.

The positions of the laser, camera, and sample are fixed to ensure that the camera is in
the direction of the reflected light and perpendicular to the light, thereby reducing interference
with the speckle contrast. For each of the six parts of the standard sample, 45 speckle images
are collected. Subsequently, the images are rotated left and right to obtain 135 images per
group, totaling six groups with 810 speckle patterns. Figure 4 shows the speckle patterns of
the six standard roughness samples. Of the 810 collected speckle images, 780 are used as the
training set, and 30 are used as the test set.

(c)Ra=0.2um
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Figure4.Standard Roughness Sample Speckle Patterns

3.3BP Neural Network Architecture.

The speckle patterns obtained from the experiment are 1024*1024 pixels in size, and the
images are cropped to 512*512 pixels for input into the neural network. Initially, the images
are three-dimensional arrays with three channels of 512*512 pixels. Since the BP neural
network can only handle one-dimensional arrays, the specific model of the BP neural network
involves first flattening the input image. The second step is to input the image into the first
hidden layer, where the three-dimensional array with three channels of 512*512 pixels is
transformed into a one-dimensional array with three channels of 512*512 pixels. This hidden
layer has 512 neurons. The third step is the ReLU activation. The fourth step involves
inputting into the second hidden layer, where the number of neurons decreases from 512 to
256. The fifth step is the ReLU activation again. The sixth step is to input into the third
hidden layer, where the number of neurons decreases from 256 to 1, completing one round of
output. The seventh step is to ensure the output image's blur value by comparing the predicted
results with the actual results through the loss function to obtain a loss value. If the predicted
precision requirements are not met, the model is retrained using loss.backward. The training
continues until the predicted values can closely fit the actual values, and then the final output
is produced. The flowchart of the neural network is shown in Figure 5.

In the BP neural network, the activation function is the ReLU function, the optimization
algorithm is the Adam algorithm, and the loss function is the mean squared error (MSE). The
BP neural network model is developed using the Python programming language and the
TensorFlow-based deep learning framework, trained on a computer with a Windows
operating system, and training can be stopped when the loss value converges.
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4. THE RESULTS AND DISCUSSION

After training the BP neural network, the prediction results for the test set images are listed in
Table 1. From the table, it can be observed that 30 images were sampled as the test set, with the predicted
roughness having a relative error ranging from 0.125% to 33%. The average relative error of the data is
6.2%, and 28 images have a relative error within 15%. The stylus profilometer, which is commonly used
to measure the surface roughness of objects, typically has an indication error within 15%. This indicates
that the BP neural network has a reasonably good fitting effect but still has some errors.

Table 1
Test Results
Test Target Predicted Absolute Relative
Set Value /um Value /um Error /um Error/%
1 0.05 0.047 0.003 6
2 0.05 0.052 0.002 4
3 0.05 0.045 0.005 10
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4 0.05 0.051 0.001 2
5 0.05 0.049 0.001 2
6 0.1 0.120 0.02 20
7 0.1 0.133 0.033 33
8 0.1 0.114 0.014 14
9 0.1 0.101 0.001 1
10 0.1 0.109 0.009 9
11 0.2 0.211 0.011 9.5
12 0.2 0.209 0.009 4.5
13 0.2 0.196 0.004 2
14 0.2 0.227 0.027 135
15 0.2 0.201 0.001 0.5
16 0.4 0.410 0.010 2.5
17 0.4 0.449 0.049 12.25
18 0.4 0.379 0.021 5.25
19 0.4 0.398 0.002 0.5
20 0.4 0411 0.011 2.75
21 0.8 0.828 0.028 3.5
22 0.8 0.880 0.080 10
23 0.8 0.790 0.010 1.25
24 0.8 0.797 0.003 0.375
25 0.8 0.896 0.096 12
26 16 1.602 0.002 0.125
27 1.6 1.554 0.046 2.875
28 1.6 1.655 0.055 3.44
29 1.6 1.597 0.003 0.19
30 1.6 1.630 0.030 1.9

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

This paper conducts research on the characterization of surface roughness based on machine
learning and laser speckle, presenting an overall scheme for machine learning-based laser speckle
surface roughness measurement and constructing an experimental system. Standard roughness samples
with roughness values of 0.05um, 0.1pm, 0.2um, 0.4um, 0.8um, and 1.6um were used as the
subjects of the study. With the experimental setup established, 135 speckle images were collected for
each sample, totaling 810 images, of which 780 were used as the training set and 30 as the test set. After
training, the relative error ranged from 0.125% to 33%, with 28 images having a relative error within
15%, and the average relative error of the data was 6.2%. It is stated that the measurement error of
surface roughness using a stylus profilometer is generally within 15%. This indicates that the BP neural
network has a reasonably good fitting effect but still has some errors.

The results suggest that while the BP neural network model has demonstrated the ability to predict
surface roughness with a relatively low average error, there is room for improvement, particularly in
reducing the higher end of the error range. The comparison with the stylus profilometer's error margin
indicates that the neural network's performance is competitive but not yet superior, highlighting the need
for further refinement of the model, possibly through enhanced training techniques, more sophisticated
network architectures, or improved data preprocessing.

REFERENCES (TRANSLATED AND TRANSLITERATED)
[1] T. Salim Evan, I. Hassan Azhar, A. Mohamed Farhan, et al., "A sight of view on
electrical impacts, structural properties, and surface roughness of tungsten trioxide thin

198




XU Misicnapoona naykogo-npaxmuuna Kongepenyis XII International scientific conference

"Iobaneni ma pezionansni npoonemu iHhopmamusayii 6 cycninbcmsi i "Global and Regional problems of Informatization in Society
npupoooxkopucmysarni '2024", 21-22 aucmonada 2024 poxy, and Nature Using '2024", 21-22 November 2024,
HYbIll Vkpainu, Kuig NULES of Ukrainge, Kyiv

film: effect of substrate temperatures in WO3 device fabrication,” Physica Scripta, vol.
98, no. 3, p. 035508, Mar. 2023.

[2] N. Yang and B. Zhang, "Interchangeability and Technical Measurement,” 4th ed.
Wuhan: Huazhong University of Science and Technology Press, 2015,

[3] C. Liu, R. Lu, L. Chen, et al., "Research progress on surface roughness measurement
based on optical method,” Semicond. Optoelectron., no. 04, pp. 495-500, Apr. 2010.

[4] P. Beckmann and A. Spizzichino, "The scattering of electromagnetic waves from
rough surfaces," Pergamon Press, vol. 4, no. 6, p. 247-249,1964.

[5] S.Patzelt, D.Stobener, G.Strobel, et al. "Uncertainty of scattered light roughness
measurements based on speckle correlation methods"”. in Optical Measurement
Systemsfor Industrial Inspection X. SPIE (Munich, Germany) ,2017,p.440-450.

[6] Y. Wang, X. Wang, and L. Han, "Intelligent measurement method for surface
roughness of optical elements based on 3D imaging technology,” Laser J., vol. 44, no.
04, pp. 229-234, Apr. 2023.

199



XU Misicnapoona naykogo-npaxmuuna Kongepenyis XII International scientific conference

"Inobaneri ma pezionanvbhi npobnemu inopmamusayii 8 cycninecmei i "Global and Regional problems of Informatization in Society

npupoooxkopucmysarni '2024", 21-22 aucmonada 2024 poxy, and Nature Using '2024", 21-22 November 2024,

HYbIll Vkpainu, Kuig NULES of Ukrainge, Kyiv
Anapiii SAkymmH

Acmipant 1 kypcy CrnenianbHocTi 122-Komir’ roTepHi Hayku

HamionanbHuii  yHiBepcuteT OiopecypciB 1  HPHUPOJOKOPUCTYBaHHS, (aKyJIbTeT
iHpopmMmaniitaux TexHosorii, Kuis, Ykpaina

ORCID ID - https://orcid.org/0009-0001-0169-8493

andr.yakushyn@nubip.edu.ua

Mapuna Herpeit

Kanaunar ekoHOMIYHUX HAYK, TOIEHT Kadeapru eKOHOMIYHOT KiIOEpHETHKH
HamionanbHuii  yHiBepcuteT OiopecypciB 1 HPHUPOJOKOPUCTYBaHHS, (aKyJIbTeT
iHpopmaniitaux TexHosorii, Kuis, Ykpaina

ORCID ID - https://orcid.org/0000-0001-9243-1534

marina.nehrey@nubip.edu.ua

POJIb LITYYHOT'O IHTEJIEKTY B INIJIBUITEHHI EOPEKTUBHOCTI
MOJAEJIFOBAHHSA ITPOLECIB [TPUMHATTSA PILIEHD V BATATOPIBHEBUX
YITIPABJIIHCBKHUX CTPYKTYPAX

AHoTanig. Y craTTi po3rismaeTbcs poib ImTyyHoro intenekty (LI) y
MiJBUIICHHI €()EKTUBHOCTI MOJICITIOBAHHS MPOLIECIB MPUUHATTS PIllIEHb B yMOBax
0araTopiBHEBUX YIPABIIHCHKUX CTPYKTYp. ABTOPH aHANI3YIOTh, SIK 1HTETparis
I B cucremMu ympaBiaiHCHKOI 1HGOpMAIli MOXKE CHPUATH TMOJIMIICHHIO
ONTHUMI3AIlil MPOIECIB MPUUHITTA pimeHb. JOCHiPKeHHS aKIEHTye yBary Ha
nepeBarax Bukopuctanus LI ana ananizy Benukux oOcsriB iHdopMarlii, 110
J03BOJISIE IIBHJIIE pearyBaTH Ha 3MiHM B CEpEIOBUINI Ta TNpUAMATH
OOIpyHTOBaHIIII PILICHHS.

Kurouosi cioBa. mTyyHuil iHTENEKT, €PEKTUBHICTh, MOJEIIOBAaHHS, POLIEC
OpUNHHATTS ~ pillleHb, OararopiBHEBI  YHPABIIHCbKI  CTPYKTYPH, CHCTEMH
yIpaBJiHCHKOI iH(pOpMallii, JaHi, yIpaBIiHHSA NPOEKTaMH, TEXHOJIOT11, IHHOBALIi.

VYci opranizanii 3ajexarb BiJl IPUMHATTS KOHKPETHUX pIIIEHb ISl 3a0e3neueHHs
nporpecy y CBOiM JisiibHOCTI. E(eKTHBHICTh LMX pillleHb BH3HAYa€ MPOIYKTUBHICTD
oprasizaiii, 0 € TpeIMeTOM ITaHOTO JOCHKEHHS. Y 3B'I3Ky 3 MM, BEJIHKI KOMMaHii
BIPOBA/DKYIOTH iH(OpMaIliiiHi cuctemu ynpasiinas npoekramu (PMIS - Project Management
Information System), ski CHpUSIOTH NPUHHATTIO OOIPYHTOBAaHMX pillleHb Ta ONTUMIi3aLil
yrpasiinHs iHndopMariiero [1]. KepiBHUKH KOMIaHiii BBaXarOTh, MO Ii TEXHOJOTII 371aTHI
MiABUIIMTA iX 3JaTHICTh 1O MPHUUHATTS pIilIeHb, a TaKoX 3a0e3NeyuTH eeKTUBHE
IUTAaHYBaHHS Ta MOHITOPUHT JiSUIbHOCTI OpraHizallii, 1110, B CBOIO Yepry, CIPHsIE JOCATHEHHIO
BU3HAUYEHUX IIiJIel 1 3aBaaHb. BrnpoBajkeHi B opraHizaililo YHpaBIiHCHKI iH(opMaiiiHi
CHCTEMHU CTBOPIOIOTH 3pyYHE poOOUYEe CEepeNnoBHUIIE JJII KEPIBHUKIB Ta MEHEKEPIB MPOCKTIB,
JIO3BOJISIFOUM IM OZJHOYACHO BUKOHYBATH JEK1IbKa BUJIB IiSIIbHOCTI.

M tyunuit inTenekt (L) aconitoeTses sk 3 mepeBaramu, Tak 1 3 pU3MKaMH, 110 BKa3ye
Ha Te, L0 TEXHOJIOTii, MOB'A3aHI 3 HHMM, MOXYTh BIUIMBATH Ha KOPUCTYBAuiB Yy pPI3HUX
acmeKkTax Ta BHU3HAYaTH (YHKIIT BIPOBAJKEHHS CHUCTEM YIPABIIHHS MPOEKTAaMH y BCIX
cdepax. B okpemux Bunajakax oprasisaiiii, ki BIpOBaXKYIOTh IITYYHUH 1HTEIEKT, HE B 3MO31
peani3yBaTd HOTO IepeBard 4Yepe3 HEAOCTAaTHE PO3YMIHHS YIPaBIIHCHKUM MEPCOHAIOM
MoXJIMBOCTeH 1 HacmikiB Bukopuctanus LI qsa 6i3nec-nporiecis.

3riIHO 3 JOCIHI/DKEHHSMHU, IITYYHHA I1HTEJIEKT B OCHOBHOMY CIPSMOBAHHI Ha
PO3LIUPEHHS JIFOJCHKUX MOMJIMBOCTEH 1 MIJBHUIICHHS MPOAYKTHUBHOCTI misibHOCTI [2]. LI
Ma€ 37aTHICTh HABYATHUCS, MIPKYBaTH, aallTyBaTUCS T4 BUKOHYBAaTH 3aBAAaHHS MOIIOHO 10
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JIOICBKOTO po3yMy. lle minTBepIKyeTbCs YHMCICHHUMH TEXHOJOTTYHHUMH KOMIIaHIIMU Ta
CTapTanam, 5Kl BXe po3poOWIn CUCTEMHU s noJiermeHHs Bukopuctanns 111 y BupinienHi
couianbHUX mpoOseM. Ha oprani3amiiHOMY piBHI 3aCTOCYBaHHS ULITYYHOTO 1HTEJEKTY
BIUIMBA€ Ha PI3HOMaHITHI TEXHOJIOTiI, BKItouaroun PMIS. Xoua momepemni MOCTIIKEHHS
3a3HaumI, o Bukopuctanus LI Moxe mpusBecTd A0 MPUUHATTS ONTUMAJIbHUX PillICHb, 1€
JIOCJIIJDKEHHS TIITBEPDKYE, IO MPOEKTHI MEHEIKEPH MOXYTh oTpuMmaTtd Buxin Bix LI 3a
YMOBH HOr0 HaJIe)KHOT'O 3aCTOCYBAaHHS.

I3 acmekTiB JaHOTO MOCHIIKEHHS € BIUIMB INTYYHOro iHTeNekry Ha PMIS, mo
IPONOHYe MeHekepaM iael mono BukopuctanHs I s nokpamienHs nporeciB NpUHHATTA
pillleHb y paMKax yIpaBiiHHA pi3HUMH npoektamu. OO0roBopeHHs nepesar i Henpoiikis LI B
YIpaBIiHHI HAaJa€ MEHEHKEpaM KOPUCHY 1H(POPMAIIiIO ISl MPUHHATTS PIllIEHb PO HETaTUBHI
uronu Bij Bukopuctanus LI [3]. Timore3a mporo MOCHIPKEHHS MOJSra€ B TOMY, IO
IHTerparlis MTYYHOTO 1HTEJICKTY B MPoIecH 300py Ta aHANI3y JaHUX MiIBUIIUTH iX UIBHICTh
B YOpaBIiHCHKHX iH(opMamiiinux cucremax. lle mae migcraBu CTBEpKYBAaTH, MIO
BrpoBakeHHss LI B ympaBniHChki mpolecH copuse Oinbll €QEeKTUBHOMY MPHUIHSATTIO
PIIICHB M0JI0 HASIBHOCTI SIKICHUX JTaHUX.

MeTtosoM ynpaBiiHHS MPOEKTaMU € YCHIIIHE 3aBEPILEHHsI CTBOPEHHS MPOAYKTY abo
nociayru. [IpoTe mocsArHEHHS Ii€l METH YacTO MEPEeHIKO/PKAIOTh HEJOTIKaM 1 IMOMHIIKAM 3
00Ky KepiBHHUIITBA, MEHE/DKEPIB MPOEKTIB, WICHIB KOMaH/AM Ta 1HIIUX LIKaBUX CTOPIHOK, K1
O0epyrp yuacts y mpoekrtax [1], [3]. Cdepa ympapiiHHS NpPOEKTaMH XapaKTePH3YEThCS
YHCICHHUMH HEBU3HAYCHOCTSIMHU, SIKI HE MOKYTh OyTH BHpIIIEH] 3a JOMOMOIol0 (iKCOBAaHOTO
HaOopy craHAapTHUX mpoueayp. EQeKTHBHICTH yNpaBlliHHS NPOEKTaMH 3HAYHOIO MipOIO
3aJeXUTh BiJ 3HaHb Ta MOCBiAY 3anydeHux QaxiBuiB. L[i sBuIIA YacTo MPOSABIAIOTHCS Y
BUTJISIAL  1ppalliOHaJIbHOCTI, HEMOBHOTH Ta HETOYHOCTI, SKIi HE MOXYTh OYTH IO/0JIaHi
3BUYAMHUMHU IHCTPYMEHTaMM YU METOAOJOTISIMU. YHpaBIiHHA INPOEKTaMH € CKJIAJHOIO
cheporo, B sIKiii HEMOXKJIMBO CIIOMIBATUCS HA €WHUMN MMIIX1]] A1 BUPIIICHHS BCiX mpobiem. B
YMOBaX YMCJIEHHUX PU3MKIB 1 BTpAT, IPUTAMaHHUX YINPABIIHCBKUM MPOEKTaM, HaJA3BUYalHO
BaXUJIMBO IIYKaTH €(EKTUBHI PIILIEHHS.

Hocnimxennss xommanii Liquid Planner moxasano, 1m0 OCHOBHHUM BHKJIUKOM st
MeHe/DKepiB BUPOOHHUYUX mpoekTiB y 2017 pomi Oymo ympaBminas Butpatramu — 49,5%
PECIIOHJICHTIB BU3HAUMIIM 1€ SIK CBOIO T'OJIOBHY npobsiemy. Tepminu yrpumanns (45,8%) ta
oOMiH i1H(popmaliero Mk komangamu (43,9%) craiu HaCTYMHUMHU HalOUIbLI TPOOIEMHUMU
chepamu [5]. Hocmimxenns PMI Bkazye Ha Te, 0 Ha KOXEH | MIimbsipA Joapis,
inBectoBanuii 'y CIIA, 122 wMinbiionn jonapiB OynM BHUTpadyeHI uepe3 HEHaJIeXkKHe
IUTaHYBaHHS Ta BUKOHAHHs NpoekTiB. JlocnimpkenHs komnanii Geneca nokasaio, 1mo a0 75%
KEpiBHUKIB mianpueMcTB Ta IT-koMmaHii 04iKylOTh HEBJa4i CBOTX MPOrpaMHUX MPOCKTIB [4].

3a ocTaHHE AECATHIIITTS PO3BUTKY Ta BrpoBa/keHHs LI B ynmpaBmiHCBKUX MpOEKTax
CTBOPWJIM YMOBH JJIi 3HAYHOIO NpPOrpecy B TakuxX cdepax, fK OI[IHKa, A1arHOCTHKA,
OPUNRHATTA pillIeHb 1 MPOrHO3yBaHHS MpoekTiB. IlepenbavaeTncs, mo BukopuctanHs I B
YIPaBIiHCHKUX MPOEKTaxX MOJIETIye BUKOHAHHS YIPaBIIHCHKUX 1 aAMIHICTPaTUBHUX 3aB/IaHb
6e3 HeoOXITHOCTI 3amydeHHs JoAuHU. OJHIEI0 3 JOCSATHYTHUX NpoOJIeM B YHPaBIiHCHKHX
MPOEKTax € HEeJOCTaTHS KUIbKICTh JaHMX JUISl OIIIHKM TOTO, HACKUIBKU TMPOEKTH
3a0e3MeuyroThes BIAMOBIAHO 10 OaxaHux pe3ynbraTiB 1 mutedt. LTydHuil iHTENEKT Mae
3HAQYHUM TIOTEHINAal JUIsl 3MEHIICHHS HABaHTAXKEHHS Ha MEHEIKEPIB TMPOEKTIB, IO
3a0e3nedye pYTHHHI 3aBJaHHsS, Taki sSK BBEJCHHS Ta YIPABIIHHA JaHUMH, a TaKOX
MirOTOBKA MPOEKTHUX IIaHiB. Lli 3aBgaHHS MOXYyTh OyTHM aBTOMATHM30BaHI, IO J03BOJISE
KepiBHUKAM MTPOEKTIB 30CEpeIUTHCS Ha OUTBII BaXKJIMBHX acleKTaxX iXHbOI poJIi.

HITydHnii iHTETEKT 3MaTeH POOUTH MPOTHO3M MO0 MOJAIBIIIOTO PO3BUTKY TPOEKTY,
aHaJI3ylI0uM ICTOpPUYHI JaHi ynpaBiiHHsA npoekramu. LI mMoke BUSABIATH B3a€MO3B'SI3KU B
JAaHUX, SKI MOXYTh OyTH HEMOMITHHMH HaBITh JJIA AOCBiAUeHuX QaxisiiB. KpiM Toro, BiH
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31aT€H MPOBOIUTH CKIQJHHUNA aHali3, OOpoOJsitour OuIbImi OOCSTH JaHUX, HDK JIFOIH.
BrpoBamkenns 11 moxe onTuMi3yBaTH MPOLECH aHaNi3y BAPTOCTI Ta PU3MKIB, 3MEHIIYIOUU
HaBaHTaXXCHHs Ta 4ac. IcHye Oe3niu chep ynpaBiiHHS NMPOEKTAMH, 1€ IUTYYHUUA IHTENIEKT
MO>KE 3aIPOIIOHYBATH €(DEKTUBHI PIIIICHHS.

OmiHka Ta ympaBliHHA PHU3UKAaMH € KIIOYOBUMH 3aBJaHHAMU B YIPaBIIHCHKHX
npoekTax. IlITydyHuil 1HTENEeKT [03BOJSIE OTPUMYBATH IapaMeTpUUHY IHQOpMaLio Yy
noTpiOHMt MoMeHT. Hampukian, icTopuyHi AaHl TPO 3alUIaHOBaHI JaTH IIOYATKy 1
3aBepIICHHS MOXYTh OyTH BHUKOPHCTaHI JUIsi IPOTHO3YBAaHHS peaiCTUYHHMX TrpadikiB s
MaiOyTHIX mpoekTiB. LI Moxke OIIHUTH WMOBIPHICT, BUHUKHEHHS II€BHHUX IO Yy
MOTOYHOMY ITPOEKTI Ta TeHEPYBATH BiIOBITHI MTOTIEPEIKECHHS.

VYhpaBiiHHA pecypcaMu € 1€ OJHUM acHeKTOM YIpaBliHHA IHpoekramu. Bono
3a0e3meuye BUKOHAHHS MPOEKTY BIAMOBIAHO 10 00OCATY Ta IUIaHy, BCTAHOBJICHUX Ha €Tarli
IUIaHyBaHHA. Po3noain pecypciB BU3HAUEHHsI CHOXKMBAHHS PeCcypeCiB Ta iX poO3HmOAUT is
JOCSATHEHHS IIIeH TpoekTy. BHu3HaueHHsS BiIMOBIIHUX peCypCiB Ui BUKOHAHHS OESIKHX
3aBJ]aHb € KIFOUOBUM O0OB’A3KOM KEPIBHHKA ITPOEKTY.

TakuM YUHOM, IITYYHUH IHTEJICKT HE TIIbKA aBTOMATHU3YyE PYTUHHI MpoIecH, aje i
3a0e3neyye eQEKTUBHICTh YIPABIIHHSA MPOCKTAMH uYepe3 JeTalbHHM aHami3 JaHux Ta
ONTUMI3aIil0 MPUHHATTSA pimeHb. OTxe, po3BUTOK 1 3actocyBanHs I B ympamminHi
MPOEKTaMU CTBOPHJIM OCHOBY JUJIS MiJBUILICHH] €()eKTUBHOCTI MPOLIECIB TPUUHATTS PillIeHb Y
0araTopiBHEBUX YIPABIIHCHKUX CTPYKTYpax, OCOOJMBO B cdepax OLIHKH, IIarHOCTUKH,
OPUMHSATTA PilIeHb 1 MPOTHO3YBaHHA. BNpoBa/KeHHS MITYYHOTO iHTEJIEKTY B OaraTopiBHEBI
YIIPaBIIHCBKI CTPYKTYpU MiJBUIINTH €()EKTUBHICTh NPUHHATTSA PIIICHb 3aBASKH aHAJI3y
BEJIMYE3HUX OOCSITIB JaHUX 1 BHUSBJICHHIO IPUXOBAHMX 3aKoHOMipHOcTed. Kpim Toro,
IITYYHUH 1HTEJIEKT ONTHMI3y€e YIPaBIIHCHKI MPOLECH, CKOPOUYIOUHM 4ac, HEOOXITHWH miist
300py Ta 00poOKku iH(opMaIlii, JO3BOJAIOYN MIBUALIE pearyBaTH Ha 3MIiHH y 30BHIIIHbOMY
CepeOBUILI Ta MOKPAIIYIOUU aJanTHBHICTh oprasizauii. [HTerpauisi MTy4HOro IHTEIEKTY B
YIpaBIIiHCHKI 1H(OPMAIIiifHI CUCTEMHU He JIMIE YMOKJIMBIIIOE IBUAKE MPUHHATTS pillleHb, a i
HIATPUMY€E CTpaTeriyHe IUIaHyBaHHs. AHAJITUYHI IHCTPYMEHTH Ha OCcHOBI Al pgomomararoThb
NPOTHO3YBAaTH MOXKJIMBI ClieHapii PO3BUTKY MOiH, IO CIpHs€ TOBIOCTPOKOBOMY YCIIIXY
opraxizauii. [Tonanpi JOCHII)KEHHS NOJIATal0Th Y CTBOPEHHI HOBUX JITOPUTMIB 1 MoAeel
IITYYHOTO 1HTENEKTY, sIKi MiABUILATh €(PEKTHBHICTh NPUHUHATTS PILIEHb Y CKIAJHHUX 1
JUHAMIYHUX YIIPABIIHCHKUX CEPEIOBUILAX.
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KOHLIEIISI BAKOPUCTAHHS LIDAR-TEXHOJIOI'TA Y CKJIAII
IHTEJEKTYAJIbHOI'O POGOTU30BAHOI'O KOMIUIEKCY MOHITOPUHI'Y
I[PYHTIB

AHoTanis. Y poOOTi MpeICTaBICHO KOHIENTyalbHui miaxia 1o Bukopucranns LiDAR-
TeXHONOTiH anst nanamadTHOro MozentoBaHHs. OCHOBHA yBara 30Cepe/PKeHa Ha IHTerparii
Cy4acHHMX TEXHOJIOTiH NUCTaHLIHHOTO 30HIYBaHHsS B IPOLEC CTBOPEHHs HU(POBUX Mozeneit
MicrieBocTi. BukonaHo 3D-ckaHyBaHHS MakeTy TiIpOTeXHIUHUX cropyn (po3mipu 60x30x20
CM), L0 iIMiTy€ peanbHi KOHCTpYKIil. s 30epiranHs i nepenadi Mojeneil Bukopucrano hopmar
GLTF, mo 3abe3neuye KOMITAKTHE 30CpEKCHHS NAHUX Ta IHTErpAIlil0 3 IHIIMMU CHCTEMaMH.
Posrmsigaerbest moTenian 3acrocyBanis LIDAR y ckmazi iHTENEKTyaaIbHOTO pOOOTH30BAHOTO
KOMIUIEKCY JIJIsi MOHITOPUHTY TEPUTOPIH, sIKi 3a3HajH BIUIUBY BIMCHKOBUX JAiH. Y NOCIHIIKEHHI
MOKa3aHO, SK CTBOPEHI MOJENi MOXYTh OyTH BHUKOPHCTaHI IS OLIHKHA CTaHy 3€Melb Ta
[UIAaHYBAHHS BiTHOBIIIOBAIbHHX 3aXO/iB.

Karouosi cioBa: LIDAR; nanamadTae MopaentoBaHHs; Hu(poBa MOAENb MiCIEBOCTI;
MOHITOPHHT IPYHTIB.

1. BCTYII

IlocranoBka mnpobaemu. BHaciigok BINCHKOBHX i 3HAYHI TEPUTOPIl 3a3HAIOTH
pyiHYBaHb, 10 CIPUYMHSE JETpajallil0o IPYHTIB, MOPYLIEHHA JaHIMA(TIB Ta MOIBY
IHKEHepHHUX 00'€KTiB, sKi TOTpeOyroTh BimHOBieHHS. LIDAR-texHomorii, iHTerpoBaHi B
pPOOOTH30BaHI KOMILJIEKCH, € TMEPCIEeKTUBHUM I1HCTPYMEHTOM JJIsi MOHITOPUHTY TaKHX
TEPUTOPIH, CTBOPEHHS iX HU(PPOBUX MOJENEH Ta IUIAHYBAaHHS 3aX0/lIB 3 BIIHOBJIECHHS.

AHani3 ocTaHHiX aocailkenb i myOaikanii. [lonepenHi qocmiKeHHs CBiYaTh, 110
BukopuctanHs LIDAR mns crBopenHs 1udpoBux Mojenei peiabedy H03BOJIsE 3a0€3MEUUTH
TOYHICTh 30H/IyBaHHS Ta OTpPUMATH HEOOXIJHI JaHi /Ul aHaji3y CKJIaJHuX Teputopii [1]. ¥V
chepl TOUHOTO 3eMIIEpOOCTBA HATOJIOMIYETHCS HA BAXKIIMBOCTI BIPOBAKEHHSI pOOOTHU30BAaHUX
w1aTpopM 13 MYJIBTUCEHCOPHUMH CHUCTEMaMH JUIsl MOHITOpUHIY cTaHy IpyHTiB [2]. Taki
w1aTGopMH MiBUINYIOTh €(PEKTUBHICTh OOpOOKM BENMKUX TEpUTOpPiIH 1 3a0e3neuyroTh
MIBUJKE TPUHHATTA pimeHb. JlOCHiPKEHHS  JI€MOHCTPYIOTh — YCIIIIHY  1HTErparito
mynbTUceHCOpHUX Twiargopm i3 LIDAR 1 TepmanbHMMH Kamepamu, IO JIO3BOJISIE
OTpUMYBaTH OaraTolmapoBi KapTW MICHEBOCTI JJIsi aHali3y IPYHTIB Ta MOHITOPUHTY
teputopiii [3]. L{i miaxonu € nepcreKTUBHUMU JJIsi aBTOHOMHOTO YIPaBIIiHHS Ta BIAHOBICHHS
3eMeJIb, ITOMIKOMKEHUX BHACIIIOK BIHCEKOBHX Mill.

Meta ny6aikanii. Meta poOoTH — po3poOKa KOHIENTYaIbHOI CXeMH BUKOPHUCTAHHS
LiDAR-TexHoIOTI# Yy cKJa/li poOOTH30BaHOTO KOMIUIEKCY JJIsl MOHITOPHHTY JIAaHIIA(TIB, SKi
3a3HaJIi BIUIMBY BIMCHKOBHX [IiH, 3 MOIMBICTIO OIIIHKM CTaHy TEPUTOpIN 1 IMUIaHYyBaHHS iX
BITHOBJIEHHS.
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2. METOIU JOCJIIKEHHSA

[IpeameToM NOCHTIKEHHSI € MakeT TIAPOTEXHIYHHX cropyd po3mipom 60x30%20 cwm.
Bukonano 3D-ckanyBaHHs MakeTy 3 BukopucranHsm LIDAR-ckanepa, pe3synbratu
006pobiieHo y iporpaMHoMy 3abe3nedenni Polycam.

Hani 360epexeno y ¢popmati GLTF, mo no3Bomsie epekTBHO mepenaBatu MOAE Mixk
cucreMamu, Bkirodaroun GIS ta 3acob6m 3D-izyamizanii. Bukopucranas mporo ¢opmary
3a0e3medye IHTErpamilo mUGPOBUX MOJAEISH Yy NpOrpaMHi cepeloBHINA I aHai3y,
MOJICTFOBAaHHS Ta Bizyasizarii.[4]

Jns ckanyBaHHS MakeTy OyJyio MigiOpaHO mapaMeTpH, sSKi MaciTaOHO BiANOBIAAIOTH
XapaKTepUCTHKaM pPeaJIbHOr0 30HAyBaHHA 3a jonomoror LiDAR-texuomnoriit. Cepenns
BIJICTAaHb MIX TOYKaMU Yy MOJIEJl CTaHOBUTH ekBiBajeHT 20 cM y peaJbHUX yMOBax, a
noxubka BUMiproBanb — 10 5 cM. Lli mapameTpu 3a0e3nedytoTh BiIMOBIIHICTh JAHUX MOJIEINI
CTaHaapTaMm, MNPUUHITUM Ui BHCOKOTOYHOTO MOHITOPHHTY Ta aHali3y MOUIKOHKEHUX
TEPUTOPiHl y MOJILOBHX YMOBAX.

3. PE3YJIBTATU TA OBTOBOPEHHS

OtpumaHi pe3yJabTaTd JEMOHCTPYIOTh BUCOKY edektuBHicTh LIDAR-TexHomOrIH Y
CTBOpEHHI JAeTanpbHUX 1UdpoBUX Momene Tteputopii. CTBopeHi mHQpPOBI  Momemi
3a0e3MevyroTh TOYHE BiATBOPEHHS IeOMETpii MiCHEBOCTi, M0 € KPUTHYHO Ba)KIMBUM IS
IUTaHYBAHHS BiTHOBIIOBAJIBHUX 3aXOMIB Ha TEPUTOPISX, ypaKEHUX BIMCbKOBUMH misimu. Ha
puCyHKY | HaBeneHO MPHUKJIAJA MOJITOHATBHOI CITKM MOZENI, IO JAEMOHCTpPYE IeTali3alliio
OTPUMAHUX JAHUX.

Pucynox 1. Iloniconanvna cimxka mooeni makemy 2iOpomexHiuHoi cnopyou

Iaterparisi LIDAR-TexHOMOTIH y poOOTH30BaHI KOMIUIEKCH, BIJIKPHBA€E MOJMJIUBICTH
0e3MepepBHOrO CIIOCTEPEKEHHS 32 TEPUTOPISIMH, 1110 MepeOyBaroTh Y KpUTHUYHOMY CTaHi, 13
MOJJANTBIIIAM aHAJII30M OTpUMaHKX AaHuX. Bukopucrannas gopmaty GLTF y mbomMy KOHTEKCTI
€ 0coOJMBO aKTyalbHHUM, OCKUIBKM BIH 3a0e3leuye BUCOKY CYMICHICTh 3 PI3HUMHU
AHAIITUYHUMH IporpaMamu. Taka 1HTerpais J03BOJIsiE aBTOMATHU3YyBaTH IMpolecH 00poOKu
Ta IHTepmpeTauii JaHWX, IO 3HAYHO MIJBUIIYE 3arajibHy e(QeKTHBHICTH pPOOOTH
POOOTH30BAaHUX CUCTEM.

Ocob6nuBa NpakTHYHA IIHHICTh 3alpPOINOHOBAHOTO MiAXOJY MoJiArae y 3abe3nedyeHHi
MO>KJIUBOCTI TOYHOTO BUSIBIIGHHS 30H 13 HaWOUIBIIUMHU TONIKOHKEHHSIMH, M0 KPUTHYHO
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B)XJIMBO JIJIsl BU3HAYEHHS MPIOPHUTETIB y BIAHOBIIOBAILHUX poborax. KpiMm TOro, cTBOpeHi
udpoBi MojeN MOXKYTh OyTH BUKOPHUCTaHI /Il GOpMyBaHHS 0a3 aHUX, SKi 3a0€3MeUyIOTh
JOBFOTPUBAJIMI MOHITOPUHT TepuTOpiil. OmeparuBHA OIiHKAa €(PEKTHBHOCTI MPOBEIECHUX
3aX0/iB TaKOX CTAa€ MOXJIMBOIO 3aBASKH CHUCTEMATHYHOMY aHAN3y 3MIiH Yy CTPYKTYpi
JaHamagTiB.

BUCHOBKMU TA NEPCIIEKTHUBU ITOJAJBIIUX JOCIIAKEHb

3anpornoHoBaHa KoOHIeNTyaibHa cxema BukopuctaHHs LiIDAR-texuosmoriit y ckmami
IHTENEKTYalbHOTO POOOTU30BAaHOIO KOMIUIEKCY MIATBEPAXKYE CBOIO €(PEKTHBHICTh Yy 3a/1a4ax
MOHITOPUHTY TPYHTIB, MOIIKO/PKEHUX BHACTIIOK BificbkoBHX fiil. Lle 3abe3neuye He nuie
JIeTajbHy OLIHKY CTaHy TEpUTOPIii, ajie il CTBOPIOE OCHOBY JUIsl TOUHOI'O MOJIEJIIOBAHHS, IO
HEOOX1THE JUTS PO3POOKH BIAHOBIIOBAILHUX 3aXOJIIB.

[TepcnekTHBY NMOAANBIIMX JOCHIKEHb OXOIUIIOIOTh PO3BUTOK AJITOPUTMIB iHTErparii
MOJIeNIell Yy CHUCTEeMH aBTOMATHYHOTO NPUHHATTA pimenb. OcoOaMBOi yBarm 3aciyroBye
pPO3poOKa METOIMK JAJISl aHANI3y NWHAMIKH 3MiH MOMIKODKEHUX TepUTOPiil. Takok BaKIMBUM
HANpsSIMOM € BJIOCKOHAJICHHS POOOTH30BaHUX ILIAT(HOPM Il MAacITAOHOTO MOHITOPUHTY Ta
BUKOPUCTaHHS JOAATKOBUX CEHCOPIB, $KI J03BOJIATH IPOBOJUTH KOMIUICKCHHM aHali3
TEpUTOPiil y pealbHOMY Yaci.

NOAAKHN

ABTOp BHCIIOBITIOE IIMPY MOSAKY AOICHTY HaBuaibHO-HAYKOBOTO IHCTUTYTY JIICOBOTO i
CaJ0BO-IIapKOBOT0 TOCHOJApPCTBA, KAaHIAWATy CLIbCBKOTOCHOJApChbKUX Hayk CoBaKoBYy
Onekcanapy BikTopoBHYy 3a HagaHMM  MakeT TIAPOTEXHIYHOI CHOpyAW, sSKHi OyB
BUKOPUCTAHUHN Y TOCIIIKEHHI.
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