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1. Onuc HaBYAJIBHOI AUCIUILTIHA

«IIpoexTyBaHHS, BIPOBA/’KEHHS, CYIIPOBi/l KOMILIEKCHHUX
CHUCTEM 3axXMCTy iH(popMaLiD

Hapuanpaa mucnumutina "IIpoekTyBaHHs, BIPOBAKEHHS, CYIIPOBII KOMIUIEKCHUX CHUCTEM

3axucTy iH(opmanii" cipsiMoBaHa Ha (OPMYBaHHS y CTYJCHTIB 3HaHb PO TEOPETHYHI Ta MPAKTHYHI

MeToau 3abe3nedyeHHs: 3axucTy iHdopMmarii. BuB4aroTbes cydacHi MigXoauw A0 BHOOPY METOIIB

3axucty iHpopmarii. Kypc € GpyHmaMeHTaIbHOK OCHOBOIO JIJISl TITOTOBKH 37100yBaviB BUIIO1 OCBITH

710 CaMOCTIHHOT MPaKTHYHOT POOOTH.

I'anys3b 3HaHb, ceniajJbHiCTh, OCBITHSI IPOrpamMa, OCBiTHil CTYNiHb

OcBiTHI CTyNiHb

baxanasp

['any3b 3HaHB

F — Inpopmaniitai TexHonorii

CroerajpHICTh

F5 — KibepOe3neka Ta 3axuct iHpopmMarii

OcBiTHs nporpama

«Ki6epbesreka Ta 3axuct iHbopMaIii»

XapakTepucTUKa HABYAJIbHOI JUCHUILIIHA

Bun 000B’I3K0Ba
3aranabHa KUIBKICTh T'OQUH 150
Kinekicts kpeautiB ECTS 5
KinpkicTh 3MICTOBUX MOJTYITiB 2
Kypcosuii npoekT (poboTa) -

(}IKH.IO € B p000YOMY HaBYAIILHOMY nnaHi)

dopMa KOHTPOJIIO eK3aMeH

IToka3HUKM HABYAJBHOI IMCIUILIIHU JJIsl J€HHOI Ta 32049HOI ()OPM HABYAHHA

JeHHa (opmMa HaBUaAHHS 3a04Ha Gopma
HaB4YaHH:
Pik mmiarotoBku 2025-2026
Cemectp 3
JlexwuiiiHi 3aHATTSA, TOLI. 45
[IpakTryHi, ceMiHAPCHKI 3aHATTS -
JlabopatopHi 3aHSTTS, TOI. 45
CamocriitHa po0oTa, TOz. 60
[HaMBITyaTBHI 3aBAAHHS -
KinbKiCTh THKHEBUX ayTUTOPHUX 6
TOJIVH IS ICHHOT (POpMH HaBUAHHS




1. Mera, 3aBJaHHSI TA KOMIIETEHTHOCTi HABYAJIbLHOI JTUCHHUILTIHH

Mera: BUBYEHHS OpraHi3allifHUX Ta IHXEHEPHO-TEXHIYHUX 3aXOJiB, CIPSIMOBAHHUX Ha
3a0e3redyeHHs 3axucTy iH(opmarii Bifl pO3roJIOMIEHHS, BUTOKY 1 HECAHKIIIOHOBAHOTO JOCTYITY,
3HaHOMCTBO 3 0a30BUMH OpraHi3allifHIMM 3aX0JaMHU JUIS KOMIUICKCHHX CHCTEM 3aXUCTY
iHpopMamii, a TaKoX IHKEHEPHO-TEXHIYHHMH 3aXOJaMH, 3aCBOEHHS (YHKIIOHAIBHUX
MOJKJIMBOCTEW Ta METO/IB MOOYIOBH KOMILJIEKCHUX CHUCTEM 3axXUCTy iH(opmallii, omaHOByBaHHS
HEOOXiTHUMH NpUHOMaMH Ta NMPAKTHYHUMH HaBHYKAMH MPH HAJAIITYBaHHI Ta KOH(IrypyBaHHI
Cy4acCHOT'O MEpEXKEBOro 00J1aHaHHS.

3aBaaHHs HABYAJbHOI JUCHUILIIHU: € TEOPETUYHA Ta IPAKTUYHA MIATOTOBKA CTY/IEHTIB
JI0 3aCTOCYBaHHSI METOJIIB MOOYIOBH KOMIUIEKCHUX CHCTEM 3aXUCTy 1H(opMallii, HABUYOK MPH
HaJIAlITYyBaHHI Ta KOHQITYpyBaHHI Cy4aCHOTO MEPEKEBOro 00J1aJHaHHS.

B pezynomami susuennsn naguanvbHoi OUCYuniinu cmyoeHm no8uHeH

- 3HATH: OCHOBHI NOHSTTS Ta NPUHLUIIU TOOYI0BU KOMILIEKCHOT CUCTEMH 3aXUCTY
iH(bopMaIlli; HOPMATUBHO — TMPaBOBY 0a3y, IO PEryloe erand MoO0yJ0BU, ayauTy Ta
BrpoBakeHHs KC3I; meroauku Bu3nadeHHs 00’ ektiB KC3I, ix kmacudikariii Ta OmiHKN HKEpeI
JIecTabuIi3yI04uoro BIUIUBY; NMPUHIMNK Kiaacudikamii iHdopmarii, mo niasarae 3axucty B KC3I
MIANPUEMCTB Ta OpraHizaliid pi3HOi (OpPMHU BIIACHOCTI; MEXaHI3MHU Ta METOJIU 3abe3MeueHHs
oprasizaimiiiHoi, kpunrtorpadiuHoi, iHXeHepHO-TexHIYHOi ckiagoBux KC3I; wmeromosorito
PO3pOOKHM Ta CKIIaJaHHI MOJENICH MOPYITHHUKA Ta MOJEII 3arpo3 3 BpaxyBaHHSIM OCOOIMBOCTEH
MPOTIKaHHA O13HEC-TPOIIECIB Ha MIANMPUEMCTBI YU OpraHi3allii; eTanu NpoeKTyBaHHs, pO3pOOKHU Ta
migtpumkn KC3I Tta npuHnmumm ceptudikaiii CTBOPIOBAaHMX CHUCTEM 3axUCTi iH(OpMaIlii;
MPUHIIATIA PO3POOKH MOJTITUKHU Oe3IeKa MiAMpUueEMCTBA a00 opraHizaiii pi3HUX (GOpM BIACHOCTI.

- BMITH: BUPIIIYBATH 3a7ayl CYIPOBOJY Ta BIPOBAIKEHHS KOMIUIEKCHUX CHUCTEM
3axucTy 1HOopMaIlii, a TaKOX MPOTHIIT HECAHKI[IOHOBAHOMY JIOCTYITY JI0 PECYpPCIB 1 MPOIIECIB B
iHbopMmaIiitHux Ta  1HGOPMAIIMHO-TEIICKOMYHIKAIIHHUX ~ (aBTOMAaTU30BaHUX) CHCTEMaXx;
3MIMCHIOBATH OLIHKY pPIBHS 3aXWIIEHOCTI 1HGopmalii mo oOpobiseTscs B iHGOpPMAIIHO-
TEeNIEKOMYHIKAIIIHHUX CHUCTEMax BHUKOPHUCTOBYBATH IHCTPYMEHTAJIbHI 3acO0M OIlIHIOBaHHS,
rOTyBaTH MPOTMO3HUIIii JO HOPMATUBHUX AKTIB 1 JOKYMEHTIB 3 METOIO 3a0e31eueHHs BCTAHOBJICHO1
moJIITHKY iHpopMarliiiHoi 6e3meku i \abo kibepOesnekn; po3poOIATH MPOEKTHY TOKYMEHTAIIII0,
00 MPOrpaMHUX Ta MPOTPaMHO-aNapaTHUX KOMIUIEKCIB 3aXUCTy I1H(OpMaliiHUX,
1H(pOpMaIIITHO-TEIEKOMYHIKAI[IHHNUX (aBTOMAaTH30BaHMX) CHUCTEM; BUKOHYBATH aHaJIi3 peaji3alii
NpUHATOT ToNiTHKK iH(opMamiiiHoi 1 /abo kiOepOe3meku; MPOEKTyBaTH Ta peani3yBaTu
KOMILJIEKCHI CHUCTEMHU 3aXUCTy IHopMalii B aBTOMAaTHU30BaHUX CHCTEMax oOpraHizarlii
(miampueMcTBa) BIAMOBIIHO 10 BUMOT HOPMATHUBHUX JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY
iHbopMallii;  BupimlyBaTH  3a4adyi  3aXUCTy  MOTOKIB  JaHMX B  1H(OpMaIliiHuX,
iHbopMallIfHOTEIEKOMYHIKAIIMHUX ~ (aBTOMATU30BaHMX) CHUCTEMax; BH3HA4YaTH  pPIBEHb
3axXUIIEHOCTI iH(OopMaLIHHUX pecypciB B iHpopMalliiiHuX Ta iHOpMaLIHHOTEIEKOMYyHIKAIIIHHUX
(aBTOMAaTH30BaHUX) CUCTEMAX.

- Ha0yTTs1 KOMIIETEHTHOCTEI:

BinmoBigHO 10 OCBITHROI MporpamMH MIATOTOBKH (haxXiBI[IB 3a cCremiaibHicTIoO 125
«Kibepbe3neka» HaBuanbHa JUCHUIUIIHA 3a0e3nedye (OpMYBaHHS 3arajbHUX 1 (PaxoBHX
KOMITETEHTHOCTEM:

3arajibHi KOMIIETEHTHOCTI:

3K1. 31aTHiCTh 3aCTOCOBYBATH 3HAHHS y MPAKTUYHUX CUTYALlIsX.



3K2. 3nanHs Ta po3yMiHHS NPEIMETHOT 00J1acTi 1 po3yMiHHS IpoeciiHOT qisSUTBHOCTI.

3K3. 31aTHICTh CIIUIKYBATUCS IEPKABHOIO MOBOIO SIK YCHO, TakK 1 MHCHMOBO.

3KS5. 3naTHICTh BUMTHUCS 1 OBOJIOIBATH CY4aCHUMH 3HAHHSMU. .

CueuianabHi (paxoBi, npeqmerHi) komnereHTHOCTI (CK):

CKI1. 3pmarHicTh 3aCTOCOBYBAaTH 3aKOHOJABUy Ta HOPMATHBHOIIPABOBY 0a3zy, a TaKOX
Jep>KaBHI 1 MDKHAPOIHI BUMOTH, IPAKTUKH 1 CTAHAAPTH Y MPOdECiifHil AisITHHOCTI.

CK2. 3natHicTh BUKOPHUCTOBYBATH iH(OpPMAIiifHI TEXHOJOTi, CydacHI MeToau 1 Mojeni
KibepOe3neKkn Ta CHCTEMH 3aXUCTy iH(opMaIrii.

CK4. 3natnicts 3a0e3nedyBaTu 3axucT iHpopmarii B iHpopmaniiiHux Ta iHdopMaIiifHo -
KOMYHIKAI[IHHIX CUCTeMaXx 3TiIHO BCTAHOBJICHOT IMOJITUKH KibepOe3mneku i 3axucty iHdopmarrii.

CKS. 3paTHICTH BIIHOBIIOBATH (YHKLIOHYBaHHS iH(opMaliifHUX Ta iHPOpMaliiiHO-
KOMYHIKAI[ITHUX CHCTEM IICIis peaii3auii 3arpo3, 371iiCHeHHs KibepaTak, 3001B 1 BIIMOB PI3HUX
KJIaCiB Ta MOXOJKEHHSL.

CK6. 3parHicTe BIpOBaKYBaTH Ta 3abe3meuyBaTH (DYHKI[IOHYBAHHS KOMIUIEKCHUX
CUCTEM 3axHUCTy 1H(popMaIlii (KOMIIJIEKCH HOPMATUBHO-TIPABOBHUX, OPraHi3allIfHUX Ta TEXHIYHUX
3ac00iB 1 METOAIB, MPOLIETYP, MPAKTUYHUX MPUIOMIB TOLIIO. )

CK7. 3natHicTh 3ailicHIOBaTH NpOQeciiiHy MisIbHICTh Ha OCHOB1 BIPOBA/KEHOT CUCTEMU
yrpaBiiHHS 1HPopMaLiiiHOIO Ta KibepOe3neKoro.

CK9. 3paTHicTh 3aCTOCOBYBAaTH METOJM Ta 3acO0M TEXHIYHOTO 3axHcTy iHpopmalii Ha
00'ekTax iH(pOpMaIIHHOT TISUTHHOCTI.

CK10. 3parHicTh BHUKOHYBAaTH MOHITOPHUHT 1H(OpMAIIHHUX MpOLECiB, aHali3yBaTH,
BHUSBIISITH, OIIHIOBATH MOXJIMBI Bpa3JIMBOCTI Ta 3arpo3u iH(GOPMAIIHHOMY MpPOCTOpY ¢
1H(bOpMaIITHUM pecypcaM 3TiIHO 3 BCTAHOBJICHOIO MOJITHKOIO 1H()OpMaIliiHOT O€3MeKH.

B pe3yabTaTi BUBUEHHS HABYAJIBHOI IMCHUILIIHA CTYIeHT Ha0y/1e nmeBHI NporpamMHi
pesyabTatu (ITPH), a came

[TPH1. BinpHO cHinKyBaTHCS IEpKaBHOI MOBOIO YCHO Ta NMHUCHMOBO NpPH BHKOHAHHI
npodeciitHux 000B'A3KIB.

[TPHS. AmnanizyBaTu, apryMeHTYBaTH, NMPUHAMATH PIIIEHHS MPH PO3B'S3aHHI CKIATHUX
crieriaaizoBaHuX 3a/1a4 1 MPaKTUYHUX 3aBJaHb y MpodeciiHii AiIbHOCTI, K1 XapaKTepU3YIOThCS
KOMIUIEKCHICTIO Ta HEMTOBHOIO BU3HAYCHICTIO YMOB, BIAMOBIIATH 3a IPUIHSATI pillICHHSI.

[TPH6. ApanTtyBaTHCS 10 HOBHUX YMOB 1 TEXHOJOTIH mpodeciiHoi AisIbHOCTI,
MIPOrHO3YBATH KIHLIEBUI PE3ybTAT.

[TPH7. 3acTocoByBatu i agantyBaTH Teopii iHpopMallii Ta KOTyBaHHsS, MaTeMaTUYHOI
CTaTUCTUKH, 4yuces, kpunrtorpadii Ta creraHorpadii, oOpoOIeHHs 1 mepenadi CUrHajiB TOIIO,
MIPUHIIUIN, METOIH, IOHATTS KibepOe3neku Ta 3axucTy iHdopmallii y HaBuaHHI Ta mpodeciitHiit
TISUIBHOCTIL.

[TPH8. 3acrocoByBaTH 3HaHHA W pO3yMiHHA MaTeMaTUKU Ta (i3UKU B TpodeciiiHiit
TISAIIBHOCTI, (opMalti3yBaTu 3ajadi MpeJMeTHOI ramysi KibepOesneku Ta 3aXucTy iHpopMarlii,
(dbopMynoBaTH X MaTeMaTUYHy MOCTAHOBKY Ta OOMpaTH paIliOHaTbHUI METO ] BUPIIICHHS.

IIPHY. 3natu Ta 3acTOCOBYBaTH 3aKOHOJABCTBO YKpaiHM Ta MDKHApOJHI BHUMOTH,
MPAKTUKU 1 CTAaHAAPTU 3 METOIO 3/1HCHEHHs MpogeciiiHOi IIIBHOCTI B ramy3i KibepOe3neku Ta
3axMcTy iH(popMarlii.



[MIPH11. IlnanyBatu miaroToBkKy Ta 3abe3mnedyBaTH HENEPEPBHICTH Oi3HEC-TPOIECIB B
Opraizalisix 3riZHo 31 BCTAHOBJICHOIO MOJIITUKOIO KibepOe3neku 3 ypaxyBaHHS BUMOT JI0 3aXHCTY
iH(pOopMmarii.

ITPH12. 3acTocoByBatH MeTOIU Ta 3aco0M 3axucTy iHQopmalii B iHQOpMaIiiiHUX Ta
iHpOpMaLIHO-KOMYHIKAIlIHHUX ~ CHCTeMax  BIAMOBITHO 70  BCTAHOBJICGHOI  MOJITHKH
iHpOpManiiHOT Oe3MeKH.

[IPH13. BnpoBamkyBaTH, HaJalITOBYBaTH, CYINPOBODKYBATH Ta MIATPUMYBATH
(GYHKIIOHYBAaHHS MPOTPaMHUX 1 MpOrpaMHOANapaTHUX KOMIUIEKCIB 1 cucTeM KibepOesmeku Ta
3axucTy iHpopmamii sSK HeoOximHi mpouexaypu i (YHKIIOHYBaHHS iH(GOpMAIifHUX ¥
iHpOpMaIIHHO-KOMYHIKAI[IHHUX crcTeM Ta\abo IHPPaCTPyKTypH OpraHisailii B iJIOMY.

[IPH14. BupimyBatu 3agadi  ymnpaBisSHHS NpoLEcCaMH BIJIHOBJEHHS IITaTHOTO
(GyHKIIOHYBaHHS 1HpOpMaLIiiHUX Ta 1H(OPMAaLIHHO-KOMYHIKAIIITHUX CUCTEM 3 BUKOPHCTAHHSAM
MpoIeAyp PpE3epBYBaHHS 3TIAHO BCTAHOBJIEGHOT TIONITUKK Oe3meku 1 3abe3nedyBaTH
(YHKIIOHYBaHHSl CHELIaJIbHOTO MPOrPaMHOr0 3a0e3MeUeHHsl LI0JI0 3aXWUCTy Ta BiIHOBJICHHS
1HpopMarii.

[IPH16. BupimyBaTu 3aa4i BIpoOBaXKEHHS Ta CYIIPOBOY KOMIUIEKCHUX CUCTEM 3aXUCTY
iHpopMallii B iHPOpMaLIIHHUX CHCTEMAX.

[TPH20. Bwu3HauaTu 3arpo3W CTBOPEHHS TEXHIYHUX KaHaJIIB BHUTOKY iH(opMmaii Ha
00'ekTax 1H(POPMAIIITHOT MISITBHOCTI; BIPOBAKYBAaTH 3aCO0M 1 3aX0JM TEXHIYHOTO 3aXUCTY
iHopMallii Bl BUTOKY TEXHIYHUMHU KaHaJlaMU, IPOBOJAUTH OOCIYrOBYBaHHS 1 KOHTPOJb CTaHY
arnapaTHUX 3ac001B 3aXUCTy IHPOPMAIT Ta KOMIUIEKCIB TEXHIYHOTO 3aXUCTY 1H(OpMAaIIii.

[IPH21. BukoHyBaTH BIpPOBa)KEHHSA, MIATPUMKY, aHali3 €(QEKTUBHOCTI CHCTEM
BUSIBJICHHST HECAHKI[IOHOBAHOTO JIOCTYIy, Al 3 iH(opMmamiero B iHGOpMAIIHIA cucTeMi,
BPa3JIMBOCTEH, MOXKJIMBUX 3arpo3 iH(GOpMamiiHOMY TpOoCTOpy ¥ iHpopMaIiiiHUM pecypcaM Ta
BHUKOPHUCTOBYBAaTH KOMIUICKCH 3aXHUCTy HJisi 3a0e3MedYeHHS HEOOXIHOTO pPIBHS 3aXWIIEHOCTI
iHpopmartii B iHpopManiiHUX CUCTEMaXx.

B KOHTEKCTI 3a3HAYEHUX BHIIE KOMIIETEHTHOCTEH Ta MPOTPAMHHUX PE3YJIbTaTIB HaBYAHHS
3aJa4i BUKIAJAaHHA OUCLHMIUIIHA BH3HAYAIOTh HEOOXIMHUHM KOMILJIEKC 3HAaHb 1 BMiHb, IO
OTPUMYIOTh CTYJCHTH TIiJl 4YaC BUBYCHHS JUCIUILTIHH.

HaBuanpHa mporpama po3paxoBaHa Ha CTYICHTIB, SKi HAaBUYAIOThCS 33 OCBITHBOIO
MporpamMoro MiArOTOBKHM OakayiaBpa 3a crneriabHicTio «Kibepoe3nekay.

[Iporpama mnoOynoBaHa 3a BHMOTaMH KPEIUTHO-MOJIYJIBHOI CHUCTEMH OpraHi3arfii
HABYAJIBHOTO TIPOILIECY Yy 3aKiaJax BHIIOI OCBITM 1 BHUKOPUCTAHHSM aKaJIEMIYHOT CHUCTEMHU
OI[IHIOBaHHS JOCATHEHb CTYJCHTIB Ta IIKAJIA OLIHOK €BPONEHCHKOI KpeauTHO-TpaHChepHOi
cucremu (ECTS).

Po6oua naBuanpHa mporpama 3 Kypcy «KomrmiekcHi cucteMu 3axucTy iHdopmarii» €
OCHOBHHMM JIOKyMEHTOM, IO OXOIUIIO€ BCi BHJM HaBYaJbHOI POOOTHM MpH BUBYCHHI KypCy
CTyJCHTaMH Ta BiJOMBa€ OCHOBHI METOAUYHI HACTAaHOBU Kadeapu.

HaBuanpHa mporpama gucuuiuliid «KoMIJIEKCHI cHUCTeMH 3axucTy IHopmamii»
po3po0ieHa Ha MiICTaBl HACTYMHUX JOKYMEHTIB!

- OCBITHS nporpama HiATOTOBKU  (paxiBIiB 3a CHeUIIbHICTIO

F5 «Kibep6e3neka Ta 3axuct iHpopmarii;

- HaBYAIbHUU TUTaH MArOTOBKHU (haxiBIiB 3a cremianbHicTio F5 «Kibepbesneka Ta
3axMcT iHpopManii».



HaBuanpHa nporpama xapakTepusye IIJISIXH NepeTBOPEHHS iH(pOpMaIlil, 10 0AEPKY€EThCS
CTY/IEHTOM BIIPOJIOBK BUBYAHHS KypCY, 1 BIIOMBAE 3MICT KypCy, PO3MOAUICHHS HOTO HA PO3ALIN
Ta iX 00cary, naHi npo GopMH BUBYCHHS Ta KOHTPOJIIO 3HAHb.

Teopernunoro 6a3010 i BUBUEHHS Kypcy «KOMITIEKCHI ccTeMu 3aXUCTy iHpopmarii» €
Kypcu «Opranizaniiine 3a0esnedeHHst 3axucty iHdopmarnii» Ta «lHpopMmariiina Oe3meka

JIEp>KaBU».

Kypc «lIpoekTyBaHHs, BIpPOBAKCHHS, CYIPOBII KOMIUIEKCHUX CHCTEMH 3aXUCTY
iHpopmamii» € 0a30BHUM Ui BUBYCHHS HACTYIHOT
iHpOpMaLifHO-KOMYHIKAI[ITHIX CHCTEMAX.

2. IIporpama Ta CTPYKTYpa HaBYAJIbHOI AUCUMILIIHA — TOBHOTO
TEPMIHY I€HHOT1 (3a04HO1) (OpMU HAaBUAHHS,

mucuuruting:  «besneka iHpopwmarii B

Kinekicts roguna

neHHa popma

3aouHa popma

HasBu 3micToBHX ) BCBHO- )
MOyTiB i Tem | Beso y TOMY YHCITi o y TOMY YHCIT
THOKHI . .
-TO 1H 1H
a | o | ap 1 c.p. b | n | ap I c.p.
1 2 | 3 |4|5|6|7| 8 | 9 |10|11]12|13 | 14
3microBuii moayab 1. Ilopsiiok npoBegeHHs POOIT i3 CTBOPEHHS KOMILIEKCHOI CUCTEMH 3aXUCTY
ingopmanmii.
Tema 1.
HopmaTtuBHOMeTO1MUHE
3a0€3MeUYCHHS 3 TTUTaHb
nobymoBun  KC3I Tta 1 10 4 2 4
MPOBEICHHS X
JIEP’KABHOT €KCIEPTU3H.
Tema 2. ®opmyBaHHs
3arajbHUX BUMOT 10 2 10 2 4 4
KC3I B ITC.
Tema 3. Tlopsmok Ta
MIPUKJIIA]] PO3POOKH aKTy 3 10 | 4 2 4
oocrexenns ITC..
Tema 4. IloHsaTTs
MO/IeJIl 3arpo3 Ta MoJiei
MOPYLIHUKA. 4 10 2 4 4
Tema 5. Tunose
TMIOJIOKEHHS TIPO CIIYKOY
3axucTy iH(popMalii B 5 10 | 4 2 4
aBTOMAaTHU30BaHIN
CUCTEMI.




Tema 6. Etanu
CTBOPEHHS KOMILIEKCHO1
CUCTEMH 3aXUCTY
iHpopmauii B ITC.

10 | 2 4

Tema 7. Texuiune
3aBJIaHHS Ha CTBOPCHHSI
ta excruryaramiro KC3I B
cxiani ITC.

10 | 4 2

Pa3oM 3a 3micToBUM
MoayJem 1

70 | 22 20

28

3micToBuii Mmoayab 2. BuzHaueHHs Bi

IMOBITHOCTI KOMIIJIEKCHOI CHCTEMH 32
TeXHIYHOMY 3aBJIAHHIO.

XHCTy iHd

opMmarii

Tema 1. Kpurepii o1iHku
3axXMIIEeHOCT] 1HpopMarii
B ITC (uactuna 1)

10 | 2 4

Tema 2. Kpurepii oninku
3axXMIIEeHOCT] 1HpopMarii
B ITC (uactuna 2)

10 | 4 2

Tema 3. Kpurepii
rapalTidi  3axUIICHOCT1
iHpopmarrii B ITC.

10

10 | 2 4

Tema 4. Meroauka Ta
MOPSATIOK MIPOBEICHHS
BunpoboByBanb KC3I.

11

10 | 4 2

Tema 5. CrremianeHi
JOCHIIKEHHSI OCHOBHUAX
Ta JoJaTkoBux 13.

12

10 | 2 4

Tema 6.
TIEH3YBaHH
rOCIOJIApCHKOT
JUSUTBHOCTI.

Iopsinox

13

10 | 4 2

Tema 7. JlineH3yBaHHsA
nistmbHOCTI B Tamy3i T3

14

10 | 2 4




Tema 8. Excnieprusza
KOMILJIEKCHOT CUCTEMH
3axuCTy iH(pOpMAIIii. 15 10 | 4 2 4
f:(l);(;l:a]eM;a 3MiCTOBUM 80 | 24 24 30
Bceboro roaun 150 | 45 4 60
3. Temmu aekmiii
Ne Ha3zsa Temu Kinekicts
3/1 TrOIUH
1 HopmaruBHomeToinuHe 3abe3nedeHHs 3 nutanb nooynosu KC3I ta 4
IIPOBEJICHHA 1X IEP)KABHOI EKCIIEPTU3H.
2 ®opmyBanHg 3araabHuXx BuMor 10 KC3I B ITC. 4
3 [Topsinok Ta mpukian po3poodku akty odcrexenns [TC. 4
4 [TonsaTTsSI MOIENI 3arPO3 Ta MOJIEII TOPYITHUKA. 2
5 TunoBe monoxeHHs mpo chayxOy 3axucty iHdopmanii B 4
ABTOMAaTH30BaHIA CHCTEMI..
Etanu cTBOpeHHsT KOMITIEKCHOT cucTeMu 3axucty iHdopmartii B ITC. 2
7 Texniune 3aBmaHHs Ha CTBOpeHHs Ta ekcruryatarito KC3I B ckmami
ITC.
8 Kpurepii ominku 3axumenocti iHdopmartii B [TC (dactuna 1) 6
9 Kpurepii rapanTiii 3axumenocrti iHdopmartii B [TC. 4
10 Metonuka Ta nopsaok nposeneHHs BunpooosyBanb KC3I. 2
11 CreniaipHi JOCIIMKEHHS OCHOBHUX Ta JOJATKOBUX T3. 2
12 [Topsinok JtileH3yBaHHS TOCTIOIAPCHKOT AISUTBHOCTI. 3
13 JlinensyBaHHs AisuibHOCTI B ramy3i T31. 3
14 EkcriepTr3a KOMIUIEKCHOT CHCTEMU 3aXKCTY iH(pOopMaIlii. 3
Pazom 45
4. Temu 1adopaTopHuX (MPAKTHYHHUX, CEMiHAPCHLKHUX) 3aHATH
Ne Kinpkicts
e HazBa temu FoHH
1 AHani3z HOpMaTUBHO-METOUYHOTO 3a0e3neueHHs 3 nmutanb ctBopenns KC3I ta 2
MIPOBEJICHHS 1X AepPKaBHOI EKCIIEPTHU3H.
2 Po3po6nennst Axkty ooctexxenns [TC 4
3 Po3pob6nenns moneni 3arpo3 iHdopmartii B ITC 2
4 Po3po6nenHs Mosieni nopyiHrka BiaactuBocte iHpopmaunii B ITC 2
5 Po3po6ieHHs MoI0keHHs PO cyk0y 3axucTy H(opMallii Ha NiANTPHUEMCTBI 4
6 Po3po6neHHst iHCTpYKIIiT aaMiHiCTpaTopa Oe3NeKku Ta IHCTPYKLIi CHCTEMHOTO 2
aJMiHICTpaTOpa




7 Po3po6nenns Bumor 1o KC3I B uactuni peanizaiii Kputepiis 2
KOH(1IeHIIITHOCT1
8 Po3po6nenns Bumor g0 KC3I B wacTuni peanizauii kputepiiB MuTiCHOCTI 2
9 Po3po6nenns Bumor 1o KC3I B wactuHi peanizaiii KpuTepiiB 1OCTYIHOCTI 2
10 | Po3poOGnenns Bumor no KC3I B yactuHi peanizaliii KpuTepiiB CiocTepexHOCTI 2
11 | Po3poGnenns Bumor 1o KC3I B wacTuHi peanizaiii KpuTepiiB rapanTiit 2
12 Po3po6inieHHst mporpamMu Ta METOTUKU 4
noTepeiHiX BUIPOoOyBaHb KOMIUIEKCHOT CHCTEMH 3aXUCTy iH(popmarii
Beboro 30

Kypcose npoextyBanns - He nepenbaueno po6oynm HaBYaJILHUM IJIAHOM

CAMOCTIMHA POBOTA CTYJIEHTIB
Camocriitna poOoTa CTyICHTIB nepeadavac:
- CUCTEMAaTHYHE BIIBIJAHHS YCIX BHJAIB ayJAWTOPHUX 3aHITh 1 BEICHHS
KOHCIIEKTY JICKITIH;
- CUCTEMATUYHE BHBYCHHSI JICKIIITHOTO MaTepiajay i HaBYaJIbHOI JIITEpaTypH,
10 PEKOMEHAYIOThCS;
- CYMJIIHHY TIATOTOBKY 10 JTaOOpaTOPHHUX 3aHSATH;
- BYaCHE 1 SKiCHe o(popMIIEHHSI 3BITIB PO J1abopaTOpHi pOOOTH.

5. Temu camocrTiiiHoi podoTH

Ne HazsBa temu KinpkicTb
3/ TOIVH

Eranu ctBopennss KC3I. 5

®opmyBanHs 3aranbHuX BuMor a0 KC3I B ITC.

OO6rpynTyBanHs HeoOXimHocTi cTBopeHHs KC3I.

[Topsimok obcTexenns cepenopuil GpynkmionyBanns [TC.

®opmyBaHHs 3aBAaHHAa Ha cTBopeHHs KC3I.

[Topsinok po3poOku monituku 6e3nexu iHpopmaii B [TC.

Bubip Bapianty KC3I.

[Topsinok po3poOku IIaHy 3aXucTy iHGOpMaIrii.

O 0| N| O O | W| N| -

[Topsinox po3poOku TexHiyHOTO 3aBAaHHs Ha cTBopeHHs KC3I.

[EEN
o

[opsinok po3poOku npoexty KC3I.

| O OO OO OO o1 01| 01| O1| O1

[E=Y
[E=Y

CytHicTtb eckizHoro nmpoekty KC3I.

(o2}
o

Pazom

5. 3aco0u 1IarHOCTUKM pe3yJbTATIB HABYAHHSA:
- €K3aMEH;

- MOJyJIbHI TECTH;

- 3aXHCT Ta JJAOOPaTOPHUX POOIT.




6. MeTOoa HABYAHHS:

- CIIOBECHUI MeTo A (JIEKIIis, TUCKYCisl, CriBOeCia TOIIO);

- IPaKTUYHUN METO/I;

- HA0YHUI MeToJ1 (METO LTFOCTpaIliid, MEeTo ] IeMOHCTpaIlii);

- po6oTa 3 HaBYaILHO-METOAUYHOIO JIITePaTypOIo;

- BiJIeoMeTOo 1 (IMCTaHIIiHI, MyJIbTUME/IIiHI, B€O-Opi€HTOBaHI TOIIIO);
- caMocTiifHa poOoTa (BUKOHAHHS 3aBJIaHb ).

7. Metoau ouiHIOBAHHSL.

- €K3aMCH;

- 3aXUCT MPAKTUYHHUX POOIT;
- Ipe3eHTAallil Ta BUCTYIH Ha HAYKOBUX 3aX0/aX.

8. OuiHoBaHHs pe3y/bTaTiB HABYAHHS.

OuiHoBaHHsl 3HaHb 3700yBaya BHIIOI OCBiTH BiI0yBaeTbcs

3a 100-0ajJnHOIO0

IIKAJ0K0 i NmepeBOAMTHCH B HALIOHAJbHY OWIHKY 3rigHo 4nHHOro «IloJsioxkeHHss mpo
ex3ameHu Ta 3ajiku y HYBIIl Ykpainn»

8.1. Po3moxia 0aJiB 32 BUIAMU HABYAJIBHOI JiSJILHOCTI

By HaBYAJNLHOI JiIILHOCTI

Pe3y.11 bTAaTH HABYAHHHA

Ouinro-
BaHHA

Monyas 1. Ilopsiiok npoBeieHHs1 po0iT i3 CTBOPeHHsI KOMILJIEKCHOI CMCTeMHU 3axXucTy iHgopmaiii.

Jlexmis 1. ITPHS. AHanizyBaTy, apryMeHTyBaTH, -
JlaGopaTopHa/mpakTHyHa po6oTa 1. OpUAMAaTH PpilleHHS @pd PO3B'SI3aHHI  CKIAJHUX 5
Camocrifisa poGota cneman’li;or.sfmnx‘ sazad i NMpAKTHHHX 3aBJAHb Y .
(sa nasenocmi) 1. npoq)ecmm’ﬂ ASTBHOCTI,  AKi  XapaKTEPH3YIOThCs
- KOMIUJIEKCHICTIO Ta HENOBHOIO BH3HAYEHICTIO YMOB,
Jlexis 2. . . ... -
BIATIOBiAATH 33 NPUHHATI PiLICHHS.
JlaGoparopra/mpaxTiriia pobora 2. [TPH7. 3actocoByBaTu il ajanTyBatu Teopii 10
Camocriiina pobora (3a nasenocmi) 2. iHpopMaliii Ta KOJyBaHHS, MATEMAaTUYHOI CTATUCTUKH, S
Jlekuis 3. yucen, kpunrtorpadii Ta creranorpagii, 00OpoOIeHHs 1 -
JlaGopaTopHa/npaKkTHYHa poGoTa 3. nepeziadi CUrHaJIIB TOIO, HPUHIMIIH, METO/H, TIOHATTS 10
CamocTifina po6ota 3. KkibepOe3neku Ta 3axucTy iHpopMaIii y HaBYaHHI Ta 5
. npodeciiHiil TisUTBHOCTI.
Jlekmis 4. -
TTPHO. 3Hatu Ta 3aCTOCOBYBATH
JlaGopatopHa/mpakTita pobora 4. 3aKOHOJJABCTBO YKpaiHM Ta MIKHAPOAHI BHMOTH, 10
Camocriiina pobora 4. NPaKTHKH 1 CTAHAApPTH 3 METOI  3JiliCHeHHs 5
Jlexuis 5. npodeciitHoi IisbHOCTI B raiy3i kibepOesmexu Ta -
JTabopaTopHa/mpaKTH4IHa poboTa 5. 3axucTy indopmarii. 10
CamocTiiina pobora [IPH14. BupimryBatu 3amadi yHpaBJIsTHHS 5
- MPOLIECAMH BiJTHOBJICHHSI IITATHOTO ()YHKI[IOHYBAHHS
Jlexnis 6. iHpopMamifHuX Ta iH(OpPMAIITHO-KOMYHIKAIIHHIX -
JlaGoparopra/mpaxuiza podora 6. CHCTEM 3 BHKOPHCTaHHAM IIPOLEAYp pPe3epByBaHHSI 10
CamocriitHa poboTa 3TiIHO  BCTAHOBJEHOI  TMONITHKH  OE3meKd i 5
Jlexuis 7. 3abe3medyBaTu (yHKIIOHYBaHHS CIIEIAIILHOT O -
CamocriiiHa po6ota MporpaMHOro  3a0e3MedeHHs IIOAO0 3aXHCTy Ta 5
BiTHOBJICHHS iH(pOpMATIIii.
[TPH16. BupimyBatu 3amadi BIpOBaKEHHS
Ta CYNPOBOAY KOMIUIGKCHHX CHCTEM  3aXHCTY
iH(popMarii B iHQOPMAIIIfHUX CHCTEMAX.
MonynbHa KOHTpOIbHA poboTa 1. 20
Bceboro 3a moayaem 1 100




Monyas 2. Cnocodu oprasnisanii npouecy MojeJII0BaHHS.

Jlekmis 8 -
JlabopaTopHa/mpakTuyHa pobora 7. [MPH12. 3acrocoByBaTH METOIM Ta 3acO0U 5
Camocriitaa po6ora 7. 3axucty  iHQopmamii B iHpOpMamiHHMX  Ta 10
Tlexuin 9. iH(pOpMaIlfHO-KOMyHIKAI[ITHAX CHCTEMaX BiIIOBIIHO :
JI0 BCTAQHOBJICHOI MTONITHKY iH(opMaLiitHol Oe3meKn.
JlaGopaTopHa/mpakTu4Ha podoTa 8. . . 5
_ [IPH14. BupimyBatu 3amadi YHpaBJIsHHA
Camocrifina po6ora 8. npolecaMy BiHOBJIEHHS IITATHOTO (YHKIIIOHYBaHHS 10
Jlexmis 10. iHpopMaIiiHX Ta iH(pOPMAIiHHO-KOMYyHIKaiHHUX -
Jlabopartopha/mpakTuuna pobora 9. CHCTEM 3 BHUKOPHCTaHHSIM MpOLEIYp pe3epBYBaHHSI 5
Camocriiina po6ora 9. 3TiTHO  BCTAHOBJIEHOI  MOMITUKKM  Oe3meku i 10
Tlexmin 11, 3a0e3neuyBaTd  (QYHKLIOHYBaHHS  CIHELiaJbHOTO n
NporpamMHOro 3a0e3redeHHs] IOAO0 3aXUCTy Ta
Jlaboparopna/mpaktuuna podora 10. e — 5
Cawmocriiiia poGora 10. [TPH16. BupiurysaTu 3aaaui BIPOBaIKEHHS 10
Jlexuis 12. Ta CyNpOBOAYy KOMIUIEKCHMX CHCTEM  3aXHCTy -
Ha6opaTopHa/npaKTHqHa p060Ta 11. iH(I)OpMaHi.l' B iH(l)OpMaHifIHHX CUCTEMaX. -
CamocriiiHa po6ora 11. ITPH20. BwusHauaTu 3arpo3ud CTBOPEHHA 10
Tlexuin 13, TEeXHIYHMX KaHaJliB BUTOKY iH(popmanii Ha 00'ekTax a
iH(pOpMaIHOT AiSIIBHOCTI; BIPOBAHKYBATH 3aCO0H i
JlaGopatopua/npaxtua podora 12. 3aX0IM TEXHIYHOTO 3aXMCTy iH(opmalii Bil BUTOKY -
Camocrifina podora 12, TEXHIYHUMH KaHAJIaMH, IPOBOJAUTH OOCIYTOBYBaHHS i 10
Jlekuis 14. KOHTPOJb CTaHy amapaTHUX 3aco0iB  3aXHCTy -
Cawmocriiina po6ora 13. iHpopMmalii Ta KOMIUIEKCIB TEXHIYHOIO 3aXHCTY 10
iHpopMarii.
MopnysbHa KOHTpOJIbHA poOoTa 2. 10
Bceboro 3a monysiem 2 100
HaBuanbHa po0oTa (M1 + M2)/2*%0,7<70

Ex3amen/3ajik

30

Bceboro 3a kype

(HaBuyanbHa po6oTa + ex3zamen) < 100

8.2. lllkaJjia ouiHIOBaAHHSI 3HAHBb 3/100yBa4a BUII0I OCBITH

. .. O1iHKa 32 HAI[lOHAJILHOI CHCTEMOIO
Peiitunr 3100yBava BUIIOI OCBIiTH, Oain .
(ex3aMeHHM/3aITiKH)
90-100 BiIMIHHO
74-89 Jo0pe
60-73 3aJI0BIJIHO
0-59 HE3aJI0BIJILHO

8.3. IoJiTuka OiHIOBAHHSA

MoaiTtuka PoGotn, sfKi 37a0ThCs i3 MOPYHIEHHSIM TEpMiHIB 0€3 MOBa)XKHUX MPHUYHH,
I0A0 AeMJaiiHiB TAa | OIIHIOIOTHCS HAa HIKYY OIIHKY. [lepeckimamaHHS MOAyNmiB BinOyBaeThCs i3 MO3BOIY
nepeckja aHHs JIEKTOpa 3a HaABHOCTI NOBaKHUX NMPHIHH (HATIPHUKIA], JTIKAPHIHUHN).
Moaituka CriicyBaHHS ITi 9ac KOHTPOJIBHHUX POOIT Ta eK3aMeHIB 3a00poHEeHi (B T.4. i3
010 aKaJeMiuyHOi | BUKOPHCTaHHSIM MOOUTBHUX JeBaiiciB). PedepaTn moBMHHI MaTH KOPEKTHI TEKCTOBI
J100poUYecHOCTI MOCHJIAaHHS HAa BUKOPUCTaHY JITEpaTypy
. BinBigyBaHHS 3aHATE € 000B’SI3KOBUM. 32 00’ €KTHBHHUX MPHYHH (HATIPUKIIAT,
.l'[(.)anKa XBOp00a, MiDKHApOTHE CTA)KYBaHH: ) HABYaHHS MOXKE BiIOYBATHCH iHANBITyaTbHO (B OH-
110710 BiABiTyBaHHS . . .
TaifH GopMi 3a MOTOPKEHHSM 13 IeKaHOM (aKyIbTETY)




9. HaBuajibHO-MeTOIU4YHE 3a0e3MmeueHHsI
1. Enexrponnmii HaBYAJIbHUN Kypc Ha iathopmi Moodle
https://elearn.nubip.edu.ua/course/view.php?id=3403 BMIIlyE  TOBHE  METOJUYHE
3a0e3MeueHHs BKJIFOYAI0UH: JICKIIi, MPe3eHTAaIlii 10 JeKI[il, MeTOIMYH1 BKa3iBKH 0 BUKOHAHHS

1a00paTOpHUX POOIT, TIIOCAPI TEPMIHIB TOIIO.

10. Pexomen0BaHa Jiiteparypa
OcHoBHa:

1. HJI T3I 3.7-003 -2005 «I[lopsaok mpoBeIeHHsT POOIT 13 CTBOPEHHS KOMIUIEKCHOT
CUCTEMHM 3axHcTy iHpopmalii B iHPOpMaLIfHO-TeIeKOMYHIKaIiHINA cucTteMi» // JlenapraMeHT
CHeIiaJIbHUX TEeJIEKOMYHIKAIITHUX cUCTeM Ta 3axucTy iHgopMarii Cinyx0u Oe3nexku YkpaiHu.
Kuis. 2005. — C. 22.

2. 3akoH VYkpainu «[Ipo 3axuct iHdopmaiii B aBTOMaTH30BaHUX cUcCTeMax» //
Binomocti BepxoBuoi Panu Ykpainu, 1994. - Ne 31. — C. 286.

3. KommnekcHi cuctemu 3axucty iHdopmallii : HaB4aabHUM nocioHuk / [Apemuyxk FO.
€., [TaBnoscekwuii 1. B., Karaes B. C., Cinroria B. B.].Binaung : BHTY, 2018. - 118 c.
4. [IpoekTyBaHHS KOMIUJIEKCHUX cucTeM 3axucTy iHdopmaii. [linpyunux / B. O.

Xoporiko, I. M. ITasnos, 1O. f1. Bo6ano, B. b. Aynukesuy, I. P. Onipcekuit, JI. T. [Tapxyis. JIbBiB
: BugaBaunTso JIeBiBChKOT mositexHiku, 2020. 320 ¢

JlomomizkHa

1. KyzuenoB O.0. 3axuct iHbopmartii B iHpopmariitaux cuctemax / O. O. Kysnenos, C.
IT. €Bcees, O. I'. Kopons. — X.: Bun. XHEYVY, 2011. - 510 c.

Indopmaniiini pecypcu
1. AAMIHICTPALIISL JEPXKABHOI CJIYXXBU CIIELIAJIBHOI'O 3B’SI3KY TA 3AXUCTY
IHOOPMAILIIT YKPATHMU [Enextponnuii pecypc] — Pexum gocTymy:
http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/article?art_id=81998&cat_id=38835
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